“ Kon be3ornacHocTu
MK «Uncpbopmaawmran

KoHcynbTauMOHHbIEe OHMauH
yCrnyru no npoaykram u
peweHnAM KOMNaHumn
«Kog BezonacHocTu»

Beponuka Konenko
MeHemxep no opraHMsauum obyyeHnsa




L 9
C==1

MnaHna «Koa besonacHocTn» okasbiBaeT

KOHCYNbTaLMOHHbIE OHMNAaWH yCryru no

NpoayKTam u peLleHnsMm cobCTBEHHON
pa3paboTku

L

[MpenmyLlecTBa Nony4yeHnst 4aHHOro BUaa YCnyr:
-BbIOOP HAMBMAYANBHOW TPAEKTOPUN N3YYEHUS Kypca

-OTCYTCTBME HEOBXOANMOCTU Bble3aa ( paboTHUK MOXKET NPoXoAuTb Kypc 6e3
OTpbIBa OT NPOM3BOACTBEHHON AEATENBHOCTH)

-paboOTHNK MMEET BO3MOXXHOCTb KOHTPONMPOBaTb NPOLIECC NONMYyYEHNS 3HAHUI U
BUAOETb pe3ynbraThl

-NpakTnyeckas HanpasBneHHOCTb KypCOB NO3BOSSET cpa3y NPUMEHUTL
Nofly4eHHble 3HaHUA B paboTe (B Kypcax NpeayCMOTPEHbI NpakTU4eckmne
3aJaHuns)

Kop be3omacHocTu

K ~Mdopusaupma-
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yCrneLHOM OKOHYaHUU Kypca BblOaeTcH
cepTudukar
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Kypc «TexHnyeckas 3alwmura nepcoHanbHbIX
OAaHHbIX Ha OCHOBE pelleHnin KomnaHmm «Kopa

— B6e30nacHOCTU»

Llenb Kypca - nomoyb crneunanuctam oT
pykoBoauTeneun npeanpuaTn n
CTPYKTYPHbIX noagpasgeneHnd OO Ny,
oTBeYawlWwmMx 3a 3awuty UHGOopMaUnuy,
opraHusoBaTb 00paboTKy nepCcoOHanbHbIX
F OaHHbIX B COOTBETCTBMU C TpeboBaHUsAMU
POCCUNCKOIO 3aKkoHoaaTenbCcTBa C
ncnonb3oBaHMEM pelleHnn KomnaHmm «Kopg
BesonacHocTu».

...........
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Kop 6e3omacHocTv
MK =Mrdopusawmras



Bo BBeoeHun Kypca
paccMaTpuBaEeTCA:

- HopmMaTuBHaga 6asa
OpraHn3aunoHHO-TEXHUYECKOM
3aWnTbl MUHPOPMAaLIMOHHbIX

¥ cuctem obpaboTkm [NOH

-OTBETCTBEHHOCTb 3a HapyLLeHune
TpeboBaHM NO obpaLleHnto ¢
nepcoHanbHbIMW JaHHbIMU

- OCHOBHbI€ 3Tanbl paboT no
obecneveHnto 6e3onacHOCTH
nepcoHanbHbIX AaHHbIX B UCIOH

Kop 6e3omnacHocTi
MK «Mudopuaaupras



Moaynu kypca « TexHu4yeckas 3aluuTta NepcoHanbHbIX AaHHbIX Ha
OCHOBe pelleHun komnaHmm «Kog 6e3onacHoOCTU»

TpeboBaHUA K MEpaMU

Pa3paboTtka
No cpeacTBaM 3aLLUThI (ﬂpoermpOBaHme)
MHCbOpmaﬁuMOg e CUCTEMbI 3aLUTDI
cuctem obpaboTku
nepcoHarnbHbIX AaHHbIX
nepcoHarbHbIX JaHHbIX P na

O630p BO3MOXHOCTEMN
CpeacTB 3alyuThbl
NCT1OH pa3paboTku
koMmnaHum «Kopa
be3onacHocTu» U
BapnaHTOB UX
NPUMEHEHUS

KoHTpoOnbLHOE nToroeoe
TeCTMpoBaHune

Kon be3onacHocTu
MK «Mudopusaupra



Kypc « TexHonormsa npogax npoaykToB
komnaHun «Kog be3onacHoCcTu»

Llenb kypca - oby4eHune
cneumannucToB NapTHEPCKUX
KOMMNaHNN OOLLIMM TEOPETUYECKUM
OCHOBaM npoLecca npoaax u

' NPNOBPETEHNIO HABLIKOB MPSAMbIX
Npoaax NPOAYKTOB KOMMaHWUMW.

. Ywmerwo Mozvinm kvoca
4 npopasare! TexHonorus Ob6wwme
npoZax NpoayKTOB TeopeTuyeckme
koMnaHum «Kopg OCHOBbI NpoLiecca
BesonacHocTn» npoaax
KoHTponbHoe

MTOoroBoe
ll TECTMPOBaHNe

Kop be3omacHocTu

K ~Mdopusaupma-






Kypc Security Studio Endpoint Protection

N

Kop 6e3omnacHocTi
MK «Mudopuaaupras

Cucrema 3alwunTbl
NHdopmaunm Security Studio
Endpoint Protection (SSEP)
obecneynBaeT 3aLLnTy
KOMMblOTEPA C NPUMEHEHNEM
MEXCETEBOIO 3KpaHa,
aHTMBMpYyca n cpeacTea
OOHapy>XeHUA BTOPXXEHUM.

Llenb Kypca - paccMoTpeTb
npoLecchl yCTaHOBKN,
HaCTPOWKN U UCMNONb30BaHUA
npoaykra.



TeopeTnyeckme moagynm Kypca
«Security Studio Endpoint Protection»

BBegeHune

3awmTta oT 4encTBUn
BPEOOHOCHbIX
NPOLIECCOB C MOMOLLIbIO
SSEP

Bopbba co cnamom ¢
nomMoLLbo SSEP

Kop 6e3omnacHocTu
K <Mrdopusaupras

3awmTa ceTeBbIX
COEeNHEHUN C
nomoLLbo SSEP

3awmTa oT N3BECTHbIX
BMPYCOB C MOMOLLIbIO
SSEP

KoHTponb paboTbl SSEP

O6HapyxeHune n
npeaoTBpalLleHne atak

KoHTponb BeO-
aKTMBHOCTM C NOMOLLbHO
SSEP

Hactponka
LEeHTpann3oBaHHOW
CUCTEMbI OOHOBNEHNN
SSEP



Kypc Honeypot Manager ona UT-
agMUHUCTPATOPOB

Cucrtema Honeypot Manager —
NpPOaKTUBHOE CPEACTBO
ODOHapyXeHUs XakepCKnx
BTOPXXEHUNWN U
HEeCaHKLUMOHMPOBAHHOIO AOCTYynNa K
NHopMaLnMM OrpaHUYEHHOIO
OocTyna, OCHOBAHHOIO Ha
NMUTaALUN OaHHbIX N UX aHanNu3e
obpalleHun nonb3oBaTeNen K
NMMUTUPYEMBIM NPUKNagHbIM
nporpamMmam u CETEBbIM CEPBUCAM.

Kopn 6e3oracHocTu

K ~Mdopusaupma-



Llenb kKypca «AgMmnHmncTpuposaHne Honeypot Manager» - 03HaKOMUTb
C pa3HbIMU acrnektam paboTkl C NPOAYKTOM «Honeypot Manager»,
pa3peLnTb BCe BONPOCHI, CBA3AHHbIE C aAMUHUCTPUPOBAHNEM
NpOoAyKTa.

TeopeTnyeckme moaynum kypca Honeypot Manager

Pe3epBHOE
KOnMpoBaHue U
BeeneHne P Ayont
BOCCTaHOBIEHM
e
Cospatve, YcTaHoOBKa
HacTpouKa u HacTtpounka
nporpamMmmHoOro
3anyck CUCTEMBI
KOMMrieKca

CEHCOpPOB
..

Kon be3onacHocTu
MK «Mudopusaupra



Kypc «AoMuHuctpuposaHue vGate»

vGate R2 — cepTndomnunpoBaHHoe
CpeacTBO 3aLnTbl MIHOPMALUK OT
HeCaHKLMOHMPOBAHHOIO 4oCcTyna u
KOHTpOSA BbinonHeHna Nb-nonntuk
Ons BUpTyanbHOU MHAPACTPYKTYpPbI
Ha 6a3e cucrtem VMware
Infrastructure 3 1 VMware vSphere 4.

Llenb Kypca — pacKkpbITb BONPOCHI
obecrnevyeHns 6e3onacHoCTH
BUPTYyaribHON MHAPACTPYKTYpPHbI,
pPa3BEPHYTON C UCMONb30BaAHMNEM
cucteM VMware infrastructure 3
VMware vSphere4, coOoepxuT
NHdopMaL Mo O Ha3HaYeEHU
NpPOAYKTa, ero apxXuTtekType u
BO3MOXHOCTSX. B Kypce
npeacTtaBneHbl TUMOBbIE BAPUaHThI
'I pa3BepPTbIBaHUA N NCMOSIb30BaHUS

Kop 6e3omnacHocTu

i——— CUCTEMBI.




TeopeTnyeckmne Mogynm Kypca
«AoMunHUcTpuposaHue vGate»

PasnoeneHue
Ha3HaueHue u pgnef/'l y YcTtaHoBKa U
apxuTekTypa pa3BepTbIBaHUE
MeXxaHU3Mbl
vGate vGate
ayTeHTUuKauum
YnpaeneHue
[lononHUTEenbHbIE Sy OOCTYrNOM U
BO3MOXHOCTMU MOJTINTUKW
Oe3onacHOCTU

Kop 6e3omnacHocTu
K <Mrdopusaumras



Kypc «AgMmnHuctpupoBaHue TrustAccess»

TrustAccess — pacnpenenieHHbIn MeXXceTeBon 3KpaH
BbICOKOIO Knacca 3alnTbl C LeHTparim3oBaHHbLIM
ynpasneHueMm, npegHasHavyeHHbIN Ans 3awmTbl CEPBEPOB U
paboumnx cTaHUU NOKanbHOM CETU OT
HeCaHKLMOHMPOBAHHOIO 4OCTYNa, pa3rpaHN4YeHnsa CeTeBoro
gocTtyna K MHpopMauMoHHbLIM CUCTEMaM NPeanpUATUS.

Llenb Kypca - nepenatbe MHOpMaLuo 0 Ha3Ha4YeHUN

NpoAYyKTa, Ero apxXnTeKType N BO3MOXHOCTAX. B Kypce

npeacTaBrieHbl TUMOBLIE BapnaHTbl pa3BepTbiBaHUS U
I| NCNONb30BaHUA CUCTEMBI.

Kopn 6e3oracHocTu

K ~Mdopusaupma-



TeopeTnyeckne moaynm Kypca
«AgMunHuctpupoBaHue TrustAccess»

[lononHuTenbHbIE

AyTeHTndnkaums
y P H BO3MOXHOCTH

HasHa4yeHue n

apxuTeKkTypa 3alluuTta ceTeBoro

cCUcTembl Trust Tpaduka
Access

duneTpauungd
ceTeBbIX
coeuHEHUU

Kop 6e3omnacHocTu

K «Mipopusaupras



Kypc «AgMunHuctpuposaHue «Kog
be3onacHocTu: VIHBeHTapusaumna»

Cucrtema «Kopg besonacHocTu:
IHBeHTapusauuna» - 3To NporpaMmmHoe
cpeacTBo, NpeagHasHavyeHHoe ans cbopa
cBegeHun o NporpaMmmMHOM K
annapaTHOM obecrne4vyeHuny,
YCTaHOBIIEHHOM Ha KOMMbIOTEPAX B
opraHusauum.

Llenb Kypca - nepenatb MHGOpMaLuo o
HasHa4YeHUn NPoaYKTa, ero apxXnuTektype
N BO3MOXHOCTSAX. B Kypce
npeacraBneHbl TUMOBbIE BApUaHTLI
pas3BepTbiBaHUA N UCMOSIb30BaHUSA
CUCTEMBI.

Kop be3omacHocTu

K ~Mdopusaupma-



TeopeTnyeckne moaynum kypca « AgMMHUCTPUpoBaHue
«Koa besonacHoctu: NHBeHTapusaumna»

Apxuntektypa Kog
BBeneHue be3onacHocTu:
HBeHTapusayms

dopmunpoBaHme
OTYETOB

Pa3BepTbiBaHMe icnonb3oBaHne
cuctemol Koa nporpammbl Ko
besonacHocTu: besonacHocTu:

IHBeHTapusaums IHBeHTapusaumus

Kop 6e3omnacHocTu

K “Mrdopusaupras



NMonyuyutb MHdopmauunro o6 oOHNanH

Kypcax u 3anmcatbcsl Ha NpoxoXaeHue ‘
KypCOB MOXHO MO 3anpocy: ‘

e-mail: sdo@securitycode.ru
TenedoH: +7 (495) 980-2345 nob. 827

[TopTan npegoctaBneHnA KOHCYSbTaUuMOHHbLIX OHNauH ycnyr
komnaHuum "Kon be3onacHocTtun"

http://securitycode.websoft.ru

"

Kopn 6e3omnacHocTi
MK «“Mdopuaaupras



