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Yrpo3bl B oonactu Ub B 2009 r.:
nporHo3 MessagelLabs Intelligence

¢ Web 2.0 — cpena onga KOHTEKCTHOro BpegoHocHoro MO

0 KOHCOJIMgaunAa HECKOJIbKUX ANHaAMUNYECKNX NMOTOKOB AaHHbIX U3
HECBA3aHHbLIX MCTOYHUKOB

0 nosiBneHne MaaS (Malware As A Service)
0 6onbwas rmbkKoCcTb N CKOPOCTb MoandmMKaLum Bpe4OHOCHOro Koaa

¢+ CoumanbHble ceTu

0 6onee npodeccnoHansHbIn phishing —> 6ornee agpecHbIn U
nepcoHanmM3npoBaHHbIN criam

¢ OcobeHHOCTU cnama
0 NepcoHanbHoe obpalleHne
0 CermeHTtauus no pbiHKam u gemorpadgum
0 JTAKOHMYHOCTb (MeHbLUEe KOHTeHTa ansg punsrpaumn)
0 ©Gosbllee CXoACTBO C 3anpoLUEHHbIMW paccbifikaMmn U cneunpeanoxXeHnamm

¢+ PyHOoameHTanbHble HegocTaTku npotokosia DNS (cepeanHa 2008)

0 phishing-ataku Ha base ys3Bumocten DNS-gomeHoB n Web-cantos BmecTo
TPaaMLUMOHHbBIX «NOAOENOKY

0 Bbixoa: bonee wupokoe npumeHeHne DNS Security Extensions (DNSSEC)

3almnTa KopnopaTuBHbIX CETEMN:
10 HoA6PS MUHUMM3ALNSA PUCKOB M NOBbILLIEHMNE TMOKOCTH

2009 . bunsHeca @ DGSPCDn



Yrpo3bl B oonactu Ub B 2009 r.:
nporHo3 MessagelLabs Intelligence

¢ Scam B ctune Nigerian 419

0 nogobHble BUObl MOLWEHHNYECTBA CTAHET TPYAHEE pacrno3HaTh (CO0bLLeHns
n3 1-2 npeanoXxeHnn, «HOBbIE BO3MOXHOCTU AN busHeca», UCnosib30BaHNE
NpuUcoegnHEHHbIX dhansioB)

¢+ [nobanusauma cnama
0 passutne WML B ctpaHax BRIC
0 CnaMm Ha JIoKanbHbIX A3blKax Ha pa3BUBAOLLMXCA PbIHKAX

¢ ArTtakm Ha cMapTdOHbI U Apyrne MobusibHbIE YCTPOMCTBA
o0 2008: niobutenbckne atakm yepes becnnaTHyro 3arpysky Urp 1 npuoxXeHum
0 2009: KpMMMHarnbHbIE aTakn ¢ SBHOM (OUHAHCOBOW COCTaBMAOLLEN
o0 300 BupycoB anga moounbHbix TepmuHanos, 400K — ans MK
0 SMS Ha HOMepa «premium»
¢+ BockpeuweHune botnet
0 nogaeneHue KpynHoix ceten B koHue 2008 (Intercage, McColo)
0 BO3MOXHOE BOCKpPELLUEHME C XOCTUHIOM B cTpaHax BRIC

0 KMOeprnpecTyrnHUKM YCOBEPLLEHCTBYIOT TexHorormm botnet
= TEXHONOrMm cynepsusopa (Mcrnonb3oBaHue criod BupTyanusauum nosepx HW)
= MpAMOK nepexsaTt BaXHbIX Bbl3oBoB OC_

= OC H@@H@F AdraREBRFIMBH BUL [T 8YRaHM BpegoHoCHOTO MO

10 Hos10pS MUHMMWN3ALMS PUCKOB U MOBbLILLEHNE TMOKOCTU

2009 . bunsHeca @ ospPCon
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Yrpo3bl B oonactu Ub B 2009 r.:
5 TeHaeHuun ot WatchGuard

¢ TeHoeHUMA 5:

0 YyCUIeHune 3aKkoHodaTtesibCTBa B obnacTtu 3aWwmnTbl JaHHbIX, B TOM
YUNCIE NnepcoHalribHbIX

0 HOBble YronoBHble Aerna 1 npeueaeHTHoe npaso

¢ TeHpeHuus 4:
0 botnets cTtaHyT Bonee Ka4eCTBEHHbLIMU U ... MPUOLINTBHBIMU

¢ TeHoeHUMA 3:

0 Hambonee nonyndapHble counanbHble CETU — NnaTtgopma ans
CETEBbIX aTaK, MHMUMaALMN HECAHKLIMOHMPOBAHHLIX SCAaM-PacChIfoK,
phishing’a u 1.n.

¢ TeHaeHUUA 2:
0 POCT 4ucna atak yepe3 SSL n HTTPS

¢ TeHpeHuus 1:
0 Yrpo3sbl N3 AOBEPEHHbLIX canToB U |EI,OMeHOB

1 _aBToMaTHIEURASWIARATHE (EOB VFS&?? 'éHmou_wl csi yepes Web

10 H0ﬂ6pﬂ MUHUMN3ALNA PU NoBbILLEHNE r|/| KOCTU

2009 . 6u3Heca L & 0SPCOn
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TeHnaeHuuu B obnactu b B 2009-?7? ropgax

¢ TOT )Xe ypoBeHb 3alUUTbl NPU MEHbLLNX
orookeTax

¢ /lcye3HoBeHME NOCTaBLUUKOB U
cnmaHuna/nornoLweHuns

¢ Mopgenb SaaS B obnactn b (Qualys,
WhiteHat Security)

¢ [lnctaHUMOHHbLIN CETEBON MOHUTOPUHT
nocTaBLUMKAMMN YCTPOWUCTB 3aLUThI

¢ OT COOTBETCTBUA PErynMpyoLLInMM akTam —
obpaTHO K ornepaymsim

3almnTa KopriopaTUBHbIX CETEMN:
10 HoA6PS MUHUMM3ALNSA PUCKOB M NOBbILLIEHMNE TMOKOCTH

2009 . bunsHeca @ ospPCon
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MQ: 6paHaMay3pbl AN npeanpusaTumn

challengers leaders

Cisco Juniper Networks

Check Point Software Technologies

4 Fortinet

.\)f Secure Computing

% Stonesoft

D e

© SonicWALL .

. WatchGuard Technologies
Astaro

NETASQ
phion
niche players visionaries

i completeness of vision —————p»

As of November 2008
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MQ: cpeacTBa KOHTpONSA AocTyna

challengers leaders
Cisco
Juniper Networks

“1- Symantec
4

)
3 Aruba Networks
5 Sophos
= Check Point
N 3Com (TippingPoint) ForeScout
T StillSecure McAfee

Enterasys N Bradford Networks
ortel ConSentry Networks
InfoExpress

insightix Trustwave (Mirage Networks)
Impulse Point

niche players visionaries

{ completeness of vision F—————p»

As of March 2009

GaﬂﬁlHQWCh 2009VII‘IVIIVIVIQC|LI.VI71 |JVIUI\UD VI 11IVDDILLUCIIVIC 1 VIVUNUJUU L VI A
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CpeacrtBa ceTeBOro Aocryna:

ForresterWave

Risk S
¢ n Vlﬂe p bl Blétg Contenders Per}g?rr:mgers Leaders
o0 Microsoft Strong
0 Cisco Systems $
o Bradford Networks : _
. Juniper Cisco
O Junlper Networks Networks Systems
1 Symantec Q&e,s
¢ OCTaBl.U,MKM KOHKypeHT- Mg Netaoeks: 1o (s Microsoft
HbIX, MPOCTbIX B ] stilsecura®, & S
pa3BepTbiBaHUUN peLLeHUn Nevis Networks McAfee (*/  Networks
0 SymanteC o T ProCurve Networking by HP ®
o0 Mirage Networks offering
0 McAfee
¢ «3ambliKaroLwme»
o StillSecure
0 Nevis Networks
0 HP ProCurve
Market presence
Weak 25
SaLU'MTa KopnopaT Weak Strategy P Strong

Fort@stestPep 2008 MMHMMU3ALNA PUCKOB U NOBbILLEHNE TMOKOCTH

2009 . OusHeca
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CpeacrtBa ceTeBOro Aocryna:

ForresterWave (npopa.)

Fort@stestPep 2008 MMHMMU3ALNA PUCKOB U NOBbILLEHNE TMOKOCTH

2009 r.

Vendors

Bradford Networks

Cisco Systems

Juniper Networks

McAfee

Microsoft
Mirage Networks
Nevis Networks

ProCurve Networking
by HP

StillSecure

Symantec

Ou3Heca

Product evaluated

NAC Director, Campus Manager, NAC Director
GCS

Cisco NAC appliance, NAC server, NAC Manager,
NAC Profiler, Guest Server

UAC Infranet Controller 4000/4500, Infranet
Controller 6000/6500, Odyssey Access Client,
NAC Profiler

MNAC 3.0 (ePolicy Orchestrator)

Microsoft NAP for Windows Vista, XP SP3, Server
2008

NAC Management Server, Advanced
Compliance Server, Sensors

LANenforcer (Nevis LAN Switch, Nevis LAN
Security Appliance)

ProCurve Network Access Controller 800,
ProCurve NAC 800 Endpoint Integrity Agent,

ProCurve Identity Driven Manager

Safe Access

SNAC11.0

based solution

Q Q f; Software-

Infrastructure-
based solution

@

based solution

Appliance-

» @ @

O
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&K

A
&

OSPCOon
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CpeacrtBa ceTeBOro Aocryna:

ForresterWave (npopa.)

Forrester,
Sepl Q00810p
2009 .

Vendor

Bradford Networks

Cisco Systems

Juniper Networks

McAfee

Microsoft

Mirage Networks

Nevis Networks

ProCurve Networking by HP
StillSecure

Symantec

‘ Fully covers scenario

() Average coverage

Role- and identity-

based access

CebaoCl e

D
D
D

access (contractors,
remote, guests, etc.)

Unmanaged

Ccooe®

D
D
D
D
D

traditional endpoint

Wireless and non-
(printers, etc.)

/\00

\
[ 4

vewwww!

+ o
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aQc F=
T O 5
(= kel
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e T —
T O Q0o
o ab
£z 9§
= O << O
4

=y

ceoe

\
»

OGO O Q‘OOOOEmployeeaccess
vowow@boowvewe

infrastructure (agents,

AD/LDAP, etc.)
Overall performance
across all scenarios

Supporting existing

Cboovbboowowo!
N "N “REN SN SN

Y
\_ '

O Covers this scenario better than most of the vendors

P
‘ Poor coverage

|/_
NE

R .
J Inconsistent coverage
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MQ: yctpoucrtea IPS

challengers leaders
4 N\ challengers leaders
Cisco Systems o i :
TippingPoint
Cisco Systems 3Com (TippingPoint) McAfee
o Juniper Networks Sourcefire »IBM » Sourcefire
3) IBM L
D 5 » Juniper Networks
x McAfee o R
o 0 :
= o Top Layer Networks v ST
= acware : g NitroSecuri
= NER Seaurit Reflex Security Z 1 Yot op Layer Security
© y = 80 @ Radware
e ® _ » StillSecyre
DeepNines StillSecure T DeepNines Technologies
» Check Point Software Technologies
NitroSecurity “Stonesoft
. J \_ | J
niche players visionaries niche players visionaries
. . \ —,I O g g W v S n
\ | completeness of vision F——p completeness of visio g

As of December 2006 As of 1THO9

Al
UL VI T A I\\JrJI IUPUI Vil ‘bll\ NI/ IV

Gaithagdbpe 2006 &1ipmm3aLnsa pUCKOB U MOBbILLEHNE TMOKOCTN
2002009 . busHeca @\> ospCon
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MQ: ynpaBneHne gaHHbIMU Y

COObLITUAMMU B obnactm 6e3onacHoOCTU

challengers leaders
RSA (EMC)
Cisco ArcSight
L IBM
4l
4 CA Symantec LogLogic
D Novell NetlQ
x Quest Software SenSage Q1 Labs
S Intellitactics, netForensics
= NitroSecurity ;
= Prism Mi rosystems K
= IS MKI0GY _ LogRhythm
‘ OpenService
e elQnetworks

Tenable Network Security

niche players visionaries

Np— o mnn 2o v g
{ completeness of vision F————p»

As of May 2009
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3alunTa KNIMeHTCKNX YCTPOUCTB

¢ MHOXecTBO MHCTPYMEHTOB

¢ BbicOokue HavanbHble 3aTparhl

0 409 - 3awWwmTa OT BPEAOHOCHbIX NporpamMm
0 80% - nonHoe wndpoBaHme ancka

¢ Bbicokne onepauunoHHble 3aTpaThl

0 cepBepbl AN XpaHEeHUSa OTYETOB U aAMUHUCTPATUBHbIX
OaHHbIX

0 OOMOJSIHUTENbHaa nonoca NponyckaHug
0 HOBbIN MHCTPYMEHT - HOBbIN COTPYOHUK

¢ B nouckax nHTerpnpoBaHHbIX peLleHnmn

0 JaXke KOMMNIIEKCHbIe NporpamMmMHbIe NakeTbl HE
OXBaTbIBaOT BCEX DYHKLIMOHASbHbIX KaTeropum

~

g;qumcbp%%%ﬁé?péﬁﬁ\ﬂmﬁi% Poeatme, ..)

10 HO5I6 MUHUMU3ALINS PUCKOB U MOBBILLEHNE MMOKOC

2009 . bunsHeca @ ospPCon
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3almuTa KIIMeHTCKMUX YCTPOMUCTB: TPAANLUMNOHHbIE
TEeXHOJIOrMM AN N3BECTHbIX Npoo6nem

Technology IT security problem solved
Patch management Protection against known vulnerabilities
Antimalware Protection against known malware
Personal firewall Protection against hackers

Network access control Enabling secure access

3almnTa KopnopaTuBHbIX CETEMN:
10 HOA6pPA MUHUMM3ALNSA PUCKOB M NOBbILLIEHMNE TMOKOCTH

2009 . bunsHeca @ ospPCon
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3alwmuTa KNMeHTCKUX YCTPOMUCTB:
HOBbIe pelLleHUus Ansa 6onee CNOXHbIX Yyrpo3

Technology IT security problem solved
Application control Protection against malware

Protection against unauthorized

Device control device use and data loss

Data protection in the event

Full disk encryption of device loss

Protection against

File encryption unauthorized data use

Protection against

Data leak prevention unauthorized data use

3almnTa KopnopaTuBHbIX CETEMN:
10 Hos6PS MUHUMM3ALNSA PUCKOB M NOBbILLIEHMNE TMOKOCTH

2009 . bunsHeca @ ospPCon
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«Bunka» KnueHTCKou 6e3onacHoCcTu

CA, LANDesk, Microsoft, Novell ... Symantec

Value: operational efficiency

_with Technologies: PC backup and
integrated recovery, patch management,
Mmanagement configuration management,

and software distribution

Traditional
client security ...

Value: improved security
Technologies: file encryption,
full disk encryption, DLP, and
device control

... with
integrated
data protection

ativitd ROPHYPAICHSES, ‘M cAfee, So(?hos, and Trend Micro
Fort@stestPep 2008 MMHMMU3ALNA PUCKOB U NOBbILLEHWE TMOKOCTU

2009 . bunsHeca @ DGSPCDn
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Bonpoctkil...

10 Hos10pS MUHMMUN3ALMS PUCKOB U MOBbILLEHNE TMOKOCTU

2009 . bunsHeca @ ospPCon
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bnarogapto 3a BHUMaHue

lMaBen BaHOB

psi@osp.ru

3almnTa KopnopaTuBHbIX CETEMN:
10 HoA6PS MUHUMM3ALNSA PUCKOB M NOBbILLIEHMNE TMOKOCTH

2009 . bunsHeca @ ospPCon
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