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INnpgep B obnactn UHdpactpyktypsbl docTtyna ( Longd
MexayHapoaHoro pbiHka 80%)

O6opot 2005 $909m. (25% pocT)
[lpencrtasneHa B 35 cTpaHax Mupa
6200 napTtHepoB B 6onee 100 cTpaH
180000 knueHToB; 15M KOHK. nuueH3nm
* 94% KnueHTCKasi IoManbHOCTb
* 75% exepHeBHOro Tpaduka NHTpepHeTa

Ctparernyeckne naptHepsl Microsoft, IBM, HP, SAP and
Oracle

1800 apyrmnx nHayctTpuarnbHbIX anbsaHCOB B 0bnacTtu
O6opynoBaHus,l1O, ceTeBbIX TEXHOMOMMN,
©esonacHocTu, N T.4.
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Security Update for Office 2003 (KB905645)
Office 2003 Security Update: KB838905
Office 2003 Service Pack 1
Access 2003 Danish Update for MUI Pack:
KB834013
Office 2003 Critical Update: KB828041
Security Update for Excel Viewer 2003
(KB918425)

Security Update for Excel 2003 (KB918419)
Security Update for Excel 2003 (KB905756)
Security Update for Excel Viewer 2003
(KB914451)

Security Update for Office 2003 (KB905645)
Security Update for Office 2003 Multilingual User
Interface Pack (KB905645)

Security Update for Office 2003 Proofing Tools
(KB905645)

Vulnerability in Server Service Could Allow Denial of
Service (923414): MS06-063
Vulnerabilities in Microsoft XML Core Services Could
Allow Remote Code Execution (924191): MS06-061
Vulnerability in Windows Explorer Could Allow Remote
Execution (923191): MS06-057
Vulnerability in ASP.NET 2.0 Could Allow Information
Disclosure (922770): MS06-056
Vulnerability in Vector Markup Language Could Allow
Remote Code Execution (925486): MS06-055
Vulnerability in Windows Kernel Could Result in
Remote Code Execution (917422): MS06-051
Vulnerabilities in Microsoft Windows Hyperlink Object
Library Could Allow Remote Code Execution (920670):
MS06-050
Vulnerability in HTML Help Could Allow Remote Code
Execution (922616): MS06-046
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[1lpoBepka [ paHynMpoBaHHLIN

OKoHe4YHoro ycTponcTaa Ooctyn KoHTponb npasamu

aocTtyna
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CITRIX

Best Access Experience. Anytime. Anywhere.




[MpenctaButenbctBo Citrix Systems B Poccun n CHI
Cepren bopuncosuy KysHeuos

sergey.kuznetsov@eu.citrix.com

+7 495 937 8249 Oonc B Mockee

+7 985 761 3757 MoOWunbHbIN
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Securing Your Data with Citrix

Overview

Consider the following:

+ A user guesses another employee’s password, resulting in access to customer data including credit card numbers
and Social Security numbers, which are used to purchase numerous products illegally

¢ The breach is tracked to the employee whose password was hacked and their employment is terminated. The
employee files a wrongful termination lawsuit against the organization

¢ Due to government regulations, the organization is obligated to disclose the breach to the public, which results in a h tt D ://C i tri X . CO m/E n q I i S h/DSZ/Seq m e n tS/h/d O C u

class action lawsuit being filed. Customers find new organizations to do business with as customer confidence
erodes.

+ Inthe end, with earnings deteriorating, thousands of employees are laid off in an effort to stave off bankruptcy, but to m e n tS O n e Cat O a S D ? CO n te nti d = 2 3 5 5 9 &Ci d =W h

no avail. The organization goes out of business and the assets are sold.

The aforementioned example sounds drastic, but it is reality. Large amounts of sensitive customer data are lost or stolen Ite + P a D e rS
from organizations every month, forcing organizations to take a serious look at data security. Security breaches are
becoming the latest high-profile item reported on as quickly as it occurs. Organizations must find ways to protect the data or
face a loss of customer loyalty, government fines, class action lawsuits or bankruptcy court. It is critical that the infrastructure
is capable of keeping all data tucked securely away in the data center. By using solutions offered from Citrix, securing the
data is a reality. This article focuses on the following items:

+ How is data being stolen?
+ What are the ramifications to the business and their customers?

+ How can Citrix solutions protect the intellectual property of any organization?

Data Loss Categories

The difficultly in protecting an organization’s data stems from the fact that data theft occurs in numerous ways. An
organization could have data stolen one way, implement safeguards, and then have data stolen from another weakness.
Providing the most thorough protection against data theft requires organizations to identify the categories for data theft,
assess the threat of theft from each category and design a solution to protect against the threat. By analyzing historical data
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