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BekTopbl 3apaXxeHuun




Kak moxeT npoHUKHYTb BpeaoHocHoe MO

{ CHapyxwu }

* Yepes bpoysep

» Uepes nHTepHeT-cepBuUCkl (email, instant messenger, etc)
« C nomoubto ysa3sumocTten B IO

* C NOMOLLbIO CoLMAribHON UHXEHEPUU

[ U3HyTpH }

* IHdbnympoBaHHbIe YCTPOUCTBA
(removable disks, cd/dvd, floppies)

» CoumnanbHasi UHXXeHepus
* IHcangepbl
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BeKkTopbl 3apaxeHuun
3arpysku

* OCHOBHbIE NPOONeMbI:

» HoBble yazBumocTu B [10 obHapyXMBalOTCs KaXabIU AEHb
» MicnpaBneHna BbIXOOAT CAIULLKOM MeASsieHHO
» [Nonb3oBaTenn He 3aboTATCcA 00 OOHOBEHMAX

[ Hukakas Beb-cTpaHuLa He MOXET BbITb J

NONTHOCTbLIO AoBEPEHHOM!
* BpepgoHocHble ckpunTbl BHeapsatotca HTML u PHP kogbl:

» [NepeHanpaBneHne nonb3osarens Ha BpeaoHocHbI URLs

» icnonb3oBaHune yassumocTeun B 10 Ha nonb3oBatenbckom MK
» Kpaxa y4yeTHbIX gaHHbIX FTP

» O6dyckaumsa ycnoxHset obHapyxeHue 3nospeaHoro N0
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BekTopbl 3apaxeHuun
3arpy3ku

v Zrédto strony: ...
Plik Edycja Widok Zakiadki Widzety Poczta Narzedzia Pomoc

) Zapisz [ Zastosuj zmiany

und="index pliki
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BeKkTopbl 3apaxeHuun
CoumnanbHble ceTu

* OauH N3 Haubonee odoLWNX BEKTOPOB aTak!

» 3rnoBpenbl & cnam
» OUWINHI & coumnarnbHasa MHXeHepus

» cbop nHdopmaymn

Today Clear Window * Report

Father crashes and dies because of THIS
message posted on his daughters profile
wall!: bit.ly | N

| noen | Dérats

© Adesre 15558 ave Yeus DOS. AN TS This &5 3 Daemdess teminy resden

v Adware 1elog.000 Ve D00 Mry. 364 Thoso a0 danporius estecey 205 ..
@ Tropn De.dl Teoian WnSZ Wlav ke Ths Teokanhas & maicons paios..
Protecton @ Rogue pececkg. Virus 004 Mera. 1063 3t i 8 very dargerous semaey 10-...
N @ Weem “a.a Woen S5 Sadwed  Teak mikten by CosanRans, Kasd.,
@ Adware perpack. i Ve DOSCrmingdW...  Thoto a0 wry dangiront menar...
o Sppwane tapped. R Teola e PSMWNIZ N, . Ths Tasian belongs to afamdy of ...
e @ Werm vada Woen Wl futadea  This woen ipeoads oo the hand ds...
@ Vi peivde @ Duser wier.ee Exphok SOt Th eplon 6 Gesirad 1o stedl 0o,
© Madwaro el dl Virue D06 Sher. 2071 Thare are daniirous norengracey ...
© Rogue L o) Yirus DOSEvae Ot 212 115 & wery 0 greins nivinene.,
@ Bachdoor wirefy.gco Backdooe Wrd2.00¥... Thi malocus peogram is & Trodn....
/ Mettre & jour © Tropn mody dt TeopareSME SYRROS. .. This Tazian peoram s Sesinedt.
-~
J L'anayss en cours
QP Pxamétes e Loacer!

m Lanalyse &4k Lermande. Lo £itloydds ¢4 tiiessace.
|

Menaces: 45 Ervegatrer b rapport | Supprimer
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BeKkTopbl 3apaxeHuun
Mouta, IM

* BonbLwoe Kon-BO 3adpaxXeHne 3 TUM cnocooom

» UHAOULMPOBAHHBbIE NPUNOXEHUS ‘
» NHPUUMPOBAHHLIE CCbISIK V 4

» counalribHad MHXeHepn4d

[ 2

» CnydpuHr email-agpecos, Hanpumep

» administrators@yourcompany.com

» _your .boss@yourcompany.com

* [lpaBoonogo6HO BbIrMAAALLME TEMbI, HANPUMEpP

» «Iloxanyncra, npoBepbTe AOOKYMEeHT" @
» «BaxHoOe o6HOBJeHMe 6es3omnacHocTu"
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BeKkTopbl 3apaxeHuun
BHelwHune ycTpoucTBa

e ABTO3anyCcK BUPYCOB U YyepBen

» CaMO-pacrnpocTpaHeHune, aBTo-
pennukaums

» ucnonb3osaHne pyHkumn Windows
aBTO3anycka

» UHPUUMpoBaHMe pannos Ha gucke
» 0BbIYHO NoNMMoOpPMBbI

» rpouecc I/IHC*)I/ILI,I/IpOBaHI/IFI HE3aMETEH
A5 Norib30oBaTesid
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I'Ipo.unHy'rble TeXHOJIOI'MHA
Rootkits, bootkits

* BLICOKO-UHTEenNNeKTyaribHble Yyrpo3bl

* Ype3BbIYaNHO CJI0XXHO BbISIBUTb 1 06€e3BpeanTb @
* MoryT ckpblBaTb Apyrue BpeAoOHOCHbIe NPUNOXEeHUsA

* MoryT co3gaBaTb OOLUMPHbIE BOT-CETH

* HoBble naen n TexHoOnorMn NOAABMNAKTCA NOCTOAHHO

* MBR nHdekuunmn

* Acnonb3oBaHMe COOCTBEHHbLIX (PannoBbIX CUCTEM

* /icnonb3oBaHMe NPoaABUHYTbIX METO0B
wundppoBaHus

* [lepBble aTakn Ha 64-0MTHbIe NNaTopMbl
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I'Ipo.unHy'rble TeXHOoInormum
3noBpeabl ¢ uMdpoBON NOANUCHLIO

* Lindpposas nognuce

» [laeT rapaHTuio nognmHHocTtu NO
» He npeppacnonoxeHa k panbcucukaumm 6e3 npmBaTHOro Kroda
» TpebyeTcs HEKOTOPbLIMW ONepaLNoHHbIMKU CUCTEMaMMU

» MognucaHHble AoBepeHHbIM cepTudunkaTtom hamnbl HacTo
nomMmeLlarTcsl B «6ernble CNMCKU» BeHaopamMmn aHTusmpycHoro 10

« Kubep-kpMMmmHan MoxeT yKpacTb cepTudukaTbl

» 3noBpeabl C AeNCcTBUTESNIbHbIMU
unudpoBbLIMM NOANUCAMM:

» Zeus, Stuxnet, Worm.SymbOS.Y¥xe...
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HanpaBneHHble aTaku




HanpaBrieHHble aTaku
Lethal injection vs. hail of bullets

HanpaBneHHble aTaku OObIYHble aTaku

ToyHO 3apgaHHas uenb
MpodunbHbIe TexHONOrMM

Tuxue n MONMHMEHOCHbIEe aTtaku

BpenoHocbl 04eHb CrOXHbl TEXHUYECKMU
(o4eHb Yacmo co30aHbl
rnpogeccuoHasbHbIMU paspabomyukamu)

Yrposbl ocTaroTcA HEOOHapPYXEeHHbIMU
Ha NPOTAXXEHUU ANUTESTLHOIrO BPEMEHMU

YupexxaeHus He XOTAT pacKpbiBaTb
aeTtanvu MHUMAeHTa UIu Xe He 3HalT
00 aTOM

Bce BoBne4veH-bl
Haunbonee universal TexHonorum

Bonbwine n npoaomxuTeribHble
BUPYCHblE annaemMmmmn

BpegoHocbl MeHee UHHOBAHUBHbIE, UX
nerye BbIABUTb

(4acmo co30aHbI HernpogeccuoHaslbHbIMU
paspabomyukamu)

Yrpo3bl fIerko oopapyxmmm

Monb3oBaTenu roBOPAT 0 Npobneme T.K.
XOTAT NOSTYYUTb NOMOLLb
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HanpaBrieHHble aTaku
PekorHocuupoBKa 1 noarotoBka

. WAr1

* BbIOOp Hauboree yasBumMmom uenu e€.g. YourCompany Inc.
« cOOp Ny6nuyHo goctynHon uHdopmaumm kacateribHO YourCompany

» cbop nHdopmaumn o6 nHdppacTpyktype n pewseHusax Ub -
YourCompany

» MPOHNKHOBEHUE, COoLMalibHaaA NHXXEeHEePUNA

. WAr2 |

* [logrotoBka nepcoHariIM3aupoBaHHOW aTaku:

» [NogrotoBka YHUKaribHOM BPELOHOCHOM NporpaMmmel
» Mlcnonb3oBaHue yassumocTten B [10 - YourCompany
» lcnonb3oBaHne cCOTPYAHUKOB YourCompany KaK BEKTOP aTaku
- CoyuarnbHasi UHXXeHepusi, orniouwHOCMb, HEOGPEXHOCMb, KOPPYNUYUS...
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HanpaBrieHHble aTaku
KOMI'IpOMeTaLWIﬂ n ncnonb3oBaHue yﬂ3BMMOCTeVI

. WAr3

- [lony4yeHMe gocTyna K pecypcam - YourCompany
* KOHTpOsb cucTeM - YourCompany
* KOMMYyHMKaUns ¢ LEHTPOM ynpaBfieHUs Kak npasuno 3awmdgpoBaHbl

» LndppoBaHHbIN TpaduK HE MOXKET ObITb «NPOYUTAH»

. WAr4 |

« KonnpoBaHue BCeX UHTepecyroLwmnx
AaHHbIX B ogHom mecTe B LAN

 3arpyska gaHHbIX Ha BHELWHUU cepBep
* KOHTpOnb Unu «ocBoboXxaeHne» Lenu
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NMpumep 1: Aurora

B TO Bpemsa Kak goctaTo4yHo 1

Yyaca...

Yersion: 1.3




NMpumep 2: Stuxnet

* HanpaeneHHocTb: 32-bit Windows cuctembl
* BoiaeneH B cpeauHe Uronsa 2010

* Bo3aMOXHOCTb crniexku and nepenporpaMmmMupoBaHus
NPOMBbILLSIEHHbIX CUCTEM KOHTpOnSA

» Siemens Simatic WinCC SCADA

« OavH n3 Hanbonee npodeccuoHanbHbIX U cneunanu3npoBaHHbIX
3110BpeaoB B NCTOPUN BPEAOHOCOB:

» [NpooBuHyTbie rootkit-TexHonormm No3BoNuNU CKpbITb crieabl
NPUCYTCTBUSA B CUCTEME 1 3aMaCKUpoBaTb KOMMYHUKaLUIO C
CUCTEMOM KOHTpons, a Takke PLC-moandpumnkaummn

» OpurnHanbHble LUPPOBbIe CUrpaTypbl YCIOXHSAT AETEKTUPOBAHUE C
nomoLbio AV

» NHpuumposaHue ucnosnb3yet 0-day yazBuMocTb
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NMpumep 2: Stuxnet

MeToabl pacnpocTpaHeHus

» LNK exploit, zero-day
Vuln: MS10-046

BekTop atakm: cbeMHble
yCTpOMUCTBA

» Spool server exploit,

: zero-day,

&% 4 Vuln: MS10-061
BekTtop ataku: ceTeBble
NMPUHTEpPLI

» RPC exploit
Vuln: MS08-047
BeKTOp dTaku:. ceTeBble nanku

Spool Server Exploit (MS10-061)
USB Flash drive

LNK Exploit (MS10-046) PRC Exploit (MS08-067)

» 2 X zero-day EoP exploit
StuxNet Infected PC (NoBbILWEHME NPUBUITIETNI)
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NMpumep 2: Stuxnet

CepTtudukarbl

|Digita| Signature Details -Digital Signature Details

vériSign' Centificate Details  .cocoovveericniieecicencrcanones :

Confirm this is the correct certificate before performing any functions wih &, \é‘riS'gn'
1

Cerlificate:Detaills: woonissnnssns s .

Verity Certificate

Confirm this is the correct certificate before performing any functiens with it.

Common Name: | Realtek Semiconductor Corp

Status: | Expired
Validity (GMTX Mar 15, 2007 - Jun 11, 2010 Eaiyeaniiian
Class: Digtal D Class 3 - Software Valdation Renawal Common Name: §JMicron Technology Corp.
Organization: Realtek Semiconductor Corp Status: jRevoked
K ) . : p Validity (GMT): Jun 18, 2009 - Jul 25, 2012
O‘QNMW Untt 0!9!&! D Class 3 - Micrasoft Software Vaidation v2 Class: Digital ID Class 3 - Software Validation Renewal
RTCN Organization: JMicron Technology Corp.
State: Tabwan Organizational Unit: Digital ID Class 3 - Microsoft Software Validation v2
L System Design
CtyLocalton Hsinchu State: Taiwan
Country. TW City/Location: Hsinchu
Serial Number. SeSddc87375082845814144241d32a025 Country: TW
Serial Number: 476f49f4c959f656e%aa1eb87fc529bb
Issuer Digest:  310685e6ec3adae3c759ca762d114a76 lssuer Digest: 46302ea€9229499951ec2be99ecB5757

Replace Set Preferences
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NMpumep 2: Stuxnet

PLC 3apaxeHue

S

> [s7otbxdx . dll} —_

* icnonb3oarncsa dpann WinCC Step 7 IO gns
KOMMYHUKauum c yctpouctesom PLC

« CogepXXnt HAboOpP MHCTPYKLUN BKITtOYaS
dyHKUMK OTBEeYatoLme 3a YTeHue / 3annchb
OaHHbIX HA YCTPOUCTBO

« Stuxnet 3anncbiBaeT cOOCTBEeHHbIN chann ¢
TeM XXe UMeHeM, coaepXallun coOOCTBEeHHbIe
onpeaeneHusa KnyeBbiX PYHKUUNA, C LENLIO:

» NepexBaTa Bcex KOMMyHuKauum c PLC

» UameHeHunna koga PLC

» BbInonHeHnsa cobcTtBeHHOro koga Ha PLC
» CKpbITNA Moandukaymn
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NMpumep 2: Stuxnet

Meorpadcus

India

Indonesia

Russian Federation
Islamic Republic of Iran
Kazakhstan

Bangladesh

Syrian Arab Republic

Pakistan
Belarus

Iraq

227220
95100
77514
44228
35243
30344
15998
11107
10217
8764
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NMpumep 3: Anonymous vs. HBGary

{ Anonymous }

* IHTepHeT-rpynna aktnemuctos cgopmmpoBaHa B 2003

» XaknHr-aktuBHocTtun ¢ 2008 (B ocHoBHOM DDoS artaku)

» CBgasaHbl ¢ WikiLeaks

» Ataka Ha HBGary Federal
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NMpumep 3: Anonymous vs. HBGary

® = =
WE ARE ANONYMOUS

Because none of us are as cruel as all of us.
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NMpumep 3: Anonymous vs. HBGary

} Anonymous speaks: thein | egsons Learned Thanks to HBGary

By Peter Bright |

—~ and Anonymous \

By Tony Bradley, PCWorld

A week or so ago, | had never heard of HBGary. | assume you probably hadn't either. Now we
know HBGary all too well after an attempt to make a name by unmasking the anonymous hackers
of Anonymous backfired in more ways than one.

Anonymous has become a virtual household name following
the group's "hacktivism™ against companies and Web sites

ecurity Tips from the HBGary that made efforts to knock Wikileaks offline and cut off
Wikileaks' funding. The activities conducted by Anonymous ‘
FBI Steps Up Hunt for LulzSec were illegal, but to many the attacks were a heroic defense of i
Its e Hoax - Anonymos Did-Not disclosure and the freedom of speech. Anonymous has since
o Baptist Church embraced this role as Robin Hood of the Internet and has
7 Wa Avoid Getting Hacked by continued striking new targets— recently threatening to take |
ny : ; down Westboro Baptist Church and its site godhatesfags.com. e
k Friend Might Be IS hard notto like them.
Anonymous and W ro Baptist Then, HBGary--a small

Church: When PR Stunts Backfire Sacramento-based security
firm—claimed to know the true
identities of the leaders behind

Anonymous, and threatened to reveal them. Anonymous did not

appreciate the threat, so within a matter of hours it hacked and

defaced the HBGary Web site, and compromised its servers. Tens
of thousands of HBGary e-mails were then exposed on the Web,
and that is where HBGary's problems begin.

As if getting pwn3d by Anonymous and having sensitive
information compromised wasn't bad enough, the content of the
exposed e-mails uncovered a larger scandal involving an HBGary

ANONYMOUS

It has been an embamassing week for secu
CEO Aaron Barm thought he had

KASPLRYKY



NMpumep 3: Anonymous vs. HBGary

[ HBGary Federal }

» KomnpomeTtnposaHbl - Anonymous B ®eBpane 2011
» SQL injection + social engineering
» BblBO4 13 cTposA TeneOoHHOU CUCTEMbI KOMMNaHUN
» [lJocTyn K KOHMAeHUNasrbHbIM JaHHbIM
» Komnpometauma Twitter-yuyetkn CEO komnaHuu

e Pe3ynbraThbl:

» bonee 50,000 KoHbMAeHUMANbHbIX MUCEM YKpaaeHbl onyo6fIMKOBaHbI
» Cepbe3HbIU NyONIUYHbIN YPOH
» MNMpuBeno k orctaBke CEO
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NMpumep 4: LulzSec

{ LulzSec }

« Xakepckagq rpynna, akTMBHOCTb Man-utoHb 2011

* HanpaBneHHble aTaku:

» Sony Pictures, MediaFire

» Bethesda Game Studios

» American Public Broadcasting System

» United States Senate

» United States Central Intelligence Agency

* OnybnunkoBaHo 60MbLLIOE KOS-BO NEPCOHANbHbIX AaHHbIX U
KOH(puaeHUnansHon nHopmMmaumnm

« 26 June 2011 — rpynna BbinycTuna gouHanbHOe 3adBrieHne
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NMpumep 4: LulzSec
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The Lulz Boat

@_LulzSec

(Second channel if the first is banned) Lulz Security®
(LulzSec), the world's leaders in high-quality
entertainment at your expense - http://lulzsecurity.com/

O Follow [¥) Text follow _LulzSec to your carrier's shortcode

Tweets

ﬁx
%
%
%

Favorites  Following Followers Lists

LulzSec The Luiz Boat 13t
Remember this tweet, m_nerva, for | know you'll read it: your cold
jail cell will be haunted with our endless laughter. Game over, child.

_LulzSec The Luiz Bc
http /Iminicrit. com/’?p 182 #AntiSec

LulzSec The Lulz Boat 13
tl;dr they leaked logs, we owned them, one of them literally started
crying for mercy, we saw it fit to pastebin their home addresses. :D

LulzSec The Lulz Boat 3 by
We decided to unleash the kraken on two jackasses: pastebin.com/
MBEsm5XQ
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OT BUpTYyanbHbIX K (pU3n4eCKum

Yrpo3bl Npou3BOACTBY, 340POBbLIO U XXU3HU




npOMbII.IJHEHHbIe CUCTeMbI
Mouyemy ysi3BMMbI K aTakam

NMpoMbiLlisieHHble CUCTEMbI Apyruve IT-cuctemsbl

OCTaloTCA HEN3MEHHbIMU Oonee AMHaAMUYHO Pa3BUBAIOTCS

OecATUNeTMAMn

the process of publishing patches O6HoBNEHUs BbiNyckatoTcs bonee

for applications usually takes a long yacTo

time

[lomkHbl paboTtaTtb 24 / 7 BO3MOXXHO OTKIOUYNUTb BO BPEMS
o6cnyXXuBaHus

* BHegpeHne nonynspHbIX ceTeBbIX NpoTokonoB (HanpumepEthernet)
* Henpamon unn npsasmon goctyn K UHTepHeT

* KoHTpornb cuctem Ha K ¢ Windows OS
» Hanbonbluee Kon-Bo atak HaueneHo Ha aty OC
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npOMbII.IJHEHHbIe cCUctTtemMbl
ATakun: BeKTOpbl 1 NnocrneacTBusA

[ Yrpos3bl ]

* BUpycChbl 1 YepBK pacrnpoCTPaHATCA B CETH
* IHdbnyMpoBaHME CbEMHBLIX YCTPOWUCTB
* DoS n DDoS ataku

* [loCcTyn K MH(pACTPYKType: yaareHHoe ynpasrieHne cCUCTeMOoun

[ NMocnepcrTBus ]

* Yrpo3bl XXU3HU U 30,0pPOBLIO
 [loBpexaeHue obopynoBaHUS
 [[pnocTaHoBKa TpaHcnopTa N KOMMYHMKaL NN
* [IpnocraHoBKa B Npon3BOACTBE

» MpmnoctaHoBKa nogavun aHeprun / Boabl / rasa
» OrpomMHbIe NPOnN3BOACTBEHHbIE U SKOHOMMUYECKNE NOTEPU
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npOMbII.IJHEHHbIe cncremMmbli
He Tonbko Stuxnet

[ 2005 } * Hepeb Mytob worm npoBesn ataky Ha npomblwreHHble MK
KOMMNaH11 No rnpousBoaCcTBy aBToOMObUNEn

Pe3ynbraT: octaHOBKa Ha 1 yac

2006 » OanH n3 atomHbix 3aBogos B CLLUA 6b1n BbiIBEOEH N3 CTPOS
brnarogaps neperpy3ke BHYTPeHHEU CeTu

MpuyuHa : HenpaBunbHaa pabota gpausepa PLC

Pe3ynbTaTt : noTepsA KOHTpoOns HaZ BOAHLIMU MOMnamMu
peakTopa

[ 2007 } » Kubep-araka (Proof-of-concept) ncnone3ytouwas ya3aBuMoCTb
0-day B NO,0TBETCTBEHHOM 3@ KOHTPOJ1b 3fIEKTPOCTAHLNN

Pe3synkTaT : caMo-pa3pyLleHne TeCTOBOro reHepatopa

[ 2008 } * HeckonbKko ropooB OTKIKOYEHbI OT ANIeKTPOCHa0XeHuUs.
LIPY BbiIsicCHUNO 4TO ataka npoBeAeHa
KnbepnpecTtynHMKamm

KASPCR{KY




i

Hackers Breach Tech Systems of Oil Companies

At least five multinational oil and gas companies suffered computer SIGN IN TO E-
network intrusions from a persistent group of computer hackers ks
based in China, according to a report released Wednesday night bya & PRINT
Silicon Valley computer security firm. [® REPRINTS
SHARE
- <

The focus of the intrusions was on oil and gas field production systems as well as financial
documents related to field exploration and bidding for new oil and gas leases, according
to the report. The attackers also stole information related to industrial control systems, the
researchers noted, but no efforts to tamper with these systems were observed.

-,

By JOHN TAiii Fi ’
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Mepbl npoTUBOAENUCTBUSA




OcCHOBHbIE npaBuna 6e30nNacHoOCTH
Camoe cnaboe 3BeHO

[ OGOpaszoBaHHe }

doBepHue }
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OcCHOBHbIE npaBuna 6e30nNacHoOCTH
Ons coTpyaHUKoB

[ OcBefoOMITIEHHOCTb U pUCKax 6e30onacHOCTHU }

» ObpasoBaHue
» «BezonacHbIN» TN MbILLNEHUS
* OCTOPOXHOCTb, OTBETCTBEHHOCTb

[ BHMMaHuMe 1 npeaoTBpalleHue yrpos }

* [lepnognyHele obHoeneHns OC

* MeproanyHbie 0OHOBMEHNSA BCEMO UCMOMNb3YEMOrO
Mo

« KomnnekcHble pewleHnst 6e3onacHocTu
 Bkntovast anti-spam, firewall
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OcCHOBHbIE npaBuna 6e30nNacHoOCTH
Ona paboroparenen n cucagMmMHOB

e Obpa3oBaHue COTPYOHUKOB MO TEKYLLUM
yrpo3sam 6e3onacHoCcTH
* /icnonb3oBaHne 6e30nacHbIX Naponeu nonbL3oBaTensmMm

 PerynspHasi cMeHa naporneu \ J
* /icnonb3oBaHne 6e30onacHbIX NPOTOKOSOB AJ19 KOMMYHUKaLUmn
e OrpaHuyeHune npas Nonb3oBaTefien HackorbKO BO3MOXHO

* besonacHas ceteBas UHQpPaCTPyKTypa
* PerynsipHblie o6HoBneHus Bcero cepsepHoro MO
* PerynsipHble o6HoBneHus Bcero 10 Ha pabounx cTtaHumMAax

* /Icnonb3oBaHMe KOMMNMEKCHbIX pelleHnn 6e3o0nacHOCTU (BKNoYas
doanpBoOn 1 aHTU-Cram)

° I'IpOBe,u,eHme perynsapHbIX neHTectoB BCEW VIHCbpaCTPYKTypr

KASPCR{KY



OcCHOBHbIE npaBuna 6e30nNacHoOCTH
npOMbILIJneHHbIe CUCTeMbl

« PaboTta Hag ykpensieHMeM nokaribHou MHpPaCcTpyKTypbl
» Ybeantbca yto npunoxeHuns n OC HacTpOeHLI B COOTBETCTBUM C
HeobxoaAUMOCTSAMM U TpeboBaHNAMMA
 PaboTa Hag cermeHTauneun
» PasgeneHune ceten n yHKUNN
» OrpaHndyeHne ceteBoro goctyna K/ ot K
» 3agaHue orpaHunyvenuin / ACL gnsa dpyHKUMK NPUIOXEHNW TaM rae 3To
BO3MOXHO

* Y6eauTbCs B TOM YTO CYLLIECTBYET NOPAAOK ANA ayauTa u

OOHOBJIEHUA CUCTEM (KOTOpble 0BLIYHO UCKMIOYEHbI OT aBTOMAaTU4ECKOro
ayauTta /| obHOBRNeHusA)

* Yoeantbca B ToM 4YTO paboTtarowme OC and kKoHdurypauumsa
Hanbonee npeagHa3sHa4YeHbl ANA NPUNOXeHUN [ cepBUCOB KOTOPbIE
Ha HKUX paboTaloT

KASPCR{KY
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Yero oxxuaartb B oyaywem?




TpeHAb! yrpos

Spyware 2.0
ATtaku ¢ ncnonb3osaHuem ceten P2P
Yrposbl Ansa 64-6MTHbIX nnatdopm

Yrpo3sbl Ans MoobunbHbIX TenedgoHOB 1
APYrnx MoOusibHbIX YCTPOUCTB

ATakn Ha 6aHKOBCKue Y4YeTHbIX 3annucu

HanpaBJieHHbIe aTaKku

¢ €6 & @et

Yxoasiwme TpeHAbl:
 urposoe 10

* MOYTOBbIE aTaku

KASPCR{KY




Spyware 2.0

[ Tuxo n npodreccMoHanbHO }

« HapawmBaHne TeXHNYECKON U3OLWPEHHOCTHU
* Jlydwine metoabl obxona 6e3onacHOCTU and CKPbITUA B CUCTEME
« UeTKO onpeneneHHble uenm

[ Kpaxa Bcero J

* UOEHTUYHOCTU
* online-y4eTKkun

e cOOp NOrMHOB K pa3HbIM cepBUCaMm

* Kpaxa KoHumaeHumanbHbIX JaHHbIX

» cOop ndon nHpopmaumm o NMINYHOCTUN UM
KOMMNaHUK

KASPCR{KY




Thank you!

Cnacu6o!
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