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EovHas aHTUBMpYCcHas 3awiuTta ana pabouunx
MeCT, HOYTOYKOB U cepBepHbIX onepaunoHHbIX

CUCTEM, Jerkas B ynpasJjieHUN N KOHTpoOIJie

\ vmﬁo pelieHue AnA 3awmuTbl OT NPOorpaMmmM-LUNMOHOB U BMp)‘
EavHas

) - MocTpoeHa Ha TeXHONOrMAX, UCNONb3yeMbIX LUIMPOKO B MUpPE

- OdheKTUBHbLIN OTBET Ha Yrpo3bl 6€30NacHOCTU
- [lononHseT gpyrmve npoAykKTbl MHOPMaLMOHHOW 6e30MacHOCTH

Microsoft

/ ‘ Guﬂaﬂ KOHCONb AN NPOCTOThI ynpasnexua UB ‘
YnpoleHHoe . OpHa NONWUTMKa AN yNpaBneHus areHTamn 6e3onacHocTy
VIHVICTpMPOBaH nue . MpocToTa ycTaHOBKM areHTOB ¥ OGHOBMNEHWiA 6e30naCHocm

- Mpo3payHas MHTerpauus c cyliecTeylowen MHppPaCTPYKTypon

K \ ﬁ;}uuaﬂ MH¢popMaLMOHHas NaHesnb aKkTyanbHOW MHq)opM‘
' 06 yrposax 1 ya3BMMOCTAX
Mpo3payHocTb U YIposax @y
- [eTanbHble OTYETbl C BO3MOXHOCTbIO aHanu3a
n pa BINAeMOCTb - UHdpopmaumsa o npeaynpexaeHmnax Ub n pesynbratax
COOTBETCTBMUA WabnoHamMm 6e3onacHOCTU
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Ceptunopoukauymsa Forefront Client Security

http://www.microsoft.com/forefront/clientsecurity/prodinfo/awards/default. mspx

(@Y " 1CSA |.abs

W an

* Ilocne 3apepmenus tectupoBanus B madoparopun ICSA Labs Anti-Virus
Certification Testing Laboratory, ceptuduxar amsa Microsoft Forefront Client
Security Ha Windows Server 2003 611 nmosryuen 27 Uromst 2007

Harnama viriiS butietin 1UUY

* Microsoft Forefront Client Security momyuuin Harpagy VB100 11 3amuThl
Windows XP SP2 uWindows Vista x64 Business Edition

snTuuhuratiug West ( . oast | abe ( h

 Forefront Client Security momyumi ceptudurar West Coast Labs® Checkmark,
BBLITIOJTHUB BCe YCIOBHA M0 3ammuTe oT Bupycor, Hexxematenmsuoro 11O u
SEE YOUR SAFEGUARDS AT TI)OFIHOB 5

www.check-mark.com

rinailists - ZUuUo allence 1n Anti=-vial O111T1101N

» These prestigious global awards recognize security and IT vendors with
_L 0 advanced, ground-breaking products and solutions that are helping set the bar
(1[4} higher for others in all areas of technologies. Forefront Client Security was voted

sccemes A finalist by more than 11,000 voters worldwide consisting of end-users, channel
xxx%x partners and readers of . Winners will be announced
in November.




Gartner — Endpoint Protection Platforms, 2007

http://mediaproducts.gartner.com/reprints/microsoft/vol8/article3and4/article3and4.html

challengers leaders

McAfee
Symantec

Microsoft Trend Micro

Panda Security
Check Point Software Technologies
Kaspersky Lab
LANDesk
Webroot Software
BigFix

eEye Digital Security

niche players visionaries

of vision ———p»

As of December 2007

Source: Gartner (December 2007)
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UTto BxoauT B naket FCS?

« Ouctpndytme FCS-cepBep BKMNKOYAET:
- MOM 2005 SP1

MOM 2005 Reporting SP1

[lononHeHuns ana MOM, Heobxoaumble FCS

SQL 2005 Enterprise Edition [onunoHansHO]

FCS KOHCOnMb 1 Moayrnb OTYETOB

« OuctpmbyTtme FCS-KMMEHT BKITHOYAET:
- AreHt FCS

- [Nporpammy ckaHMpoOBaHUSA COOTBETCTBUS LWabrnoHam
6esonacHocTu (Security State Assessment)

- AreHT MOM 2005 SP1




[loggepxmBaemble NNaTt@opMbl

« AreHT:
- Windows 2000 SP4
Windows XP SP2, SP3
Windows Vista Business, Enterprise, Ultimate, Home, SP1
Windows Server 2003 SP1 & R2
Windows Server 2008 Standard, Enterprise
- [lopoepxka x86 1 x64
« FCS Cepsep:
- Windows Server 2003 SP1 & R2
- SQL Server Standard or Enterprise

- x86 onl




AnnapaTHoe obecrieyeHne
« FCS CepBep:

- MuHMmanbHoe: -.Pekomengyemoe:

» MNpoueccop 1 GHZ .Mpoueccop Dual 3.5 GHZ

- 1GB RAM -3 GB RAM

- 80 GB cBobOAHO Ha fAucke .250 GB cB060AHO Ha Auncke
- DVD-ROM .DVD-ROM

e FCS KnueHr

- MunHumarnbHoe:

- [1poueccop 500 MHZ

- 256 MB RAM

- 350 MB cBODOOOHO Ha AnCKe
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BapunaHTbl pa3BepTtbiBaHUA FCS

e 4 NOrMYECKNX CEPBEPHbLIX POSN:
Cepsep ynpaeneHnus (FCS console)
Cepsep konnekumi (MOM Ops + Operations DB)
Cepsep otuetoB (MOM Reporting + Reporting DB)
CepBep ob6HoBREHUN (WSUS)

- BapwuaHTbl pacnpegeneHus ponen npu MaclutabnpoBaHnn 1
NCNoNb30BaHUK cyLlecTByoLwWmMx cepsepoB WSUS 1 SQL.:
OanH cepBep - BCce B OHOM
[1Ba cepBepa - Reporting DB + 1 BCe ocTarnbHble ponu
CepBep 06HoBMeHnn WSUS MoXeT ObITb BbIHECEH HA OTAENbHbLIN
cepBep
4 cepBepa - Kakgasa porib Ha OTAEeNbHOM cepBepe

Basbl AaHHbIX Operations U Reporting MOryT ObITb BbIHECEHbI Ha
oTAernbHble cepBepbl

CodptnanH MawnkpocodT



MacwTtabupyemocTtb FCS

FCS npegHasHaveH ana ucnonb3oBaHMA Ha NPeanpudaTuax cpegHero v
KpynHoro busHeca

Pa3BepTbiBaHME 0gHOro kKoMmnrekrta cepBepoB FCS moxeT obpaboTtaTtb
cobbITns oT 10000 KnneHToB FCS

[TpMepbl BHEOPEHUM:
CpenHee npeanpusatTne (meHeelO TbiCAY KIMMEHTOB): 0AMH KoMNNekT FCS

KpynHoe npegnpuatune (6onee 10 TbICAY KITMEHTOB): HECKOIbKO
KoMnnekToB FCS
Kaxxabin komnnekt obpabatbiBaeT cobbIiTUs OT 10 ThICAY KIMEHTOB
npeanpuaTns
YnpasneHne 6e30nacHOCTbIO B OTAENbHbIX OpraHn3auMoHHbIX eanHuuax
n/UnNu goMeHax npeanpuaTnA OCYLLECTBNSETCS NTOKarnbHO HA OCHOBAHMN
aenernpoBaHms NOTHOMOYUM

B pamkax nporpamm nunoTtHoro BHeapeHusi (TAP/RDP) BbiMOMHEHbI
BHeapeHUst FCS Ha npeanpusiTuax ¢ YACNOM KrneHToB 6oree 20 Thicau



EonHasa 3awmTa

3auwuma om WwupoKo2o criekmpa y2po3

OauH areHT Ans 3awuTbl oT BMpyCcOB u rnporpaMmm-LnmMoHoB

OO6wwee aapo, ncnonb3lyemoe B Takux npogyktax kak Windows Defender,
OneCare, Forefront Server Security

3awmTa Ha ypoBHe agpa (Kernel mode) ¢ noMoLLbo cneunanbHOro MUHU-
douneTpa, paboTtarollas B pearibHOM BpeMeEHU

OcHoBaHa Ha nnatdopme Windows Filter Manager
- [MonHbIN 3anpeT Ha NCNoNHEHNEe BPe4OHOCHOTO Koda — aHTUBMPYC M aHTU-LUMNOH

3alwuTa B nonb3oBaTenbCKoM pexume paboTsl (User mode), paboTtatowas B

peanbHOM BpeMeHU
- System Configuration, |IE Add-ons & Configuration
- ®annbl, 3arpyxaemble IE n Office

Cepsucol 1 gparniBepa

WcnonHeHve n pernctpauuns npunoXxeHuni

CkaHMpoBaHMe Mo pacnmMcaHuio 1 no 3anpocy

BbICTpoe CKaHMUpoBaHMe — rnpouecchbl, HaxogdLlnecsd B namMmdaTn, LIEJiEBbIE nanku*, N3BEeCTHbIE TOYKK
BXOXOAEeHUA BpeAOHOCHOIo Koaa B CI/ICTeMy*

- [lonHoe CKaHunpoBaHue - BbICTpOG CKaHunpoBaHue + JroKaribHble ONCKUN




EOonHaa 3awmTa

3auwuma om WupoKo20 criekmpa y2po3

« OOGHOBNEHUNA CUrHaTyp BPEeAOHOCHOro Koda 1 sapa areHTa

OnauH naketT 06HOBNEHNI AN BUPYCOB M MPOrpaMm-LUNMOHOB

CocTtouT n3 sapa (DLL darn), 6a3bl BpeaoHOCTHOro koaa v dhanna uaMeHeHun,
aHTUBUpPYCHOM 6a3bl U dpanna N3SMeHeHumn

[OuHamnyeckoe obHoBNeHWE aapa 6e3 nepesarpysku

npOI/ICXOLI,I/IT eXemMecA4YHO 1Uinnm npun nosdasneHnMmn HoBoro Tnuna BpeaoHOCHOIo
KOoada

3arpyska TonbKo N3MeHeHUn 0OHOBITEHNN
My6nukytotca Ha Microsoft Update 3-5 pa3 B AeHb

ExxegHeBHOe obHoBNeHne Ha Microsoft Update

CodptnanH MawnkpocodT



EonHasa 3awmTa

3auwuma om WwupoKo2o criekmpa ye2po3

- [loBegeHnem areHTa ynpasngaet UT agMuHUcTpaTop
- [nMBKne BO3MOXXHOCTM HACTPOWMKM pacrnmncaHusi CkaHMpoBaHus (BpemMsi U NepuoanyHoOCTb)
- YacTtoTta 06HOBMEHUS CUTHATYP, OTKA30YyCTOMYMBOCTb AN MOBUIbHbLIX MNONb3oBaTenemn
+  WcknoveHuns - pacumpeHus gannos, AUpekTopumn
- YnpaBrieHue nosegeHnem npm obHapyXeHum curHatypol

* Ha OCHOBe Koga
© Ha OCHOBe KaTeropuu koga

- YnpaBneHue nHtepgencom nonb3oBarens
* Ha OCHOBE MOMUTUKM — HEQOCTYMHbI HEKOTOPbIE AEUCTBUSA U HACTPONKM
*  MNOSHbIV 3anpeT AoCcTyna K uHtepgency

- BsaumopencTteue c cetbio SpyNet
- CoBmectnmocTtb ¢ Windows Security Center 1 Vista NAP

° CTaTyC aHTuBMpyca n aHTU-LUMNMOHAa — BKJTHOMEH/BbIKITHOYEH U aKTyalibHOCTb 6a3 CuUrHartyp.




EonHaa 3awmnTa

3awuma om wupokKoz2o criekmpa yepoa3

LleHTp nccnegoBaHusi BpeAOHOCHOTO Koda pa3pabaTbiBaeT 0OHOBNEHUS 6a3 JaHHbIX
CUrHaTyp BPEeOOHOCHbIX NporpaMm Ais:

Forefront Client Security, Forefront Server Security, Windows Live OneCare, Windows Defender, Malicious Software Removal Tool
(MSRT)

Ha gaHHbI MOMEHT nof 3aLmUTon 3TUX NPOAYKTOB HAXOASATCS MUINITMOHbBI CUCTEM
o KOMaH,U,a MCCﬂeﬂ,OBaTeﬂeﬁ I/ICHOﬂb3yeT pa3innyHble NCTOYHUKN ONA 06Hapy>KeH|/|$|
yrp03
MpoaykTbl: Windows Defender, OneCare, MSRT n T.n0.

Opyrvne nctouHukm: PSS, Hotmail, ckaHmpoBaHme HTEpHET, COOBLLEHMS KITMEHTOB

MapTHepPCTBO C ApYrMY NPOM3BOAUTENAMM NPOrPaMMHOro obecrnedyeHnst MHpopmMaLMoHHO 6e30NacHOCTM

« ABTOMaTM3auus Npu aHanuse: basa gaHHbIX BPe4OHOCHOro Koga, aBToMaTUYeCKnn
y4eT coobLLEeHUI, MPUOPUTET Npu Bbibope o0bpasLoB 4N aHanmsa

- LleHTp nccnepgoBaHnsa 1 Nogaep kKM KPYrnoCcyTOMHO 1 eXXeaHEBHO (24x7)
« Ceptudmkaumns nHayctTpum

West Coast Labs, ICSA Labs - B npoLecce

CodptnanH MawnkpocodT



[lpocTOTa ynpaBneHus

Bo3moxxHocmu pa3eepmabieaHUs

«  OuctpubyTtums knneHta FCS onTMMU3NpoBaH Ans
yCTaHOBKW Yepes Beb-y3en Microsoft Update | ]
(MU) n cnyx6y Windows Server Update Services
(WSUS)

- [aket FCS nybnukyetca Ha MU

- WSUS cuHxpoHusmpyetca ¢ MU n 3arpyxaet
naketT knueHta FCS

- AOMUHUCTpaATOpP HacTpauBaeT U NPUMEHSAET
NONUTUKY areHTa FCS

- KnuneHT cnHxpoHusmnpyetca ¢ WSUS -
3arpyxaert, ycTaHaBnMBaeT areHTa u
NPUMEHSIET NOSIUTUKY

- Otyet 06 ycTtaHoBke Ha WSUS n FCS

Malware

. Microsoft Research
Update

WSUS + Update
Assistant

Deploy Client
Policy

«  MoxHo ncnonb3oatb Microsoft SMS,
KOMaHAHble hannbl, rpynnoBbie NOSINTUKK U
ntoboe MO pacnpocTpaHeHUs1 NPUNOXKEHUIN

S

Desktops, Laptops and Servers




[IpocTOTa ynpaBneHus

Bo3moxxHocmu pa3eepmabieaHus

EovHaa koHconb ang ynpasneHnsa nHopmawlMoHHOU
6e30nacHOCTLIO

OpHa nonuTuKa ynpaBneHnsa HacTponKamMm areHTa

PacnucaHue ckaHnpoBaHus - lencrtsus B criy4ae HEN3BECTHOIO
BkntouyeHne/otknoveHne 3alWunThbl pealJibHOro koda KﬂaCCI/Iq)I/ILI,I/IpyeMOFO KaK
BPCMCLE BO3MOXHO BPeaOHOCHbI

YactoTa obHOBNEHU" y 3
[NepeonpeneneHne 4ENCTBMN areHTa ang POBC I \CH NI

NPOrpaMM-LLMMOHOB - HacTpouku xxypHannpoBaHus
HacTpolika ckaHMpoBaHUSA COOTBETCTBUSA - BsaumopenctBue co SpyNet na/HeT
LwabnoHam GesonacHocTu - YpoBeHb BNOKMPOBKN NHTEpdenca

BapunaHTbl pacnpocTtpaHeHnsa npodana HacTpoeK areHra:

KoHconb Microsoft Forefront Client Security Console (ucnons3yet AD/GP)
®ann nonutuk ADM (ucnonbdyet AD/GP)
KcnopT B hann u pacnpocTpaHeHne Yyepes cyulectaytowee MO

CodptnanH MawnkpocodT



[IpocTOTa ynpaBneHus

Hacmpouka ornoseuweHuUU

« YnpasrieHne onoBeLLleHNAMN Yeped KOHCOoMb onepartopa MOM 2005
- [OuddepeHumaunsa ypoBHsi onoselleHn (onpenensaeTcsa NonnMTUKON)

- OnoBeLLeHNs NpeaynpexaaT agMuHMcTpaTopa o:

O6HapyXeHHOM BpeOHOCHOM Koge - Bo3moxHOM Hayane BUpyCcHOW
arakum
Koge, KoTopblid HE yaanock yoanute - [leakTnBauum 3alinTbl

YpPOBHN HACTPOUKM OMNOBELLIEHNI NO TUMNY N 0ObeMY

‘

MpopbiB Yoanutb He O6HOBUTL He Kon obHapyxeH u O6HoBneHne He
yaanochb yaanocb yaaneH yaanochb (B MUH)

Gonbwot obbem
UHgbopmauyuu,

Lns kpumu4Hbix 06beKmMoe

Toneko Kpumu4eckue ,

Lt HeKpumuyYHbIX
obbekmos

CodptnanH MawnkpocodT



MHQopMaTUBHOCTL & KOHTpPOIb

CB800HbIE oOmyemabl

Deployment Summary =
Tone Rt Gomrt Security Summary
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Security State Assessment Summary

e Bt et .

Computers by Score
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MIHpopmMaTUBHOCTb & KOHTPOnb

CkaHupogaHue coomeemcmeusi wabrioHam 6e3onacHocmu

SSA Host areHr:
BbinonHgaeT CKaHI/IpOBaHVIe HAa OCHOBaAHWA UJaGJ'IOHOB 6630I‘IaCHOCTVI
CKaHI/IpOBaHI/Ie BbINOJIHAETCH Ha OCHOBaAHWMI NOJTNTUKWU I MO 3ar|pocy

[lposepsiem

OTcyTcTBytoWwmMe obHOBNEHNS Be3onacHOCTH, onybrnnkoBaHHbIE Ha BED-y3ne
Microsoft Update

CpaBHI/IBaeT KOHd)I/IpraLI,I/II-O CUCTEMbI HA COOTBETCTBUE LLIabnoHam
6e30nacHOCTU, OCHOBAHHbLIM Ha pekoMeHOaauunadax rio 6e3onacHoCTU

Nccnenyet gaHHble peecTpa, hannoyto cuctemy, WMI, metabasy IS, SQL v T.4.
[poBepsieT BO3MOXHOCTb 06HOBMNEeHUs Yepe3 Microsoft Update

Onpedensem “OueHKy” u “Kpumu4yHocmb ™ :
OueHka - puCK, CBs3aHHbIN ¢ 0BHapYyXeHHOU nNpobrnemon 6e3onacHOCTU
KpnTnyHocTb - ncnonesdyetcss MSRC ansa obHoBreHumn 6e3onacHocTu

Omuyemel no3eorsisom rpogecmu 0emaribHbIU aHanu3 kaxxoou rnpobremsi

CodptnanH MawnkpocodT



MHdopmaTnBHOCTL & KOHTpOIb

Security State Assessment Summary

| “CoOTBEeTCTBYEeT N MOS.

Top Vulnerabilities

Name Medium
UH(pacTpyKTypa i
peKkomMmeHpaumsam no
©oe3onacHocTu?”

0
0
0
0

/

“Kak usmeHsietcs Bo
BpeMeHU YpOBEHb
. YA3BUMOCTU CUCTEMbI?”

Security State Assessment History

Vulnerabilities Discovered During the Last 30 Days

/ : a7 a4 10/01
Sun Sun Sun

“Kakas yactb Moem

. MH(paCTPYKTYpbI
~ Haubonee ysasBuma?”

44 Distinct computers responded

High Score Computers by MSRC Severity

40

0 30
1 20

——— 0 10
0

0
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JlnueHsnpoBaHme

E>xeromHple IIaTeXu M0 IporpaMMaM:
= Mansiii u cpeguuii ouzHec — Open Value/ Open Value
Subscription
= Kpynnbie komnanuu — Enterprise Agreement/ Enterprise
Agreement Subscription

FCS nuuensupyercs u3 pacuéra KOJIMYeCTBa MOIb3./yCTPOMCTB
=16 USD (mist Open Value)

_|_

FCSMC nuiieH3upyeTcs U3 KOJIMYECTBA CEPBEPOB YIIPABICHUS




Case studies

Founded in 1986, Convergent Computing (CCO) is a Microsoft® Gold Certified Partner that helps customers
better manage their IT networks. In early 2006, CCO wanted to replace its multiple security products
because they had become difficult to manage. As a participant in Microsoft early adoption programs, CCO
had heard about the upcoming Microsoft Forefront™ family of security software. The company knew that
Forefront would integrate easily into its IT environment, which is based on the Microsoft server product
portfolio. After testing beta versions of the software, CCO implemented a comprehensive security solution
including Microsoft Forefront Client Security. CCO now benefits from an integrated IT environment that
requires less time to manage and saves money.

ANALOG

DEVICES

Analog Devices makes more than 10,000 different integrated circuits that are used in electronic products.
Security is critical to protecting its computing resources, including PCs, servers, and the network. Analog
Devices had antivirus software to protect its PCs, but wanted to increase its level of protection and its ability
to respond quickly to virus outbreaks. For that reason, Analog Devices deployed Microsoft® Forefront™
Client Security. The company has already benefited from faster identification and cleansing of viruses that
could have affected its IT infrastructure. Forefront Client Security also provides easy-to-use administrative
tools that help the company’s IT department be more efficient in the deployment of antivirus and
antispyware updates and policies. And it provides reporting functions that help IT staff clearly understand
the state of the company’s PC security.

CodptnanH MawnkpocodT



CtoumocThb BrageHusa (TCO)

Croumocts BHeapenus Forefront Client Security = $16.50%*

Investment Cost : $16.50 per desktop

Unified Protection Benefits : $24.00/desktop

Some Customers expect this
benefit

D¢ dexT oT BHCAPEHNS (CHUKCHUE KOJI-Ba MHITUICHTOB)= $24*

JlonomautensHbii 3pdext aasa IT agmuaucTparopos = $7.50%*
* - Ha OJIHY paOOYyIO CTAHIIMIO

~
Y

Uror — peajbHo 3(p(heKTUBHOE pPelIeHHE

I'Io  [aHHbIM UcCreoBaHuS [To maHHBIM HCCIIEMOBAHUS, \/a e

e e~ e

Codptnar oot



[lononHutensHaga MHopMauuna

e Microsoft:

* http://www.microsoft.com/rus/forefront/clientsecurity/

« IIpoOHasg Bepcus HA 120 mHei!

- BupryanbHelie laboparopuu
- BeOuHapsbl

o Softline:

- KocuHoB Makcum [Product-managerl]
Ten: +7 495 232 00 23 po6. 0390




Cnacunbo 3a BHMMaHue!



