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NMpepoTBpawleHne
MHPOPMaLMOHHbIX
nortepb




Ymeyuka uHpopmayuu-cambil KpyrHbIU UCMOYHUK nomepb U
ywepba (ocobeHHO asmopu3upo8aHHbIX rnosib3ogameriell)
[1o0 cnx nop camble DosbLLUNE PECYPCHI YOENSAOTCA 3alUUTe OT
BHELLIHMX Bparos

[Moyemy? O4yeHb TPYOHO 3alumLLaTbLCs OT N04EN,C KOTOPbIMU
Bbl BCTPEYAETECH B BalleW CTONOBOW 3a 0begom.
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3HauTe Bawero
Bpara
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I'IepBbu7| BUA. He 3]10yMbILLIJ16HHbIl7I noJib3oBaTellb

YecTHasa owmnbKa

PaboTta Ha gomy(The Boss needs it done Yesterday!)

XenaHwue BbICnyXnTbcA UnNu nopagosartk Komnsiery (he asks so nicely...)
3akagbl4HbIW OpYr, TOBAPULL, NpUATEnDb

Takne coObITUS MPOUCXOAAT EXXeAHEBHO MOYTU B KaX0M opraHusauul
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Bropon Bua:MpobnemMaTuyHbie NOIUTUKU,MeTOAbI U
npouecchbl

|-|OJ'II/ITI/IKI/I,LI,OI'IyCKaI-OLI_I,I/Ie ABOAKOE TOJIKOBAaHME — HUKTO NO-HacCToAleMy
HEe 3HaeT 4TO MOXHO,a 4YTO HEeT.

KOHMPNUKTHbIE NONUTUKKL: 3anpeLlatoLLne ogHoMY 1 TpebytoLumne oT
ApYroro.

YES! NO!

Cnunwkom 3anyTaHHble MNMOJINTUKK, 3aTpyaHArLWNne obecneveHne
BbIMOJTIHEHUA.
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TPETUWN BUA: 3/TOYMBILLUTIEHHUKHA!I!!!

MOTWBbI:

3MOL|,VIOHaJ1beIe: rHeB,pa3gpaxeHune, mecCtTb
YKagHocTb: ObmaH; MOLLEHHNYECTBO, AENOBOMN LUMUOHAX,

KOMMepLnsa,6a3MpoBaHHas Ha HanM4mMe BHYTPEHHEN NHdopMaLnn,

BOnbLUNMHCTBO N3 HUX MOTYT ObITb HE TEXHAPAMWN,HO MOTYT MPUYNHNUTL
3Ha4YUTENHbIN yLepb

g
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4 MUPA O NOTEPE
WHO®OPMALIUA




Mwud 1: Camaga bonblias yrposa yTeuyku
NHJOOpPMaLMN 3TO — BHELLHME aTaku

pccess Contrgy

CUCTEMbI OOHapYyXeHusi, aspBonbI,
BMpPTYyanbHas 4YacTb CETH,
ynpaeneHvne LundgpoBbIMU NpaBaMmu,
6e3onacHoe ynpaBneHne KOHTEHTOM,
Ha camMoM [iene peanbHas yrposa
yTeYKN MHpopMaLnn HaxoanTcs
BHYTPM KOMMaHUMN.

URL Filtering
Authentication Firewall
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PeanbHoCTb1

Mo paHHbIM  Michigan State
University Identity Theft Lab,
Oblno ycTtaHoBneHo, 4To 6onee
yem 50% cnyyaeB  Kpaxwu
NHdOOpMaLMN MPOU3OLLNN BHYTPU
KOMMAaHUN N ObiNU COBEPLUEHHDI
COTPYOHUKAMMN, KOTOPbIE WUMENU
3aKOHHbIN OOCTYN K
KOHpmaeHunanobHom
NHGOPMAaLMN O KITMEHTaX.

[loBepeHHbIN COTPYAHMK
npeancraBnser cobonm cambin
GonbLon puck VAR
nHdopmauumn
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Mud 2: CyuwectByowne mMepbl NPeaoCTOPOXHOCTU TaKkuMe Kak:
oby4yeHne nepcoHana W YCTAHOBJIEHWE BHYTPEHHUX MpaBus
6e3onacHoCTN 3P EKTUBHO NMPeaoTBpaLLaloT BO3MOXHYIO YTEYKY

[Tocrie cepbe3HbiX HapyleHun 3alnTbl MHopMauMn B
amepukaHckux 6aHkax ChoicePoint, Bank of America n
Lexis/Nexis, Cenat CLUA npuHan 3akoHonpoekT National ldentity
Theft Notification B cooTBETCTBUN, C KOTOPbIM KOMMNAHUN OOMMKHbI
N3BELAaTh KNMEHTOB O KpaXe UX NUYHbIX AaHHbIX.

HeCMOTpFI Ha 3adKOHHbIE 7 AAMUHNCTPATNBHbIE Mepbl
NpPpedoCTOPOXKHOCTU KOJIMHECTBO CllyHaeB YTEYKU I/IHdDOpMaLI,I/II/I
cTpeMuTernibHO pacTeT, MNOCKOJIbKY MNpUMEHUTb CyleCTBYHOLLHNE
NnpaBuiia Ha NMNPakTnke O4eHb CI10XXHO.
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PeanbHOCTb 2

KomnaHuun nonararwTcs Ha
yCTaHOBJIEHHbIe npaBuna, npouecc
OOKYyMeHTauuum 7] oby4yeHue
nepcoHana, HO 3TN Mepbl
NpPeaoCTOPOXHOCTU He [O0CTaTOYHO
achheKTUBHDLI ana  ycuneHus
Oe3onacHocTH

KoMnaHnuM A[OMmKHbI NpUNoOXuTb BCe
ycunusi, 4Ytobbl COKpaTUTb npobGen
Mexay YCTaHOBINEHHbIMU
KOpnopaTUBHbIMMU npaBunamm n
u 11 CyLeCTBYOLEN peanbHOCTbIO MyTeMm
YCTAHOBINEHUA KOHTPOJSIbHbLIX TOYeK
BHYTPU CTPYKTYpPbl AN OOHapyXXeHus
BO3MOXHOW YTEYKN.

I PeanbHOCTb 2: YcTaHoBreHHbIe
npaBuna, oby4yeHue nepcoHana 3TO
npaBusibHble peLlleHnsl, HO Mano

4 acppekTUBHbIE B MUpPE INEKTPOHHOMN
d

nHdopmauumn.
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Mud 3: Ecnu HeT ocbmumanbHbIX AaHHBLIX 00 yTe4Ku
uHdopmaummu, TO KOMNaHNN yYBEepPEeHbl, YTO 3Ta Npobnema He
cylwiecTByeT BoooOLe.

| BONbWWHCTBO KOMMNAaHMMA He UMEKT HU Manenwero NMOHATUA O
| TOM, Kakme Tunbl UHOpMaUMM nepenardTcsa MO CETU KaXAbIn
- | AeHb, W B KakoM KonuyectBe. [lpakTu4eCKu HEBO3MOXHO
| ot OOHapPYyXUTb OTPbIBKM uUNU dQparMeHTbl OOKYMEHTOB mnocne
npMMeHeHUa onepauun (Bbipe3aTb W BCTaBUTb) U BHECEHUA
He3HaYUTesrbHbIX U3AMEHEHUU B OonbLUVe AOKYMEHTbI.

—
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Jlioboe peweHne no npeapoTBpalleHUOd WHGpOpPMaLNOHHON
YTEeYKM [ONMXKHO ObITb HEHaBA3YMBbLIM ANA Nofib3oBaTeneun, HO
obecneymBaTb TOYHOE OOHapyXeHUe BO3MOXHbIX HapyLUeHUMN.

PeanbHocTb 3: lpeporBpalleHne yTeukm nHdopmaumm tpebyert

TOYHOrO W OYEeBMAOHO-AAICHOrO0  OOHapyXeHus  nepenaum

KOH(pbnaeHUManbHbIX AaHHbIX ANA obecne4yeHnss MOJSIHOMN
o OCBeAOMIIEHHOCTU O NOTeHUNarIbHOM yTeukKe.

|
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Mud 4: CywecTByrowue pelieHns 3NeKTPoOHHOU 6e30nacHOCTHU
OCTaHaBNMBAaKT yTeuKy MHhopmauuum, 3awmuiana ot BUPYCoOB NyTem
apxuBauuu cooOLLEeHNN.

Mepbl 0e30MacHOCTU, Takue KaK aHTUBMPYCbl U apXuMBauus He
npeaoTBpaLLalOT OCHOBHYIO MPUYUHY YTEYKU MHoOpMaLMM.

nporpaMmmMbIi-apxXMBaTopbl PErMCTPUPYIOT BCe Nepegayvv nocrie ux
OCYLUECTBIIEHUSI, HO He TMPUHMMAKOT HUKAKUX Mep Mo
npegoTBpaLLeHnro HeCaHKUMOHNPOBAHHOIO packpbITUA
KOHMAeHUManbHbIX AaHHbIX B peayibHOM BPEMEHM.

B cpegoHem KoMnaHua co wTtatoMm B 1 TbICAYY COTPYAHUKOB
nocbiniaet 40 6 MUMNIMOHOB 3NEKTPOHHbLIX COOOLIEeHUN 3a rod, He
MMes NMOHATUSA, YTO UMEHHO nepeaaeTcs no cetn. Ecnu Ttonbko 2%
3TUX coobLeHnn copepxaT KoHduaeHUNanbHYO UHPoOpMaLULo, TO
Ao 120 TbicA4 coobLWeHUNn noaBeprardTCs eXXerogqHoOMy PUCKY.

|
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PeanbHOCTb 4. KoHTpornb HaA ncxoaswmm KOHTEHTOM "
KOMMYHUKaLMOHHbLIMM KaHanamu obecneynBaeT o6HapyxeHue U oCTaHOBKY
YyTEUYKMU KOH(pnaeHUManHomn nHdopmauumu, AOMNONHSAA peweHusn
0e30MacHOCTU 3NEeKTPOHHOW NOYThLI.

=
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R& MoTpebuTtenbckas

Moppsagyuuku

“85% ONpoOLUEHHbIX 3aABNAIOT YTO Nocne
NoTepb AaHHbIX KNMEHTOB UMK
cny>xalumux 3a nocnegHue 24 mecsua

ObINN HaHeCeHbl 3HaYMTENbHbIE YObITKA”
— 2007 Ponemon Institute

Mpopoaxwu

“B cpeaHeM notepu AaHHbIX 06xoaaTcsa KoMnaHusam B $5 MUNMOHOB” — Network World, 2006



bonbLioe Konm4yecTBO MCTOYHUKOB:

OTnpaBka 00bIYHbIX COOOLLIEHNI, Nepeaaya
KOH(PpUAeHUNanbHbIX AaHHLIX MO CETEBLIM MPOTOKONam
TUNa 3f1ekKTPoHHOU noYTtkl (SMTP), yepes webmail (no
HTTP unn HTTPS, FTP), Instant Messaging a Takxe
4yepes CETEBYIO NevaTb

Bl Email (193%)

[ Endpoint (796)

Bl HTTP (3896)

IM (2%6)

B Intemal Mail (396)

[l Networked Printer (1496)
[l Other (1236)

Bl webmail (59%)

S
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Hue cmpyKmypabl Manunynsyuu ¢ gpopmamom cpatina

HmMa

Manunynsyuu co cmpykmypou

AGREEMENT AND PLAN OF MERGER ' . '

Fhie FIRSESIMEOT FND PEXN 0F IMNESRISR (thic Wpraemant ) ic
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B. Concurrently with the execution and delivery of this
Aer and as a condition and ind to Acquirer’s
willingness to enter into this Agreement. <i>
the Company and each Company Stockholder

TRIMEEAT ML P P AN > 1

R UAT A ey

AGREEMENT AND PLAN OF MERGER

listed on Exhibit A1 is executing and delivering to - .
Aoquirer a voting agreement in the form of Exhibit :“:‘"}‘""“"M' — Caarvers . o1 -::.-»‘::;A—*' v
| gy )

This AGREEMENT AND PLAN OF MERGER (this
“4greement”) is made and entered into as of October 3, 2006
(the “dgreement Date”) by and among Company Technologies,
Inc.. a Delaware corporation (“4cquirer”). Neon Corp.. a
Delaware corporation and a wholly owned subsidiary of
Acquirer (“Merger Sub”), and Outreach . Inc., a Delaware
corporation (the “Company”).
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Kpbimble 0aHHbIe

RECITALS

A. The Boards of Directors of Acquirer. Merger Sub and
the Company have determined that the Merger is advisable and
in the best interests of their respective companies and
stockholders. have approved and declared advisable this
Agreement and, accordingly. have agreed to effect the Merger
provided for herein upon the terms and conditions of this
Agreement.

HaesoOHeHue aHHbIMU

B. Concurrently with the execution and delivery of this
Agreement, and as a condition and inducement to Acquirer’s

willingness to enter into this Agreement, (i) the Company and
each Company Stockholder listed on Exhibit A-1 is executing
and delivering to Acquirer a voting agreement in the form of

BcmaesnieHHblIe ¢halinbi

Click to add title
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[Mporpamma
OueHka PuckoB




14- T gHeBHas [Mporpamma OueHkn Pucka Bknoyaet
YCTaHOBKY YCTPOMNCTB BHYTPU opraHn3aumn ons
MOHUTOPUHIra NHPOPMaLMOHHOIO NOTOKAa KOHUAEHUNANbHbIX

AaHHbIX
[aHHas nporpamma no3BonseT onpeaenuTb NPodnemMbl 1

npobersbl B CyLLECTBYOLWEN cucteMe 6€30MnacHOCTU
He npepbiBaeT HopMmanbHbIM pabo4vyen npoLecc u
OOKYMEHTOObopOoT

[lpocTas yctaHOBKa
OTcyTCcTBME HEODXOANMOCTN pacnpenensTb KopnopaTuBHbIE

pecypcbl U ceTeBoe 06opyaoBaHNe

=
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0x59A06
0xB6751 OXx66A1A

0xB61C1 Ox1678A

0101110011
0100110000

- 101100 0x37CB2 0x461BD
100100
ot 0x5BD41 0x6678A
‘ __ ‘ 011 0x190C1 0x4D181

0x93005 0xB678A

0x590A9 0x9678A

0xA0001 0xB6751
0xB61C1

Bba3a gaHHbIX Unu AnropMTM OAHOCTOPOHHee XpaHMnMLU,e 0x37CB2
AOKYMEHT npeobpasoBaHus mMaTemaTunyeckoe KogoB & uxoBL4

npeobpa3oBaHue UHpekcauua 0x190C1
0x93005

UXDOYUAY
0xA0001

N3BNeUYeHUNE| m— 0110011
—_— 0111101

TeKTuUpoBaHue

ConocTtaBneHue
B peanbHOM

—— 0101110011
— 0100110000 8??55311 BpeMeHU
—— 101100 09300
— 5
U3BneueHue | = 100100 X
AnropuTtm OpHoCcTOpOHHEe CoszpnaHue
npeo6pa3oBaHus mMaTeMaTuuyeckoe AaKTMNOCKONUK

Ucxoposmm KOHTEHT
(E-mail, Web, Fax, npeobpasoBaHue

MpuHTepa, etc.)
S
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LLar 1: YctanHoButb MOHUTOPUHI CETU
* YcTaHoOBKa: 2 yaca

Fingerprinting

M -

LLUar 2: BbiGepute Nnonutukmn KoTopble
0TOOpa3AT BCe rpaHu Balleu
CeKpeTHON nHopmauum

[ -

LWar 3: XXnem Hepento, cneamm 3a Tpadukom §, S BOGAOHOCHbIE
1 onpegensaem Kakas MHdopmauus 3 ) AL

| YXOAUT 1 KyOa

[OaHHble B‘v‘
o OBVXEeHUN S\
LUar 4: CosnaHve nonutuk MHdopMaLmMoHHOW i -
BGesonacHocTH

Internal Print Custom
i Channels




OTaenbHasa naHenb OTYETOB AN KOHPUAEHUMANbHON

NHpopmauum

A PortAuthority - Microsoft Internet Explorer.
File Edit View Favorites Tools Help

EEX
&

Address @ http://10.0.5.101

rame. jsp

v

.Go

PORTAUTHORITY ’

TECHNOLOGIES

Hello user2

Logout

Monthly Report v

Communication Status

Violations Detected
Violations Audited

Violations Prevented
Comrmunications Authorized

Communications Audited

Communications Released

Communications Encrypted
Total

| Total communications

I e

|N
1S v 18 i

Policy Activity Overview

0%

0%

15% @ \ol. Audted
© \ol. Prevented
@ Com. Audited
® Com. Released
0% @ Com. Encrypt

Top Policy
Categories

® aLea

+/ Acceptable Use

+ Intellectual Property

A HIPAA

[CRIERZRI:N

(RIS

Top Policy Categories

ay Al

E

Display: | Viol. Detected % | Scale: (®Number (O 9% of Total

8
7N
4 ALIEY -m- GLBA
/& ‘\ ~®- Acceptable Use
2 ,’ S - Intellectual Property
L0l Y, ~o- HIPAA
00— — 05 — 005 e O — 08 o

Top Policies
BMP

Wvidtaly\Shared Files\O?
1?0peraon. doc

1D and Name and [Name]
Keyword: KW02-3
\\widtaly\Shared Files\Bugs

[

[

ok o

Top Pol

-m- BMP

41D and Name and [Na
* <~ Keyword: KWD2-3
== Widtaly\Shared Files\Bugs

play All

Display: | Viol. Detected % | Scale: (& Number (O % of Total

~®- \widtaly\Shared Files\tyipieryonn.doc
me]

- 4 Internet
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NHdbopmauma o nonyvaTtenax
NUYHON MHopMaLnm
Top nony4varenen

[eTanbHbln 0630p KaXXaoro
cobbITuSA

AHaJ'II/I3 Ka>Xgoro CO6bITVIFI
KonnyecTtBo coObITUN

Top Destinations

=== o

===

Viol.
Prevented

o o O |- |

Display all

A |
(. WEBSENSE.



NMpouecc nHOPMaALUMOHHbLIX NOTEpPb

- OnpepneneHne camblX 4acTo
MCNONb30BaHHbIX KaHanoB
| yTeYKM MHpopmauum

Top Channels ; | Wiol. Audited Viol. Prevented

External Agent
Internal Agent 3

Display all W

Top Channels

—

o N hp @@ 0 O

0 \dol. Detected
o \dol. Audited
| W \dol. Prevented

Extemal Agent Intemal Agent

N
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HoBas koHUenuus 3awWwuThbl
KOHmnaeHUManbHOMN VIH(TO lauu l
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lEl,aHHbIX B ABUWXEHUWN. BHELLUHNE N BHYTPEHHUE
KaHallbl nepenayun

[1aHHbIX B MOKOE: KOHEYHble HOCUTENN, HOYTOYKU 1
cepsepa

[1aHHbIX B ucrnonb3oBaHuu: konun Ha USB, CD-R,
Wi-Fi, LPT, Floppy...

Cry4yauHbIX N YMbILUSIEHHbIX OENCTBUA COTPYOAHUKOB

ba3 gaHHbLIX, CUCTEM ynpaBneHns AJoOKyMeHTaMu, a
Takxke ansa dbonee yem 370 doopmaToB JOKYMEHTOB

NHTerpaunsa c web security

A |
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3awmTa nHpopmMaumm KIimeHToB 1 KOMMaHUK
CTpYKTYMPOBaAHHbIX N HECTPYKTYNMPOBAHHbLIX AAHHbIX

TO4YHOE BhbISIBIIEHNE YYBCTBUTEIIbHOIO KOHTEHTA
[aHHbIN KOHTEHT YHUKaneH Ana Kaxxaon opraHm3aumm

ObecrneyeHre OOCTOBEPHOIO PErynATOPHOro
COOTBETCTBUS

[1po3payvyHOCTb Nosib3oBaTenen

Management and reporting
Flpeuonpe,u,enéHHble n nHamsnagyaribHble NnoJsIMTUKU m OTYETHI
NHTperpauns ¢ genosbiMu pabovymmm npoueccamm

Jlerkaa uHTerpauma c cyuwecrteyowmmm AT
CTPYKTypamm

g
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Utor

COBpeMeHHbII7I noaxo K npeaorspalleHnto I/IH(*)OpMaLI,I/IOHHbIX

noTepsb.

4

|

' BceCcTOpOHHUMN 3awumTa gaHHbIX B ABUXEHUN, B
KOHTPOJb nokoe U AaHHbIX B UCNMOJIb30BaHNU

NMpocToe ynpaBneHue NpocCTOoTa B YyNpaBfeHUn, B CUCTeme
(3 knuka) OoT4YeToOB

WEBSENSE.
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CtraTucrmnyeckue
AaHHble 00 yTeyke
KOHpuAaeHUUarnbHO

U nHdopmaumm




[aHHble coBmecTHoro nccneposanna 2004 roga Computer Institute u 6P (2004 CSI/FBI Computer Crime and
Security Survey):

51% onpolweHHbIX He cooowWunM o crny4vyasax HapyweHusi MHOpMauuMoHHOM OGe3onacHoCcTU
NpaBoOOXpPaHUTENbHbLIM oOpraHamMm, MOCYMTaB, YTO 3TO MOXeT MoBpeaAUuTb UMUAXY B rnasax
o0LWEeCTBEHHOCTU U HEFraTUBHO MNOBJMATbL HA CTOUMOCTb aKLWMN;

 WEBSENSE.



UHdopmaumnoHHasa noteps: Kak aTo npoucxoaut?

Gartner * Source: PortAuthority Deployments

C WEBSENSE.




68 % opraHnsauum TepsitoT CeKpeTHble AaHHble Yepe3
AOBepPEeHHbIX COTPYAHUKOB.

2007 O6G30p KOMNbIOTEPHbIX NpecTtynneHnn PP

CpeaHAA CTOMMOCTb
noTepu AaHHbIX KOMNaHUN
I | $5 MUNNIMOHOB.

Network World 2007

*eXXe200HbIU 0bbemM Oeriogou rnepernucku yeenudumcsa Ha 25% - 30% 0o
2009 200a.
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JaHHbIe exxec00H020 uccriedogaHus npobrem
UT-6e3onacHocmu (2005 Ernst & Young Global
Information Security Survey):

« B cpeOHeM om 6HympeHHe20 emelwiamesibcmea rnomepu KomraHuu
cocmasensaiom 2.7 MuiiuoHa 0o/apos, 8 Mo 8peMs Kak romepu om
8HeWHe20 eMelwlameribcmea ouyeHusaromcs 8 57 meicsy 0o1apos;

« Tonnbko 1 U3 5 compyOHUKO8, 3Hasi O Kpaxax UHgopmauuu opyaumu
compyOHuUKkamu, coobwaem ob amom UT nepcoHary;

S,
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3awuTute CBoU
OAHHDBIE

3awnTute CBOUX
KITMEHTOB

3awmtute ceoun BU3HEC




