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kovMmmnaunug «PHT»

BHeapeHue CYWb B mexxgyHapogHOM
baHke

* lHhopmauua o baHke

« Komutet no Vb

o OTanbl NpoekKTa

 ObnacTtb aearenbHoctn CYUB

« CepTndUKaLUNOHHbIN ayanT

HAYKOCMKHUEC TCXHOJOIHUH



fOPN. xommnanusa «PHT»
\s MHdopmauma o baHke

* KpynHbin putann 6aHk B A3nm
* 4 permoHanbHbIX odouca

* 125 pononHnTenbHbIX 0NUCOoB
* 5000 COTpYyOHUNKOB

HAYKOCMKHUEC TCXHOJOIHUH
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/ kommanus «PHT»
R OTanbl NPOeKTa

* OueHKa TeKyLero CoOoTBeTCTBUA
TpeboBaHmsimM ISO/IEC 27001:2005

* BHeapeHne CYVb
— Bbibop Obnactn AeaTenbHOCTH
— PaspaboTtka OP[]
— OueHka pucKoB
— BHegpeHne npoueccos

» CepTudmKaunoHHbIN ayanT

HAYKOCMKHEC TCXHOJJOIHH



/ kommanusa «PHT»
GRS QOUeHKa TeKyLlero CoorBeTCrBuA
TpeboBaHnaMm ISO/IEC 27001:2005

* [lokymeHTauuna no b

* OCHOBHbIE CUCTEMBbI
— ABC
— Cuncrema Bbinycka nracTUKOBLIX KapT
— Tepapara
— Cucrema xpaHeHust gaHHbIX

* JlokanbHasa BblMUCIUTENBHAA CETb
— AHanu3 KoHurypauumn
— AHanus ysa3BMMOCTeN

HAYKOCMKHEC TCXHOJJOIHH



kovMmmnaunug «PHT»

e3ynbraTbl OLLEHKN COOTBETCTB
TpeboBaHuAM ISO/IEC 27001:2005

Provicion of recouroec
5 Training, awarenecs and

Compllance

ocompetanoe
Bucinesc continulty Control of doouments and
management records

Information ceourity rick
management

Information ceourity Inoldent
management

Information cyctems
aoquiciion, _x000d_
development and maintenanoce

ISM2 Internal auditc

Evaluating the effectivenscc of

-
Aoceecs Control Implementad controls

Communlicationc and

operationc management Management review of the ISM2

Phycloal and environmental

ISMS Improvement
ceourity

Human recources ceourity Seourity polloy
Organization of

Accet management _x000a_Information ceourlty
w= Current Information Seourity level
== Required level for IS0 27001:2005 complance

HAYKOCMKHUEC TCXHOJOIHUH




OO, xovunanusi «PHT»
i

bIbop ObnacTn neAaTenbHOCTH

* [1pouecchl
— ObcnyXuBaHMUe CHETOB KINMEHTOB
— ®opmupoBaHme PMHaHCOBON OTYETHOCTH
— Toprosnsi Ha BantoTHOW bupxe (Forex)
— BbInycK nnacTuKoBbIX KPeAUTHbLIX KapT
— Nopgepxusatowine NT-npoueccol

* 13 gononHUTeNbHbIX 0PUNCOoB
* 35 cucTem
* 250 COTpPYOQHUKOB

HAYKOCMKHEC TCXHOJJOIHH



/ komnanusa «PHT»
\iid Paspa6oTtka OP[]

AN

YpoBeHb 1
MNonutukn Nb
O6nacTb pestenbHoctTn CYUB
OnucaHue 6u3sHec npoueccos
NMonoxeHne 0 NPUMEHNMOCTU KOHTpoONnen
Ponun n orBetcTtBeHHOCTb nNo Ub

/ N\
YpoBeHb 2
NMpoueaypbl no nHopmauMoHHON 6e30nNacHOCTU, HeoOXoaUMbIe
ana coorsetcTBUuA TpeboBaHuam ISO/IEC 27001:2005

/ N\
YpoBeHb 3
BHellHue HOPMaTUBHbIE OOKYMEHTbI

YpoBeHb 4
3anucu. lNMonoxeHunsa o nogpasaeneHuax. [1oMKHOCTHbIe UHCTPYKUuKN. Paboune
MHcTpyKuuu. MNMpukassl no UB. NMpoTokonbl peweHnun no pesynsratam Komurteta
no Ub. OTyeThl, NpeaycMmoTpeHHble npoueaypavu Ub.

HAYKOCMKHEC TCXHOJJOIHH




kKomMmmanuga «PHT)»

OnncaHne busHec NpoLeccoB B

obnactu ngeatenbHocTn CYUB

* BbICOKOYpOBHEBO
e onncaHue
npoueccoB

. HAYKOEMKHE TEXHOJOTHH

Dealer inputs transaction
data into Adams

Adams checks dealers' limit

automatically

3 Adams generates Pop up
about limit breach

4 Approval from Treasury
Group Head to Proceed

Adams performs the deal
and generates the deal
ticket

Subsequent Group Head
5 written Approval (Post
Facto)




. xovmnanusi «PHT»
*ﬁi‘/ OnuncaHne busHec NpoLeccoB B

obnactu ageatenbHocTn CYUB

 [leTanbHOE onNMcaHue Kaxxaon akTUBHOCTU
RN
8 3 8

-— N
& (&) (&

1
2ome 01 — Command for Adams
for Limit checks

LL
L

|1 — Deals Input

Dealer inputs transaction

—2 | data into Adams

]

C1 — Limits

C4 — State Bank Regulations

Documents
C3 — Bank’s Policy & Manuals T | | 1. Treasury & Investment Policies
2. Treasury Manual
3. Adams Manual

M1 — Reuter’s Dealing System Assets 4- Deal Ticket Format
M2 — Brokerage 1. Five PCs

M3 — Telephone/email 2. One Printer

M4 — Dealers 3. Deal Tickets office copy

4. Five Dealers

7 HAYKOEMKHE TEXHOJOTHH



kovMmmnaunug «PHT»

OLeHKa pUCKOB

» Lllkana oueHkn ueHHocTH (yuepba)

OueHka ®dunHaHcoBbIe MoTeps HecooTBeTcTBME
LEeHHOCTH norepw penyTauum TpeboBaHUAM
(ywep6a) perynsatopos

aKTuUBa

1 50 000 10 [MpenynpexaeHue
O HECOOTBETCTBUM

2 250 000 15 OdumumnanbHbIn
3anpoc

3 500 000 150 BHennaHoBas
npoBepka

4 750 000 250 [MpuHyOuTESNbHbIE
CaHKUuun

5 > 750 000 > 250 OT3bIB NMUUEH3NU

| HAYKOEMKHE TEXHOJOTHH



/ \ Komnaunusg «PHT»
OLeHKa pUCKOB

* ilpeHTndpunkauma n knaccundpukaums

AKTUB Bnapene PacnonoxeHu Tun OueHka

1} e dKTnBa LeHHOCTU

Unibank Server

ot Sk aiComper SoiCony
Room

2 Cheque/ Instruments g{;:rzgtgns Stogrl:z::l at Hard Copy 4

sy T perattons - Branen | HardCopy 4

4 Clearing Schedule (1;;[) ?;:fif;ls StOI;rl:ggllln at Hard Copy 2

HAYKOCMKHUEC TCXHOJOIHUH



kKomMmmanuga «PHT)»

OueHKa puckoB

£ Existing o ]
o £= ikeli- - ©
Threats v:illrilt?;: § Counter- L;:i: - Non - I &
S measures Financial Loss of Recovery compliance o x
Loss Reputation Cost with E 4
regulations
T1 Vi
Vi
Al T2
V2
{8 Vi
Ti V1
V2
A2
Vn
Tn Vi
An V2

HAYKOEMKHE TEXHOJOTHH



kKomMmmanuga «PHT)»

BeposiTHOCT

OueHKa puckoB

high

medium

low

very low

medium . . . .
risk high risk | | high risk . .
. medium . . . .

low risk risk high risk | | high risk

low risk | | low risk m‘:g'l‘(‘m high risk | | high risk

B (0w risk | | low risk || Medium | B RrIek
risk risk

very low very o low risk low risk me.dlum
risk risk risk

very low

low

medium

high

Ywepo

. HAaYKOEMKHE TEXHOJOTHH



vulnerabilitie Required Linked Description of Deadline

s Countermeasu Controls control[{Annex A) of
res from impleme
Annex ntation
AlISO
27001)
Building (Saima Fire Non fire- Very Level 4 Employees 9.1.4 Physical protection
Trade Centre (FIRE) fighting High (high) should be against damage from
Branch, LI organization (Level given proper fire, flood,
Chundriger Road, (description 5) fire fighting earthquake,
Karachi) ofroles and trainings/drills explosions, civil
responsibiliti on the bank unrest and other
es) level and forms of natural or
responsibilities man-made disaster
are assigned shall be designed and
applied
Unibank main Tamperi The Very Level4 All external 11.5.4 Use of utilities
Server ng with operating High {high) booting
software  systemcan (Level devices should
(1DS) be booted 5) be disabled
from any
peripheral
(e.g. floppy
disc, COROM)
Unibank (Core Forging The Very Level4 Password base 11.5.3 Password
banking software) of password High (high) should be management system
rights(F base of the (Level made
GR) operating 5) decipheredto
systemis ensure non-
decipherable repudiation
(not
encrypted)

HAYKOCMKHEC TCXHOJJOIHH




#OWN. xovunanusg «PHT»
i)

BHeOpeHue npoLeccoB

* Ayout Vb

« KoppekTupyrwuwine n npegynpexaatroLime
NencTBungd

* YnpaBneHnune nHunaeHtamum Vb

e OBby4yeHne 1 NoBbILLEHNE OCBEOOMITEHHOCTH
no b

* AHanNnM3 adPEKTUBHOCTU NPOLIECCOB MO
YCTaHOBMEHHLIM MEeTpPMKaMm

* AHanna CYWb co cTopoHbl pykoBOACTBa

. HayYKOEMKHE TEXHOJOIHH



~ KoMmnanusga «PHT»
i epTUPUKaALUMNOHHLIA ayauT

* [lpeacepTndnkalMOHHbIV ayauT
» CepTudmKaunoHHbIN ayanT

— AyOuT OOKYyMeHTauun

— Ayaut BHegpeHua CYUDB

HAYKOCMKHUEC TCXHOJOIHUH



N kovMmmanusg «PHT»

CITIACUDBO 3A BHUMAHHUE

HAYKOCMKHUEC TCXHOJOIHUH



