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CopepxaHue

. Kpatkmn 0630p npoayKToB 3aLluTbl OT
chnama

. ApXunTeKkTypa 3aluThbl

. OB30p Forefront Protection 2010 for
Exchange Server

. Anroput™m paboTtbl cnam-gunsLTPOB

. ObLwme pekomeHgaUUmn rno HaCcTpouke
. ATorm

. Bonpocsbl (Tene-mocr)
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VIHTerpupoBaHHag 3aLimTta oT
crnama

" ~ Microsoft®

Forefront

~ Protection 2010
for Exchange Server
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ApPXUTEKTYpa 3aLliuTbl OT cnama

YpoBeHb NHTepHeTa YpoBeHb cepBepa YpoBeHb KINMeHTa
% Microsoft®
& Forefront
Online Protection for Exchange I'IepM MeTp
J'-Iucmﬂ noyta
Y
°T88 oy Hub Transport

Edge Transport i
role |
|

| =N\

; l o Microsoft®
y f\ Exchange Server 2010 Outlook 2010

ﬁ Microsoft®
“A\/ Microsoft® «,\’é‘ FO refro ntm
%‘ Exchange Server 2010 ~ Protection 2010
; for Exchange Server

% Microsoft®
4] Forefront
Protection 2010
for Exchange Server
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Forefront Protection 2010 for Exchange
Server

Microsoft®

Exchange + Forefront é Forefront
2010 Protection 2010 Npeumywiectsa == b o tion 2010
for Exchange Server
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KoHconb ynpaBneHus

LleHTpanu3oBaHHOE ynpaBneHune
cepBepamu Exchange 2010 Hub u
Edge, FPE 2010 n FOPE

9] Microsoft Forefront Security 2010 for Exchange Server Administrator Console
Ble Edt Vew Acions Help
@ lf » Policy Management » Antispam b Configure

OT1y4eTbl O cname

Policy Management [Bsave ¥ Cancel
% Antimalware
%4 Mailbox Realtime
- Hub Transport
% Mailbox Scheduled
& Antispam

Antispam - Configure
Connection Filter

> Actions

Configure

T3 Refresh
[ Enable Connection filtering |8 Configure Allow/Block Lists
Note: The Microsoft Exchange Transport service must be restarted for changes to this setting to take effect.

2% Configure Sender Lists

{} Configure
2 7 Filters
|57 Filter Lists
‘i Filter Options
% Online Protection
'} Configure
= @ Global Settings
9
£ Scan Options
Pt
I Engine Options
gine Opt

| Server Security Views - Spam Details
'

View detalled spam detscton statistics by antispam component.
O Enable Forefront DNSBL checking D Hon st Srivpam eemesne

¢ Configure Recipient Lists
[ Enable IP block list evaluation

onpction F3 & Configure Backscatter Lists

O Enable P allow list evaluation
Configure Allow/Block List

Sender ID Filter

YnpasrneHue
HacTponkamMmu

Messages processed by connection filtering
Messages blocked by IP block list
Messages blocked by DNS block list

Advanced Options

aHTuBMpyca u
cnam-uneTpa

Bl vonitoring

Connected to FFNY-PYMO1

[ Enable SenderID filtering
Upon failed Sender ID verification:
® Reject message

O stamp header and continue processing
O Delete message

Sender Filter

[ Enable sender filtering

[ Block messages with an empty sender address

Configure Sender Lists...

Recipient Filter

[ Enable recipient filtering

O Only accept messages to valid recipients from the Global Address List
Configure Recipient Lists...
Backscatter Filter
[ Enable backscatter filtering

Note: The Microsoft Exchange Transport service must be restarted for changes to this setting to take effect.

Configure Backscatter Lists...

Backscatter Keys last generated: No date available

Generate Import Keys. Export Keys..

Content Filter

[ Enable content filtering

Note: The Microsoft Exchange Transport service must be restarted for changes to this setting to take effect.

i [0 Report statistical data to third-party engine provider

SMTP Filtering

Adtion.

Messages processed by SMTP filtering
Messages blocked by sender filtering
Messages blocked by sender I0 filtering
Messages blocked by recipient fifteri

Content Filtering

Action

Messages processed by content filtering
itering

Messages d ntent filtering

Messages a nt filtering

Backscatter Filtes
Adtion.
Messa cessed by backscatter filtering

on list

Last updated:
Total block

ontent
B Backscatter

Total 3514

Last Refreshed :6/15/2009 2:07PM
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Virus Bulletin (Monb 2010)

VBSpam quadrantJuly 2010 il gt Microsoft Forefront
arshal ‘ zhc Email Laundry

¥ 8itDefender
Symantec Braghtrmal

MessageStream ®
{ Eleven
NcAfee Email Gateway

® Vamsoft ORF

® MsGuardian ® Vade Retro , Spamhaus

® Webroot)
SPAMTighter @
y " |
Kaspersky o i modusGate

o . ‘O'llh".d'l
Pro-Mail

McAfee EWS @

| IVERIFIED
SPAM

S
e
=
o
S
E
m
a
A

0.80% 0.60% 0.40%
False positive rate
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TpaHcnopTHbIE areHTbl FPE

3 Machine: TMG-SITE-A | Scope:

[PS]1 C:\Windows\system32>Get—-TransportAgent
Identity

FSE Batv Receive Agent
Connection Filtering Agent
Address Rewriting Inbound Agent
Edge Rule Agent

Content Filter Agent

Protocol Analysis Agent
Attachment Filtering Agent
Address Rewriting Outhound Agent
FSE Routing Agent

Sender Id Agent

Sender Filter Agent

Recipient Filter Agent

FSE Connection Filtering Agent
FSE Content Filter Agent

FSE Batv Routing Agent

[PS] C:\Windows\system32>_

Microsoft® l-d‘.J.
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W 2011



Cnam-dunbeTpbl Forefront Protection 2010
for Exchange Server

* Cnuckm IP Allow/Deny
* Briok-nucTbl Forefront D

F pOBeHb NPOTOKONa

» OunbTpbI OTApPaBUTENS/MoNyYaTens
* Sender ID
* CNnCKn JOBEPEHHBIX OTNPaBUTENEN
» dunbTp Backscatter

® Microsoft® N |

nnaTWMWI . Em Microsoft Maardpopma 2011 http://msplatforma.ru
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dunerpaumsa Ha ypoBHE COeANHEHUS

IP-agpec B cnucke paspeLlueHHbIX IP agpecos?
)
o
|P-agpec B cnucke 3anpeLleHHbIX IP agpecos? | !!!!!!l!

coequHeHne u

. ﬂa HE NMPUMEHATb
Apyrne
F UNbTPLI
IP-agpec B «6enom» cnmucke nocTaBLLNKOB?
e
[a

4 coeauHeHune un
IP-agpec B «<4EPHOM» CMMCKe MNOCTaBLUMKOB? | o NPUMEHSITb

e Ay

nNLTPbI

Microsoft® '
Mnardpopma
2011

-
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Kak paboTtaet DNS Block List

IP cnam-cepBepa: 109.195.41.161

C:\>nslookup 161.41.195.109.zen.spamhaus.org
Server: dns.exchangerus.ru
Address: 10.10.10.10

Non-authoritative answer:
Name: 161.41.195.109.zen.spamhaus.org
Address: 127.0.0.11

C:\>nslookup 85.78.15.152.zen.spamhaus.org
Server: dns.exchangerus.ru
Address: 10.10.10.10

**¥* dns.exchangerus.ru can't find
85.78.15.152.zen.spamhaus.org: Non-existent domain

Microsoft® lI 1

il
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OTBeTbl Forefront DNS Block List

550 5.7.1 :127.0.0.10:Client host 109.195.41.161 blocked using
87.blocklist.zap; Mail from IP banned. To request removal from
this list please visit http://www.spamhaus.org/query/bl?ip=%

550 5.7.1 :127.0.0.5:Client host 113.160.112.120 blocked using
88.blocklist.zap; Mail from IP banned. To request removal from
this list please forward this message to
delist.forefront@messaging.microsoft.com

BosBpawaer Koa  OnucaHue
127.0.0.2 SBL Spamhaus SBL Data

127.0.0.3 SBL Spamhaus SBL CSS Data
127.0.0.4 XBL CBL Data

127.0.0.5 XBL Customized NJABL Data
127.0.0.10 PBL ISP Maintained

127.0.0.11 PBL Spamhaus

Microsoft 1
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3anpoc ForeFront DNS Block

Frame Details

H Ipvd: Src = = 192.168.0.1, Next Protocol = UDP, Packet
#-Udp: SrcPort 57181, DstPort = DN3(53), Length = 102

=|Dns: QueryId = 0x174, QUERY (Standard cuery), Query for 17FD30FALE6789C636-209.85.216.178.blocklist.nessaging.nicros
class Internet

- Flags: Query, Opcode - QUERY (Standard query), RD, Rcode - Success
f QuestionCount: 1 (0x1)
évii.nsmerC-:m.nt: 0 (0x0)
?~NameServerCount: 0 (0x0)
. AdditionalCount: 1 (Ox1)
E QRecord: 17FD30FAE7E89CE636-209.85.216.178.blocklist.nmessaging.microsoft.com of type Host Addr on class Internet
: }~QuestionName: 17FD30FAET7E89CE36-209.85.216.178.blocklist.messaging.microsoft.com
é~QuestionType: L, IPv4 address, 1(0x1)

MiaotrimnC lacoss Thntarnat 1 /Mw1h

IP agpec cepsepa: 209.85.216.178

3anpoc B DNS: 17FD30FA6789C636-209.85.216.178.blocklist.messaging.microsoft.com

A A A
XeL P DNS nmsa cepeepa
Mi ft* l| 1
ICroso :I
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YpoBeHb coeaNHEHUS

[Tntochbl

OKoHOMUS Ha Tpaduke (pa3pbi8 cCOEOUHEHUS Ha
ypoeHe SMTP)

BroknpoBka KOHKPETHOro crnam-cepsepa unm cbonHoro
cepBepa

KommeHTapuii n BpemMs *un3Hu (EMS)
BkntoyeHue Forefront DNSBL oaHUM HaXkaTuem

. MuHychbl

Py4yHaa HacTpounka n paspactaHue CrmckoB

OwmnboyHoe nonagaHne oTnpaBUTENEN B CIIUCKK cnam
cepBepoB

HerpamoTHOCTb Nofnb3oBaTeneun

Microsoft® ll !
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Cxema punbsTpaumnmn
OTNpaBUTENEN

Afpec B CMUCKE 3anpeLleHHbIX oTrnpaBuTenein?

!asopBaTb

‘ —— coeuHeHve
[a He MPUMEHATb
npyrve
donneTpbI

Microsoft®
Mnardpopma
H2011

oo,
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CuHxpoHunsaumsa EdgeSync

E2007:
Safe
Senders List
+
E2010:
Blocked
Senders List

E2010: ABTOMaTU4eckoe o6HoBrneHne = 30 CeKyHA,

E2007: Py4yHoe o6HOBMEHNE = 00 4 YacoB

Mailbox role

A

E2010: EDGE SYNCH = 30 cek

E2007: NonHasa AD cuHxpoHu3aumsa Ha Edge = 0o 4 yacos @

Domain Controller
Edge Server

Microsoft® ' H
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N 2011
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dunbTpauna oTnpaBUTeENEN

. [1ntocsbl

Bo3MOXHOCTb 3abroKknpoBaTb PacChIfiki UNu
«HACTOMYUBbIX» MOorb3oBaTenen

- MuHycsbl
. Jlerko noggenartb oTnpaBuUTend
HeT BO3MOXXHOCTM 0O6aBUTb KOMMEHTapUI
OrpaHnyeHme no KoIM4YeCTBY 3anncen

Microsoft® ' ] . i
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OunbTpaunsa nonyyarenen
— |

AOpec B Cnucke 3anpeLueHHbIX nosyyartenemn? W
ocscpronazpec romparens ¢ w oo

SMTP
—

(MAIL FROM)
Aopec cywectsyeT B [NobanbHOM agpeCcHOM cnmcke? g s

3opBaTb

coeanHeHne
. F Ha ypoBHe
SMTP
E—— (MAIL FROM)
[a
Microsoft® 'JL’E?.
Maropma i o

N 2011



PexxXnum 3amearneHnss OoTBETOB
SMTP (Tarpit)

1 Client:
2 Server:
3 C(Client:
4 Server:
5 Client:
6 Server:

[STRecipient Filtering Enabled
Q" ] - . -t

@; Recipient Filtering Properties

" General Blocked Recipients I

Block messages sent to recipients that do not exist in the directory

MAIL FROM: spamer@anydomain.com

250 2.1.0 spamer@anydomain.com....Sender OK
RCPT TO: pavel.nagaev@exchangerus.ru

250 2.1.5 pavel.nagaev@exchangerus.ru

RCPT TO: pavel.nagaev@@l@exchangerus.ru

[penotepawyaeT Directory Harvesting Attack (DHA)
- noabop «K1BbIX» agpecoB

Tarpit UHTEPBaN paBeH 5 cekyHaam no ymosrnyaHuto

Microsoft®

Mnatdpopma Wi ggm

Microsoft Maar¢popma 2011 http://msplatforma.ru



OunbTpaunsa nonyyarenen

. ['1ntochbl »
. 3anpeT npvema coobLLeHnn aAns ‘.‘P
onpeaerneHHbIX NonbL3oBaTenen "

. [NpnHMMaTL coobLleHns ons
CYLLECTBYIOLLUX NnonyyaTeneun

- MuHycbl
. [Nlonbop agpecoB 3NeKTPOHHOM MOYThI

IIIII

e
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YpoBeHb npoTokona. Koa
OTMnpaBUTENS

exchangerus.ru. IN TXT “v=spfl 1ip4:85.111.10.40 +a:smtp.exchangerus.ru -all”

Microsoft®

s%“ Exchange Server 2010 Outlook 2010

npoiwuna
_*“ g Bz HexxenarenbHag
‘\“ He npowna 0/ noyta

——
-

‘. . Yoanutb
\J\) |U|8X8HVI3M !en!er |B ﬁ KaDaHTl/lH
DNS

Microsoft® II 1
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Kon otnpasutens (Sender ID)

- ['nochbl
- lgeHTudomnkaumna cepeepa oTnpaBUTend
- He Hy>XHO npoBepaTb MX
- FPE pencTByeT TONbLKO HaBEepPHSAKa

- MuHycsbl

. [lepechbinka noyTbl Ha Opyron agpec
(MexaHun3m forward)

. [lpnem nonyyatenem no4Thbl Yepes pe3epBHbIn
noyToBbIN cepBep (backup MX)

Microsoft® ' ] 1 i
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Ut0 Takoe Backscatter?

Backscatter — NDR cnam ¢ nogaenaHHbIM apecom
oTnpaBuUTENS

Bounce Address Tag Validation(BATV) —
TexHomnorna no 3awmte ot NDR cnama

you@example.com
—

prvs=F __ (BpeMs XW3HW, agpec)=you@example.com

MNpuvep: prvs=12we34fnr=you@example.com

Microsoft® Il . i
Mnardopma § I | Microsoft Maarpopma 2011 http://msplatforma.ru
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MexaHn3m paboThl
Anti-Backscatter

-

BHﬁeHHMVl
|

N
MoJib30BaTEJS1b FPE 2010 - CepBep
(you@example.com) nonyyarens
BHYTpeHHWIA nonb3oBaTtenb 3. [Mony4aTenb He MOXeT A4OCTaBUTb
oTrpaBndeT cooOLUeHMe Ha cooOLUeHne n BO3BpaLlaeT ero

KOpnopaTuBHbIN cepBepP obpaTHo
FPE 2010 gobasnsaeTt
XeLIMPOBaHHYO METKY K
P1.MailFrom 5. Ecnu meTtka cyulectayeT, To NDR
BbygeT gocTtaBreH Nofb30BaTesto

<prvs=12we34fnr=you@example.com>

4. FPE 2010 npocmaTpmuBaeT MeTKY

Microsoft® II 1
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Backscatter. ATaka cnamepa

&

—

\

-—

BHyTpeHHuI ™

nonb3oBaTerb FPE 2010 Cepsep

(you@example.com) nonyyarens
Spammer

1. Cnamep reHepupyet cooblieHne 3. FPE 2010 ULLET XELUMPOBAHHYHO

C panbLuBbLIM agpecoMm B MAIL MeTKy
FROM <you@example.com> u

NocbINaeT ero Ha cepBep. 4. Ecnu meTku HeT, To coobLleHne

npusHaetcs backscatter spam
2. [lony4yartenb He MOXET LOCTaBUTb

n porkeH nocnatb NDR

Microsoft Maar¢popma 2011 http://msplatforma.ru
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TexHonorunga backscatter B FPE

- lcnonb3yeTca ABa TPaHCNOPTHbLIX areHTa Ang
aHann3a xeLwnpoBaHHON METKHA

- MeTKka cooep XUt oTnpaBUTend n Bpems
. Backscatter Ha4MHaeT paboTtaTb Yepes 24 Yaca

e accepted: in phase out period, BATV
tag was not validated

e rejecting: BATV tag validation failed,
returning 550 response.

e 550 5.7.1 Request action not taken:
message refused

Microsoft® ll ! i
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PUNLTP COAEPKMMOTO[ ST

- HoBbI punbtp Cloudmark Authority Engine
. NlameHeHbl 3HavyeHunn SCL

SCL OnpeneneHuve

-1 Co§>6u_\e|-w|;| N3 JOBEPEHHbIX MICTOMHMKOB U ECNU B HUX CNam He
HangeH

0] He ncnonb3yeTtcs, HO MOXHO BKINHOYUTb

1- 4 He ncnonbayetcs

5-8 MeHee 1% crnyyaes
9 OpaHo3Ha4vHbIM cnam, bonee 90% Bcex coobLLEHUI

Microsoft® l| 1 i
QVEVOLTJYER n Microsoft Maar¢popma 2011 http://msplatforma.ru
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LindppoBbie oTnevyaTku

{l:unn'cv'r\run'l-c\

v ¥ | @ Find \f.?:
— || @ Related - | "*
Mark as Send to

as s
i Select * || oneNote
Find OneNote

fm of impotencynflammation steps back with Colazal help.

ce swelling development.
immediately with

orget about long-acting @

less with admiration." on the other hand, he must have had accuracy of eye and power of co-ordinating hlS
kilful in throwing. He once killed a hare sitting in the at Shrewsbury by thr‘omng a marble
nhappy atuselessly killed the cross-beak that he did mot mention it for years, and then &Xplained

kill had gone from him.The following extracts are again concerned with an a priori view of the pr‘obablhty
N,

0 TNpumMeHseTcs K KaXkaomy BXxogsdiemy
coobLeHuno*

0  Fingerprints He onpeaenseT OTHOCUTCA
NMUCbMO K cnamy Unu Het

0  Fingerprints cCpaBHMBAIOTCA C NoKanbHbIM
K3LLIEM NU3BECTHbIX «CMaMoBbIX» fingerprints

Superior Pharm Service Ref:336-0 - Message (P

/\@
p &

Message Fingerprinting

Content Analysis
- URL/Domain
- Information Entropy
- Redirectors
- Pattern Hash
- Pattern Dictionary
- Dynamic Patterns
- Longest Common String

- Image Framework J'IerMTyIMH’éé
(decoding/noise reduction) Py -

-

—
[ W

[aHHble Kawa 06HOBNATCA KaXKable 45 CeKyHa

B cny4yae coBrnageHnd nncbMo CHNTaeTCA
crnamom

B cny4yae HecoBMnageHund 3anyCckaeTca
9BPUCTUKaA.

Ecnun He coBnagaeT, TO MMCbMO CYMTaEeTCs

g * cknoveHuns: igerikrBeneiers/Recipients/Safe Listed lps 1 1.4,

Microsoft® II il
Mnarpopma pum

N 2011

Microsoft Maar¢popma 2011 http://msplatforma.ru



OT4eTbl 0 paboTe cnam-unsTPoB

3aronoBokK N1ucbma

X-MS-Exchange-0Organization-Antispam-Report: v=1.1
cv=UmKbMGcKOODFGOVLbWSsnc4cSM78ciSO1L30FpZVzQQ= c=1 sm=1
a=gH2133N09zgA:10

a=xXNkmroqudcMA:10 a=jPJIDawAOAc8A:10 a=Fdkxr_ 5KmFUA:10

a=ytB2GYGUEEAA:10
a=1bi3b6Q5wLy8D8VTdfDbdA==:17 a=-0ZdogLpvXrLEne8aosA:9
a=nb3xUh8hnMWWdIaeiJIBI77mBnsA:4 a=pvA44gqeTxYYA:10

a=ibi3b6Q5wLy8D8VTdfDbdA==:117;0rigIP:119.153.147.78;,SCL:-1

PowerShell KoHconb Forefront

& administrator: Forefront Management Shell  [H[=] E3 WL R M e L R

- RS> P Last updated: 10,11.2010 13:23:34
PS G:\> Get FaeSpamﬂgentLog - ! Total blocked messages: 2700
| =

B Connection 1843
B smTP 512
B Content 341
B Backscatter 4

Total: 2700

. "
Microsoft®

il
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PekomeHaauunm no 3awmrte ot cnama

. [1paBunbHas HacTpownKa NOYTOBbIX
cepBepoB B DNS (A, PTR, MX, Sender ID)

- [lpoBepka nony4artenen B Active Directory

. HacTtpowka nHtepsana 3agepxku (Tarpit)

. 3anpeTt Nnpuema rnoyTbl OT «CBOEro» JOMEHa
. icnonb3oBaHune Forefront DNSBL
. Cxema paboTtbl cnam-unsTpoB
. [lounck 3abrnokMpoBaHHbIX MUCEM

icrosoft 1

M .
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NTorn

. Cnam Henb3da nobeanTb NONMHOCTLI, HO C
HMM MOXXHO yCrneLuHO DOpPOThLCH

. 3almTa gomkHa ObITb MHOrOYpPOBHEBOW
. IameHeHune ncmxornornm paboTbl C NOYTON

. bopbba co cnamom — cobntogeHue dbanaHca

. OMPPEKTUBHOCTb UMMM DITOKMPOBKA NErMTUMHBIX
nMcem

. AOMWHMCTPATOP UK NONb30BaTENb

Microsoft® ll ! i
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Pecypchl

. [lonornHuTenbHble ceccun rno Teme

. IS 303: ObnayHble TexHOoormm 6e3onacHOCTH
ana komnadum (18/11, 13:00-14:00, Cenurep)

. CT 304: Murpauus Ha Exchange Server 2010:

cueHapuu, pekoMeHgaumn, NpakTUYeCcKUin onbIT
(18/11, 16:00-17:00, 30Ha NHTEPAKTMUBHbIX
ceccuin)

. bnoru

- http://www.exchangerus.ru
- http://blogs.technet.com/securityrus

icrosoft 1

M .
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OdomuymanbHbie KypChbl U
cepTndukaums Microsoft

Bonee 300 ocpmumanbHbIX KypcoB Microsoft goctynHo B Poccum.

OdomumanbHble KypCbl MOXHO NPOCNyLLATh TONbKO B aBTOPU30BaHHbIX
Yy4eOHbIX LeHTpax Microsoft
NOA PYKOBOACTBOM OMbITHOMO CEPTUDMLMPOBAHHOIO MHCTPYKTOpPa Microsoft
MHTEHCUBHOE o6yqu|/|e C aKUEHTOM Ha NnpakKTUKy

bonee 80-u1 y4ebHbIX LIeHTpoB 6onee YeM B 20-1 ropoaax Poccun (+ gUCTaHLUMOHHBIE U
Bble3Hble KypCbl)

CepTtudukar Microsoft - nokasartenb kBanudukaumm UT-cneunanucrta ans
paboTtogarens .

* Microsoft npegnaraet rubkyro cuctemy ceptudukaumn. rMicrog

0%
4

» Bce kypchbl, y4ebHbIE LLEHTPbI N LEHTPbI TECTUPOBAHUS:
www.microsoft.com/rus/learnin

Microsoft® ' l1 N
l'lllaTdJOPMa I &m Microsoft Maarpopma 2011 http://msplatforma.ru
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CneuwnanbHble NpeanoXxeHus

. CepTudmkKkauMoOHHbLIU NaKeT CO BTOPbIM

u'l a H c o M . AOCTUIHUTE OMEPEAHOW KAPBEPHOM LIENW 4 p
[NakeTbl 3K3aMEHaLIMOHHbIX Bay4epoB CO CKUAKOU OT 15 po * N COKOHOMDTE 20% * | |/
20% v 6ecnnatHon nepecaayen («<BTopbiM LaHCOM»). Bee e e e o BN S\ S,
9K3aMeHbl CAaTCA OAHUM 4HeJTOBEKOM. € CEPTUOUKALMOHHBIMM MAKETAMMU MICROSOFT B\ P =
W BECNNIATHBIMM NEPECAAYAMMU R NONYYMUTE CBOW
7 CEPTUOUKAT ©

CakoHoMbTe 15% Ha cepTudmKaumm Bawien

T-KomaHAabI
MakeT 13 10-1 SK3aMEHALIMOHHBLIX Bay4epoB CO CKUAKOM 15% NOBbICbTE MOLLHOCTb
ﬂﬂﬂ cotpyaHukoB UT-otaena. «BTopon WwaHc» BKITHOYEH. CBOEWN UT-KOMAHAbI

ayyepbl MOXXHO NMPOM3BOSIbLHO pacnpeaensaTb Mexay
NPEANOXEHUE ANA UT-MEHEKEPOB:

COTPYAHUKaMW. « COKOHOMBTE 15%

HA CEPTUDUKALUMNOHHBIX IK3AMEHAX MICROSOFT
MAKETbI BAYHEPOB ANA BAWWX COTPYAHWMKOB

Microsoft Certified Career Conference

I'Iegsaﬂ 24-yacoBas rnobanbHas BUpTyanoHas KoHepeHuns ——
c 18 Hos16ps ¢ 15.00 (Mock. Bpemsi) no 19 HosbpsA 2010 T. A Microsoft
Ceccum nNo TeXHONOMMAM U MOCTPOEHUIO Kapbepbl Microsoft Certified C Conference 2010

Ckunaka 50% Ans cepTumumpoBaHHbIX CreunanncTos
Microsoft n ctygeHToB

* ¥rny6ute cBOM TEXHUHECKUE 3Ha
» OTTO4MUTE HAaBbIKM MOUCKA PaboThbl

24-yacoBas BUpTyanbHas KOHPEPEHLUUA ANA TEXHUUECKUX CELNanicTos

BecnnaTtHag nognucka Ha TechNet ans
cnywareneun opmumanbHbIX KypcoB
HekoTopeble Kypcbl no SharePoint, Windows 7; Windows C 22 Hos1Gp#A 2010 T. -

Server 2008; SQL Server 2008 noanucka TechNet 6ecnnaTHo

ANnA criywartenen Kypcos.
KonuyecTtBo orpaHn4eHo!

Oetanu: www.microsoft.com/rus/learning
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ObpaTtHas cBsi3b

Balle MHeHne o4yeHb Ba*KHO Ar1s HaC.
[loxanywnucTta, oueHnTe goknaa, 3anonHuTe
aHKeTy U coanuTe ee Npu BbiXxoge 13 3ana

Cnacuoo!
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Bonpochl

- 1S 302

- NMaBen HaraeB

Beoywmm agMMHUCTPATOP CUCTEMDBI
anekTpoHHou noyTbl, KTK-P

pan@exchangerus.ru
http://www.exchangerus.ru

- Bbl cMOXeTe 3agaTb BONPOChHI A0OKNaA4YUKy B
30He «Cnpocu aKkcnepTta» B TEYEHUE Yaca
nocne 3aBepLUeHns 3Toro goknaaa
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