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Cymecrywiue CM ucnob3yrOT TejdeOHHbIEC TUHUA

NMynbT onepaTopa

* ﬁ [NoaknoyeHme no TeJ'IECI)OHHbIM JIMHUAM.
ﬂ NpoBEPKa LENOCTHOCTU NMpon3BoaANTCA TOJSIbKO
OAWH pa3 B A€Hb...

°
=)
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L @ NMpeuMyLLeCcTBO: Wwnpokas 4OCTYMNHOCTb

HepocTaTKu: Hu3kas ckopocTb 0OMeHa, NpoBepKa
LLleSTOCTHOCTM NPON3BOAUTCS TOMbKO OAUH pa3 B AE€Hb,
TenedoHHasa NMMHNA MOXET ObITb 0O6opBaHa, Unn 3aHaTa
BXOASALLMM 3BOHKOM,

CM HecnocoOHa OOHapyXUTb NOTEPIO CBA3U



Ucnoan3zoBanue IP nporokosa mo3BoJsier
MOBBICUTH HAIEKHOCTH MOHUTOPHUHI A

IP npoTokon — npoBepka coeanHEHNS I'Iyn bT ornepartopa
NPOU3BOANTCA KaXkable 5 MUHYT...

NHTEpHET, nnu

ADSL, onTOBOJIOKHO,
kabens....

ADSL, onTOBOJZIOKHO,
Kabenb...

GPRS, MukpoBosiHOBasi
CBA13b..

lNpeuMyLlecTBa. npoBepka coeAUHEHUs1 NPOU3BOAMUTCA Kaxable 5
MWHYT, JelleBU3Ha UCMNonb30BaHNS, BbICOKasi CKOPOCTb Nepeaaym
OaHHbIX

HepocTaTtoK: cyulectsytowme CM He nogaepxusatoT |P npoTokon



Jablotron pa3pa6orau IP pemenus
MPAKTHYECKH JIS BCEX CJIy4aeB
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Brinyckarwumeecs 1P od0opyroBanue

/151 oxpanHbIx cucrem Jablotron:

BerpauBaembiit LAN uiau GSM Monyib

B03MOXHOCTB TpsAMOTO B3aumMoencteus co CM
o IP nporokony

Jl cucTeM ApYyrux nmpou3BoAUTe el

Otnenbnbid LAN niin GSM/GPRS monyne
Omynsiys Teae(pOHHON TUHUN

[Tognepkka CID npoTokoiia (BXOJIHbBIEC JaHHbBIC
1epeIaroTCs Ha MOAYJIb 1O Teje(hOHHBIM JTUHHUSM )

Monyns niepenaetr ganasie Ha CM 1o IP npoTtokony
Y POU3BOJUT IIEPUOAUYECKYIO IIPOBEPKY CBSI3HU

TenedonHble TMHUKM MOTYT UCHOJIb30BaThCS Kak
PE3EPBHBIN KaHAJ CBI3U

LAN Monynb jutst paboThl
¢ 000OpyIOBaHUEM JIPYTUX
MIPOU3BOJIUTENEH




B03MOXHOCTH YyIaJIEHHOIO J0CTYIIA K CHCTEMeE
o IP nporoko.y

JocTyn K cucTeMe OCyIIecTBIIsIETCSl BBOAOM NapoJis B okHe UHTepHeT Opay3epa...

 HemnocpencrsenHoe 3ananue [P anpeca = npamMon 10CTyI 4yepe3 BCTpoeHHbIn WEB
cepBep

e Jlunamunueckoe HazHaueHue IP agpeca = moctyn uepe3s www.GSMLink.cz

* OOopynoBaHue Ipyrux MPOU3BOAUTEIICH = MOYJIb MOXKET pab0OTaTh KaK MOCT THIIA
Ethernet-Tenedonnas nuHus
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Registration

Name I Phone number l

Surname | Company |

Email |

I am: & user O installer

Login name |

Password I

Password (check) I

Installation name I
Address I
|

Device registration code

Register == I

OkHo YAAJC€HHOI0 10CTYyIIA K CUCTEME



CTpaHuna nporpaMMHpPOBAHUS CHCTEMBI IPHU
yaajJeHHOM JocTyIe yepe3 UHTepHeT

User Jan Halama Installation NONE Credit 124

}K Result of last operation: OK Date of operation: 5.5.2004 11:39:00
Control panel GSM dialer SMS reports CMS Events
Remote access | Control panel settings JA-63

Service Code Im Exit/Entrance delay: |30 seconds vI

Go to User mode

Alarm duration: |4 min. vl
Save codes I . -
Function of PgX output: Ichlme v[
GPRS v . P
Function of PgY output: arm v
Read settings ¥ User can change settings I Exit delay audible indication
Send settings " RF jamming monitoring IV Partial arming exit delay indication
" Communication check I~ Entrance delay indication
List of users : : ; ;
[V RESET enabled V' &rming & disarming chirps
List of systems V' Quick functions F(1,2,3,4,8) V' Siren in Disarm & Partial arming
Logoff W Partial (Home) arming enabled (F2) M wireless siren alarm
W attached siren alarm W Problems indications when arming
CONTROL PANEL W Only first alarm is recorded I alarm if arming with active zone

Zone settings
@ One section © Two sections

Wired inputs
Zone Trigger Reaction Section
1 [double balanced ¥| [instant | |Normal Arming |
2 |Normally closed ¥/ |instant | |Normal Arming  ¥|
o 3 |simply balanced ¥/ |instant >||Normal Arming |
SYSTEM JA-60 .
4 |double balanced ¥/ |fire ¥||Home. Bypassed |
programming mode Wireless zones Access codes Remote controls
GPRS connected Zone Section Cod Section RC Section
1 IHume. BypassedL_I

2 IHome. Bypassedz
3 INormaI Arming ;I
4 IHome. Bypassed;‘
5 INormaI Arming ZI

sektor A sektor A

n p W=

sektor A




2 nyTu pasBeprbiBaHuda IP MoHMTOpHHIA

1. JoocHamenue cymecrByromux CM =

e YCcTaHOBKa crienualan3upoBaHHoro 110
e Jloctynusl BapuaHThl i1 MS SQL uim Linux

2. YcranoBka CM Jablotron MS-350

 IIpocToTa pa3BepThiBaHUA M BBOAA B DKCILJIyaTaALIUIO
(mopaepkka MoHuTopuHra 1o IP nporokony, SMS u
TeJIC(POHHBIM JIMHHUSIM )

e CrneumnanuszupoBanHoe 110 ComGuard g CM
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JloocHamenue cymecrsyrommux CM
nogaepxkkou 1P nporoxosia

Apxurekrypa:
CM
Teg. IMHUN —— A
- HaJI0roBbI¢ CyI[IeCTByIOHIee HO
- MOAEMBbI
N
N— /_
IIpoBOIHOIM . BA J
HNuaTepuer/UdTpaHer

< )

Crarnyeckui
IP anpec

LAN

CID _IP u CID_SMS

JaHHBIC

GSM
(pe3epBHLIN KAHAJ)

CID IP

GSM/GPRS

MoaAeM

NOINIVA OuU

RS-232

CID_SMS

Hoanepxkka IP MOHUTOPHHT A




Kondurypuposanue nogaepkku 1P nporokoJia

1. 3apaiite craruueckui IP agpec cucrembl. O4eHb PEKOMEHIYETCS
3a7aHue BTOporo (pe3epBHoro) IP agpeca, Tak ke Kak U pe3€pBHOIO
kaHaina cBs3u (ADSL, paguo Ethernet u T.11.)

2. Hacrpoiite pyHkuuio ornpaBku SMS uepe3 UHTepHer 5Ta
BO3MOXKHOCTb IOAACPKUBAETCS 00JbIITMHCTBOM GSM oneparopoB)

. B cirydae oTcyTCTBHSA NOAAEPKKH dTOH (PYHKIUM, 115 nonydeHuss SMS coo0iiie-
HUM HemocpeAcTBeHHO n3 GSM ceTu, MoXXeT ObITh HcTionb3oBaH GSM monem MS-33

e -p/r\
4.
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Pa3BepThIBaHHUE M MPOBEPKA CUCTEMBI

Ycranosure IO Daemon Ha otaenbHbil [IK (Jablotron npeamaraet npoOHbIN
KOMIUIEKT ¢ ycTaHoBIeHHBIM [1IO Daemon)

Hactpoiite IIO CM Tak, 4ToOBI OHO UMEIO BO3MOXXHOCTh 00pabaThiBaTh
naHHbie, npeaocraBisieMbie 110 Daemon

Paszpemure I10 CM 001U 10CTYI MO0 CETH K JAHHBIM,
npexocraBiasseMbiM 110 Daemon

Yoeautech uro [10 CM npaBrIbHO pearupyeT Ha JaHHbIE, TIEPEJAHHBIC C
KOHTPOJIbHOM Tanenu no [P mporokony

Yoeautech B padoTOCIIOCOOHOCTH (PYHKIIMU MMPOBEPKHU CBA3HU

IIpoBepbTe pad0TOCIOCOOHOCTH (PYHKIUU MEPEX01a HA pe3ePBHbIA KaHAJI
(myTeM UMUTAIUM HEUCIIPABHOCTH OCHOBHOI'O KaHaJia CBSI3H)

1




®
Crpykrypa 3anuceu 0a3bl JaHHbIX

Field Data type Description
Report_ID int Report ID
Status int Status of report processing (0=new record ,1= done)
Event_Time datetime Time of event record from the Control panel
Delivery_Time datetime Time, when the event has been saved into the database
Forward_Time datetime Forwarding Time (SMS Centre processing time)
Sender_Addr nvarchar(25) IP address or Phone number
CIiD nvarchar(15) Event report in CID format (XXXX18QXYZSSCCC)
EXT nvarchar(255) Extended data field — reserved for future using
Gate_Type int UDP packet = 1, SMS = 2, SMS Connect service = 3
Gate_ID int Incoming gate identification

CTpykTypa 1aHHBIX OAMHAKOBA 1 margpopm Windows u Linux




110 Daemon a1 Windows

Mpumep IP n SMS aaHHbIX, COXpaHEHHbIX B popMaTe 6a3bl gaHHbIX MS SQL

\Report ID\Status| Event Time \ Delivery Time | Forward Time | Sender Adar | CID | EXT |Gate Typel Gate ID | Comment
9472 1 26.4.2005 23:30 264052324 264052330 420775253425 T7771834A1A15AA 2 1 Record processed by monitoring station
9473 127.4.2005 2:15 21405216 27.4.052:15 420775253425 77771814A1A15AA 3 1 Report from main channel
9474 127.4.2005 2:25 21405229 27405225  195.39.77.140 77771834A1A15AA 1 2 Report from backup channel
9475 1.27.4.2005 11:00 274051224 27.4.0511:00 420775253425 77771814A1A15AA 2 1 Sender address and type of gate(report via SMS)
9476 1.26.4.2005 23:30 274051224 264052330  217.77.165.37 77781834A1A15AA 1 2 Source address and type of gate (report via UDP)
9477 0 27.4.2005 12:25 274051226 274051225 217.77.165.37 77781834A8A1741 1 1 New report
9478 027.4.2005 13:36 274051336 27.4.0513:36 127.0.0.1 111118135AA1123 1 1 Report from application (localhost and specific report)

Gate_Type 1 — Ethernet coeanHenne (UDP nakeTbl)
Gate_Type 2 — SMS coobuieHne (06bI4HO pe3epBHbIA KaHan)
Gate_Type 3 — gaHHble LeHTpa AocTtaBku SMS

Pa3zpadorano nias Windows 2000/XP
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110 Daemon a4 Linux

e [10 Daemon ang Linux coxpaHsieT Bxoasime coobLlieHns B TEKCTOBbIX
MuKkpodannax ampektopumn SPOOL
o Kaxxaoe npuHsaToe coobleHmne reHepupyeT HOBbIM MUKpodann MSG
e Daemon xpaHuTt dann npotokona (LOG) co Bcemn noapobHocTaMn obme-
Ha COObLLEHNAMM
e Daemon BbINO/HAET aBTOMaTUYECKYO apxuBaUuio danna npoTokona
e [lpumep coaepxkmmoro gmpektopum SPOOL:

MSG0000000004
MSG0000000005
MSG0000000006
MGS0000000007
CMS-DAEMON.LOG

lMpumep npuHsiToro coobiyerHns (MSG0000000004):
4<TAB>0<TAB>2004-04-06 11:16:00<TAB>2004-04-06 11:16:10<TAB>2004-04-06 11:16:09
<TAB>217.77.165.37<TAB>77771834A1A14A3<TAB><TAB>1<TAB>1

Pa3paborano nuas Linux Bepcuu 2.4 v BbIlIe



(U'S)

Jloruka o0pa0d0OTKH JaHHBIX, OJYYE€HHBIX 110

1P nporokoJy

CM 10/15kHA BBINOJHATH CJIeAYIOIIUE MPOIeayphl:

Yrenue coobiieHuit u3 0a3bl JaHHbIX (aupexkropun SPOOL).

OmnpezeneHue Mo KakoMy KaHajly IpUIIIIO COOOIIEHUE, IO OCHOBHOMY, WJIH
pe3epBHOMY (IP nmu SMS).

OnoBeCTUTH OIEpATOPa €CJIM COOOIIEHUE MOCTYIIHIIO 10 PE3EPBHOMY KaHaIy.
COpocuTh TaliMep NepruoANYECKON MPOBEpKHU KaHasa cBsa3u. Ilepuon cpabarbiBaHUS
TauMepa 3a1aeTCs I KaXI0U YYETHOM 3allMCU ¢ YYETOM THUIIA KaHaJIa.
OTKJIIOUUTh NEPUOAUUECKYIO MPOBEPKY KaHaAJIa CBSI3U IPU pabOTE B CEPBUCHOM
pexkuMe (HarpuMep B PEKUME MPOrpaMMUPOBAHUS )

Hexonuposatb CID cooOuieHue ajist oneparopa

[TomeTuTh cooTBETCTBYIONME NaHHbIE B b/l kak 0OpaboTaHHbBIE (CTEPETH
mukpodaitn B tupexropur SPOOL)

B ¢hoHOBOM pekuMe — OCYIIECTBIIATh MEPUOINYECKYIO MPOBEPKY KaHalla CBA3U U
COO0IIaTh OIMEpaToOpy O €ro HEUCIIPABHOCTH

51 *Z 006

+5 0O

+1 51

+1.129
+1 062




PeKOMEHIOBAHHBIN AJITOPUTM
00padOTKH JaHHBIX

Start

Read next new report
from the database

Y

Identify Account D
(from CIDText)

Main channel

Y

Reportcame
from?

Backup channel

Warning

"Problem with the main
channel connection!”

Setinterval & for
periodic test

Y

Setinterval B for
periodic test

Y

Reset the periodic
testtimer

ol

4

Open
SERVICE mode

) 4

Disable
periodic test

Other
events

¥

Close
SERVICE mode

h 4

Enable

periodic test

Report processing by
monitoring station

¥

Mark the report as
processed

End




JloO0aBJieHHe HOBBIX MOJIb30oBaTe e npu IP
MOHUTOPUHIE

1. JlobaBneHue HOBBIX MOJIb30Bareneu npu [P Mmonutopunre

(baKTUUECKHU CBOAUTCS K CO3IaHMIO HOBOM yueTHOMU 3anucu B 110
CM, nognepxusaromier CID mpoToko

2. 3aJanTe JTOMOJHUTEIbHBIEC ITApaMETPhI CBI3U
e 3ayaliTe OCHOBHOU KaHaJl CBA3U

 3aJanTe UHTEPBAJIBI IEPUOANYECKON TPOBEPKH I OCHOBHOTO U

pe3epBHOIO KaHaja cBsi3u (Hanpumep: Ilepuoo A =5 munyT u Ilepuoo b =
30 MUHYT)




TexHnnueckas moaaepP:KKa

Jaoasaiuume gonpocwi!

N

JABLOTRON



