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CopaepxaHue

* Ocobennoctu AyteHtudukamuu (AuthN) u ABropuzamnum (AuthZ)
B HAYYHBIX U 00pa30BaTEIbHBIX CETIX

* OCHOBHBIC TEXHOJIOTHH
e Ocob6ennoctu cepBucoB AuthN/AuthZ B Grid

* CyIlECTBYIOIINE CUCTEMBI pacOpeiCICHHON ayTEeHTU()UKALIUM U
aBTOpHU3ALIUH
o Nudpacrpykyrpa pacnpeneneHHon ayreHTugukanuu A-Select

» [Ipumepsnt mpoekToB (Collaboratory.nl, EGEE)

- CnpaBo4Hast HHpoOpMaIus

o ApxuTekTypa 0€30MacHOCTH Ha OCHOBEe XML




AuthN/AuthZ B Hay4dHBIX M 00pa30BaTEIBHBIX CETAX

- Jloctyn x MHOrOCaiiToBeiM BeO/MIHTEpHET pecypcam
o Ilepenamnpasnenue + cookie (SSO)

* MeXyHUBEPCUTETCKUE PECYPCHI U IOCTYI K BHEIIHUM PECypCcaM WU
[PENOCTABIIEHUE TOCTYIA JJI BHEIIHUX NOJIb30BaTEIeH

o Hanpumep, Oubmuoreunslie Karaaoru wiv HaydHbie b/1

PacrnipeienieHHbIE YHUBEPCUTETCKUE KaMIYChl U IMCTAHIIMOHHOE O0yUYEHHUE

['pua-uentpsl u [ pua-npuiioxeHus

OO01Me XxapakTepUCTUKH/TIPOOJIEMBI
o Paziaunuynble AIMHUHUCTPATUBHBIC JOMCHbI 1 TOMCHLI 0€30I1aCHOCTH

o Emunsiit noctyn (SSO — Single Sign On) 1 MHOXECTBO Maposeu

o Paznenenue naeHTuukanyu/ayTeHTUQUKAIIMA U YIIPABICHUS IO0CTYTIOM




Ocob0ennoctu AuthN/AuthZ B Grid

 OnepanoHbIle 0COOEHHOCTH
o Pa3iaunuynbIc AIMHUHUCTPATUBHBIC JOMCHBLI 1 TOMCHDI 0€30I1aCHOCTH

3agaun MOTYT OBITh ITPOJIOJIKUTENIbHBIC, U3MEHSIEMbIE 1 MOOUJIbHBIC

— TpebGoBaHue Kk ayTEeHTUYHOCTH, IIETOCTHOCTU U JIOBEPHUIO

JInHaMHUYeCKUE pecypChl

Hcnonb3oBaHre NpOKCU-yI0CTOBEpeHUi (proxy-credentials) u generupoBanue

 Bupryanensie opranuzanuu (BO)

o CepBuchl 0€30MaCHOCTH KaK U B peaibHbIX opranuzanusax (PO), Ho co3maBaemble
TMHAMHUYECKH

o BO kak cranmaptHsii [ pua-cepBuc
- J_—[I/IHaMI/I‘IeCKI/I CO31aBaACMbIC U JIMKBUIANPYCMBbIC

e OOBIYHO MMEET MeCTO WIEHCTBO BO MHOorux BO

o CornacoBaHHOCTh MOIUTUKHU Oe3omacHocTH Mexay BO u PO




CoBpeMeHHas apxutekTypa cepBucoB AuthN u AuthZ

TpeboBaHus kK cCOBpeMeHHOM apxutekrype AuthN/Z

- Paznenenue cepBucoB ayrenTudukannu (AuthN) u apropuzanun (AuthZ)
o AyTeHTH(DUKAIUS B «JIOMAITHEW»/«POTHON» OpraHu3aIuu
o ABTOpH3aLUA PECYPCOM

* KOH(bI/I,ZleHHI/IaJ'IBHOCTB, IMPUBATHOCTb U AHOHUMHOCTb

* Vmpasnenue goctynom Ha ocHoBe posieli (RBAC — Role Based Access Control) u
HCIIOJIb30BaHUE MOJUTUKHA 0€301TaCHOCTH

[IpoOaemel
* MHOXeCTBO JIOTUHOB/TIapOJIe — Ha KaXJbl pecypc/canT

* OrpaHuyeHUE OTHUM JIOMEHOM O€30MaCHOCTH WA MHOXXECTBO CEPTUPUKATOB OTKPBITHIX
KJIIOUEH

* CJI0XHOCTHh YaCTUYHOMN JIMHAMWYECKOU JIEJIETAI[NU TOJTHOMOYUN
ba3oBbie TeEXHOJIOr UK

- LDAP nupexropuu 1 METaIUPEKTOPUU I XPAHCHEHHUS JJAHHBIX O MTOJIb30BATENSAX

* COOCTBEHHBIE CUCTEMBI aBTOPU3ALIUU




Hcnons3oBanue LDAP B cepBucax AuthN/AuthZ

CTpyKTypbl NEPCOHATBHBIX JaHHBIX B LDAP

 Person (RFC2256), organisationalPerson (RFC2256), InetOrgPerson (RFC2798)
« EduPerson — pacuiupenue Jj1s 00pa30BTEIbHBIX OpraHu3aiui

OcHoBHbIe arpu0OyThI Person objectClass

* sn/surName - postalAddress .
* cn/commonName * o/organizationName *
* givenName * ou/organizationalUnitN
+ uid, displayName ame *
* userPassword - st/stateOrProvinceName °
+ x500uniqueldentifier * l/localityName )
- userCertificate * ¢/country :
- userSMIMECertificate  * title,employeeType
+ userPKCS12 * mail

* photo

Y A T X2 X AYWAYY, A B A

JIOTIOTHUTENIBHBIE aTPUOYTHI

EduPerson (Bcero 43)
eduPersonAffiliation
eduPersonNickname
eduPersonOrgDN
eduPersonOrgUnitDN
eduPersonPrimaryAffiliation
eduPersonPrincipalName
eduPersonEntitlement
eduPersonPrimaryOrgUnitDN




be3onacHoCTh NPUIIOKEHUH HA OCHOBE XML u
TpaguIMOHHAs MOJIENIb CETEBOM 0€30IIaCHOTH

TpaguumonHas mojaenab cereBor 0ezonacHocTH (ISO7498-2):
* Host-to-host unu point-to-point 6€301macHOCTb
- OpueHTHPOBAaHHAS HA apXUTEKTYpy KIHCHT/CEepBEp

« OpueHTHpOBaHHBIC Ha coeuHEHMH (connection-oriented) u 6e3 coeauHeHUs
(connectionless)

+ B o0miem ciyyae eauHbIi JoBepuUTeIbHbIN JoMeH (Ha ocHoBe PKI)
be3onacHOCTh NpUIoKeHn Ha OCHOBE XML
 be3onacHOCTh MEXTy KOHEUHBIMU TOUKaAaMM WIIH TIpujiokeHusiMu (end-to-end)

« OpueHTUpOBaHHAs HA JOKYMEHT (MJIM CEMaHTHUYECKUI OObEKT)

e Mannarel 1 Mapkepbl 0€30IIaCHOCTH MOTYT OBITh aCCOIIMUPOBAHBI C IOKYMEHTOM HJIH
COOOIIIEHHUEM WJIH UX YACTHIO

 Cymectpyromue TexHojorun WS-Security ooecneurnBaroT 0€301aCHOCTh MEXKITY
pPa3HBIMH AAMUHUCTPATUBHBIMHU JOMEHAMH U IOMEHAMH 0€30ITaCHOCTH

« Jlo3BomseT CO34aBaTb JTMHAMHWYCCKHUC U BUPTYAJIbHBIC ACCOIHUAIINN 0e30I1aCHOCTH




YnpasieHUe JOCTYIIOM HA OCHOBE POJIEU

RBAC — Role Based Access Control

* Posnb onuckiBaeT QyHKIMIO U ONIpEEIIsIeT IpaBa/IpUBUICTUN

- IIpaBa onpenenstoT JOCTYI K PECYPCY B OPEACTCHHOM PEKUME

ITpenmymectBa RBAC

- Jlerko ynpapiisiTb 1 KOHTPOJUPOBATH

P&SI[GHBHOG HA3HAYCHHUC POJIN-110JIb30BaATC/IM U POJIU-TIPUBUJICTHUHN

MacmtabupyeMoCTh U Hepapxusl

¢ HOI[I[GP)KHBEICT IMPUHIOAUII MUHUMAJIBHO HCO6XOI[I/IMI)IX HpI/IBI/IJ'IGFI/Iﬁ

HacnenoBanue v arperupoBaHue MPUBUICTUIA/TIPaB

« HoBas ponb MOXET BKIIFOUaTh KOMOMHAITMIO YK€ CYIIECTBYIOIIUX POJIEH ¢ UX
paBaMHu

Ynpormaer npoueaypy JI€JIerupoBaHus




NudpacTpykTypa yrnpaBiacHUs IIPUBUAIICTHSIMUA

PMI — Privilege Management Infrastructure (ISO/IEC 10181-3)
« Ctpoutcs Ha ocHoBe CeptudukaroB AtpudyTtoB (AC — Attribute Certificate)
« AC coBmectHo ¢ COK onpenenensl craggaprom X.509 version 4
o COK ucnonb3yercs ais ayreHTugukanuu, AC HCnonb3yeTcs il aBTOPU3AINU
» PMI xak ocHoBa gy noctpoenust RBAC

o AC mo3BOJISIET CBSA3aTh UACHTU(DPUKATOP MOIB30BATENS C POISIMHU U POJIH C
MPUBWIICTUSIMU

o IlognepxxuBaer nepapxuueckue cucteMbl RBAC, mpemnocTasiisisi BOSMOXHOCTB
OOBbEIMHEHMS POJIU U TOTOJIHUTEIBHBIX MPUBUIETUN

o OrpannumBaeT rIyOMHY JEIETUPOBAHUS
* llomutuka PMI
o Hcnounb3yeTcs i1 KOHTPOJIS IOCTYIIA K pecypcaM Ha OCHOBE poOJiei
o IIpaBuiia ompeneneHus poJieu IS MOJIb30BaTEIIEN U IPUBUIIETAN 71 POJIEH

o PaznenbHble MONMUTUKY JJ1s1 CyObEKTA, HEPAPXUS POJIEH, JETIETUPOBAHUE, JIP.

m
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access
2. access request
requester

PDP

1. policy

PEP )7 13. obligations—’( obliga?ions ]
service

( subjects

J

3.request  12. response
2t 4. request = ™
notification
5. attribute
queries - context ; 9. resource E—
g 10. attributes handler content
11. response
context . R )
6. attribute *
query 8. attilbute
7c resource |
attributes
PIP
7b. environment
allributes
7a. subject
allributes

(environment l

PEP (Policy Enforcement
Point)/
AEF (authorisation
enforcement function)

PDP (Policy Decision
Point)/ADF
(authorisation decision
function)

PIP (Policy Information
Point)/AA (Attribute
Authority)

PA — Policy Authority




CBOOOIHO pacOpOCTPaHsIECMEBIC CPEACTBA A1
AuthN/AuthZ

Pa3paboTraHbl B paMkax npoekToB Internet2, FP5 u HaulmoHaIbHBIX HAYYHBIX
ceTen

+ A-Select - http://a-select.surfnet.nl/
- Shibboleth - http://shibboleth.internet2.edu/
- PAPI - http://www.rediris.es/app/papi/index.en.html

- PERMIS (PrivilEge and Role Management Infrastructure Standards
validation) - http://www.permis.org/

« SPOCP - http://www.spocp.org/

Ons GRID-npunoxeHnn
* VOMS - Virtual Organisation Management System
« GAAA Toolkit — http://www.aaaarch.org/




A-Select (1)

A-Select mpencrapisieT coO0M pacnpeae/ICeHHYI0 CUCTEMY BEO-10CTyIIa
(weblogin) ¢ ucnoabp3oBaHueM cookie

[Topaep:xuBaeMble METOAbI ayTEHTU(PHUKALTUN
« IP address
 User/password uepe3 RADIUS
- bankoBckas kaptouka (¢ pexxumoM Internet banking — SMS/TAN, Challenge generator)
« SMS (mobile phone)
- LDAP
-+ PKI (B nepcriekTuge)




KommounenTrsl A-Select
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A-Select (2)

A-Select ncnonbayet buneTbl/KBUTAHLUMK, KOTOPbIE coaepaT
nonb3oBaTenbLCkMe MaHaaTbl/yaoCTOBEPEHUS.

- EcTb ABa TMNa KBUTaAHLUUI:

« KeutaHum4, rapaHtupytowas ksutaHumio (“ticket granting ticket"), BoigaBaemasi nocne
ycrnewHon ayteHTudpmnaumm ASP, and

« KButaHuusa npuanoxenus ("application ticket"), koTopasi BblgaetTcst NpunoXeHnem,
ncnosnbayownm A-Select.
- EamHbin goctyn (Single-Sign-on) obecneynBaeTcd 3a cyeT Ha3HadeHusa bornee
ANNTENbHOro nepunoaa XU3HM Anga KBUTaHuma, rapaHTupyroLwasa KBUTaHLUMIO

- KButaHummn A-Select peannsoBaHbl Kak HE-NOCTOSAHHLIE (Non-persistent) cookie,
KOTOpblE COXpaHSATCA B bpay3epe nonb3oBaTens U BUAUMbI TOSTbKO OS5
LilerieBOro cepsuca unm cepeepa




PAPI — npocTeiiiiast cuctemMa KOTpoJisi BeO-A0CTyIIa

PAP| — pacnpeneneHHaa cuctema gocrtyna K pecypcam VIHTepHeT
- MoxeT ncnonb3oBaTbCs Kak And 0OCTyna BHYTPU pealyiMa TakK Mexay peasimamMmun
« Ucnonbayet HTTP/cookie n PKI

302+data

302+ —

Browser cook

Hcook- Lcook GPoA
Hcook- Lcook PoA




PERMIS (PrivilEge and Role Management
Infrastructure Standards)

PERMIS obecnevnBaeT aBTopmn3aLmnio Ha OCHOBE MOSINTUKU C UCMOSIb30BaHNEM
CepTtudpmkaron atpmndyrto X.509 ona xpaHeHunsa atpndyTtos/ponen
nonb3oBaTens

+ MoxeT paboTtaTb ¢ nobon cucrtemon AuthN (Hanpumep, username/pswd, PKI,
Kerberos, etc.), koTopasi obecneunsaet AuthN n BosBpaluaet atpmbyThl
nonb3oBaTens

- Ha ocHoBe ngeHtudukatopa nons3osarens (Cybbekra), Leneson cMctemol
(Llenn), [lencteuns Bo3BpallaeT pelleHne o 4OCTyne Ha OCHOBE NPUHSATON
[Monutnkm 6e3onacHoOCTN Ans 4aHHOW uenu

« [Nonutnka n atpmnbyThbl NONb3oBaTENSA MOryT ObITb 3anNpoLLEHbl COTBETCTBEHHO 13 B/1
MONUTUKM U XpaHunuLa aTpmbyToB

+ [lonntuka ocHoBaHa Ha RBAC un onucekiBaetcs B gpopme XML nogodbHon XACML

- PERMIS moxeT paboTtaTb B pexume push nnum pull (T.e., aTpnbyTbl nepenaroTcs
B PERMIS, nnn PERMIS 3anpawwuBaeT atpubyTbl OT XpaHunuwa atpmbyToB)




SPOCP (Simple Policy Control Protocol)

Hcnonp3yeT S-BbIpakKeHU JJIs IOCTPOCHUS HEPAPXUUECCKOM CHCTEMBI TPABUII
JOCTYIIA U1 POJIEH

« ITo3BosisieT 0OpabaThIBaTh MHOKECTBO POJICH U ACHCTBUIM

[Ipumep:
[Monuntuka: (role UmU admin finance) <= (role UmU admin)

3anpoc SPOCP ot noutoBoro SMTP cepsepa:
(spocp (resource mailrelay)(action mail)(subject (smtpauth roland)))

- SPOCP o6GecneunBaeT ynpoLleHHYo npoleaypy oomeHa gaHHbIMU U
3anpoca, a Takke ynpoLleHHbIN doopmaTt COObLLEHMI MO CPaBHEHUIO CO
cpeactsamm obulero HazHavyeHna XACML n SAML




ba3oBas apxutekrypa AAA

- Req {AuthNtoken, ResourceCtx,
Attr/Roles, PolicyTypeld}
* RBE (ReqCtx + Policy) =>
=> Decision {ResponseAAA,
ActionExt}

- ActionExt = {ReqAAAEXxt,
ASMcontrol}

- ResponseAAA =
{AckAAA/RejectAAA, ReqAttr,

1 JJ Policy based Authorization decision

Request/Response

Generic AAA
(RBE)

Policy ASM ReqAuthN, BindAAA (Resource,
, , Td/Attr)}
*Defined by *Translate logDecision => Action
Resource owner *Translate State => LogCondition

) A 2 N AYWAYY, A A A




GAAA Toolkit (1) — ¢popmar noauTuku

if
( AuthN == TrustDomain )
then (
if
( ResourceState == RequestResourceContext)
then (
if ((Action == actionl))
then (
if ((Role == rolel))
then (
Reply: :Answer .Message = "Permit" )
else ( Reply: :Answer.Message = "Deny, Role is not wvalid" ) )
else ( Reply: :Answer.Message = '"Deny, Action is not wvalid" ) )
else ( Reply: :Answer.Message = '"Deny, Resource is not ready" )

else ( Reply: :Answer.Message = '"Deny, Subject is not authenticated" )




GAAA Toolkit (2)

- RBE peanuzoBana Ha J2EE (mnardopma Tomcat 4.5/5)

« @opmar IOJIMTHKH
o Buyrpennuit — GAAA
o OOmen - XACML

+ ABTOMaTH4YECKasl reHepalys MOJUTUKM Ha OCHOBE TaOJIMIIbI 1OCTYHA

« dopmar coodmenuit 3anpoc/OtBeT - XACML




[Ipumepsl npoekToB - Collaboratory.nl (CNL)

Koncopiuym: DSM, Corus, Philips, FEI, TI, UVA
Co3nanue 0e30MacHOM cpejibl 1JIs1 KOOIIEPATHBHOTO BBIIMOJTHEHUS CIO0KHBIX
AHATUTUYECKHUX 3a/1a4/9KCIIEPUMEHTOB

« IIIupoxoe ucnonszoBanne XML Security, Web Services, Grid-TexHoaoruu

ApxuTeKTypa 6€301MaCHOCTH Ha OCHOBE CEMAHTHUYECKOTO OMHUCAHUS
paboThI/3a1aun

AyTeHTH(UKALUA — paclpeIeICHHAs CUCTEMA YIIPaBICHUS HACHTU(PUKAIIEH
nonb3oBarene (Identity Management) Ha OCHOBE BUPTyaJIbHBIX OpraHU3allni
(BO)

o Hcnonn3zoBanue A-Select

VYrpasieHue JOCTYIIOM Ha OCHOBE POJIEU U TTOJIMTHUKHU JIOCTYyTIa

o Apxutekrypa AAA u sa3bIK 1 ynpasieHus goctynom XACML




Aputektypa oe3onacHoctd CNL

Site Security
Services

Intnasion
Detection and
Incidert
Resvorse

Folicy
Managemernt
(AnthZ,
Privacy,
Trust,
Federation)

Service/Operational Security
Anthentication Authorisation Secue Cortext Mnditive/Togzing
and Identity (Access Contiol) Managerent arnd None
Manazenent roudiston
Palicy Expression and Ex change
Idertity! ObjectResomce TrustKey Prvacy Policy
Federation Policy Authonsation Managerment
Policy Polcy

User
Marnagenernt

Messaging Security. SOAP/WS- Security

Key
Marnagenernt

CommunicationTransport Security: SSL/TLS, SASL, VPN, IPSec, etc.

Ycayru 0e30macHOCTH y3Jj1a

VYnpasnenue kimouamu PKI, YipaBnenue nosb3oBaTensiMu, YpaBieHUE MOJIUTHKON Oe30macHOCTH, OOHapyKeHHE
BTOpPKEHUI B ceTh U PearnpoBanre Ha MHLMJIEHTHI O€30I1aCHOCTH

YpoBHHU yCayr 0e30MacHOCTH

1 - CeTeBoii/TpacnOpTHBIN
BKJIFOYAET CEPBUCHI O€30MaCHOCTH
CETEBOI0 YPOBHS

2 — be3onmacHOCTb COO0LICHUM
obecmeunBaeT 0€30MacCHOCTh
nepenauyn XML-cooOmieHuit

3 — [HoauTHka 0€30MaACHOCTH
obOecreunBaeT MPUMECHECHHE
TOJUTUKU 0€30MaCHOCTH
PECYpPCOB WJIM ACCOLMALINK JJIs
KOHKPETHBIX YCIYT O€30MacHOCTH

4 — OnepauuoOHHbIE CEPBUCHI
0e30macHoOCTH
BKJTIOYACeT 0a30BBIC/KOHEUHBIE
CEepPBHUCHI 0€30MACHOCTH, BKJIFOUAs
AuthN, AuthZ, ay nut



CNL: IToccTpoeHe 0€30IIacHOCTH Ha OCHOBE
ONKCAaHMS PaOOTHI

JobDescr IImannpoBIuK

e I B

3akas sJob# Schedule

0 — > Job Attributes

rder .

Descr Job Priority
O IToxcucrema
sUser list 0e30ITacHOCTH
*User roles/attr *UserDB
*Admin RBAC *Policy

* Onmucanue padotsl JobDescr sIBIIETCS CEMaHTHUUYECKUM 00OBEKTOM, ONPEACSIIOIINM
arpuOyThl PaboThI, [lons30Baresns u [loautrky 0e30macHOCTH
o TpeOyeT TexHonoruu 6e3omnacHoctu XML, moCTpoeHHBIE BOKPYT CEMaHTUYECKOTO
oObeKTa
- JloBepuTeNnbHBINA TOMEH onpesenseTcs ouzHec-coramienrneM (BA - Business

Agreement) i cornamenuemM o gosepuu (TA - Trust Agreement) nmocpencTsom
COK/PKI

) A 2 N AYWAYY, A A A



CNL: IIpoueccer AuthN/AuthZ

User

UserAdmin
@ PEP/AuthZ — npunumaert 3anpoc
Dieirbused A ot Pecypca wnu [lonp3oBarens

Services
Authentication/ldentity U B CTaHﬂapTHOﬁ q)opMe
management
nepenaet ero PDP/PBE

PDP/PBE — npyHuMaeT pemeHue o
JOCTYIIE Ha OCHOBE 3arpoca
(CyonbekT, Pecypc, [eiicTBue) u
[TonmuTrku

RBAC/PMI AdminlF

Ly 0

UserDB

e s i — = = = = = b ———n

CNL

| "

| Collaborative
| environment
I

I

I

AuthN < '
AuthN/SSO i
- [dCheck APLlServlet User

|
- Federation _H P WeblF

- userld
- userAttributes

—

JobDescription

UserDB — xpanut nndopmaruio o
nonb3oBarene A1t AuthN
(maponb, COK) u
aTpuOyTHI/POITU TOJIH30BATENS
i AuthZ

PolicyDB — b/l nonutuku
0€30MacHOCTH AJIs Pa3IMYHbIX

pecypcoB

RBAC/PMI AdminIF —
aIMUHHUCTPATUBHBIN
uHTepdeiic s ynpapineHus
JIOCTYTIOM T0JIb30BaTEIICH

- job#/BA
- category/credit
- userld/attributes

PDP/PBE/AuthZ

Request

PEP/AuthZ

Resource
B
WeblF

|
|
|
I
1
| Y
I
1
\
I
|
I

control

Resource
(instrument or

Policy defined by storage)

Resource (owner)




FileA/
DocA

—| ¢/mnd

[Tons3o0Barens A
(3Haet pubK B)

XML
Docl

udp.

pubK B

ammdp.
daiin
(pubK B)

Mudposars
OTIpeel.
4acTh JJIsI
OTIpeel.
MoJTy4aTesis

Ilonb3oBarens A
(3naet pubK B,C, D)

Sammdp.

oTpeed.

qacTu
C

[ITudpoBanue daitna u XML-mmdpoBaHue

Hemudp|

FileA/
Doc
User B

privK B

Hemmdp
C

privK B

/
~

Docl

Jemmdp
C

privK C

Docl

Tonbko nonp3oBaress B
MoeT npountarh FileA
npu nomouu privk B

ITonb30Barens B Mmoxer
npoounTath Bech Docl u
nemu@poBarh TOIBKO
yacTth B

[Tonw3oBarens C MOXKeET
npoouynTars Bech Docl u
nemudpoBaTh TOJIBKO
gacTb C

J171s1 MHOTO-TIOJIb30BaTeNIbCKOro mudpoBanust Document MOXKeT copepsKaTh KIIIOU Uil e paiiu
(CUMMETPUYHBIN WK aCUMMETPUYHBIN), 3amudpoBanHbii pu oMoy OK Bcex 1eneBbIX nomyyareneit




CBsi3pIBaHHE aTpUOYTOB ¢ JOKYMEHTOM npHu oMoy XMLSig

Signed selected
parts

SigB

XML Signed selected Signed selected Signed selected
Docl/ parts . parts parts
JobDescr _— SigB SigB SigB
— | | siec - :
XMLSigA 2 SigC
SigD
[Tonb3oBarens/ , , .
XMLSigA XMLSigA XMLSigA
cucrema A
co3naroT XML
Docl u
TIO/IITUCHIBAIOT
ero ¢ SigA Hons3oarenu B, C, D moanuceIBaroT onpeneacHHble YacT

JIOKyMEHTa CBOMMHM CeKpeTHhIMU Kitouamu privK B, C, D
* HoBas undopmanus MokeT ObITh J0OaBJICHA U JOKYMEHT
MOJAMUCAH B L[ETIOM
[loanuce MOXKET TakKe BKJIIOYATh APYTUE MOANUCH

XML Signature mo3Bojs€T NOANUCHIBATh OTACIbHBIC YACTH JOKYMEHTA
*  OcHoBa asa ayTeTudHOCTH U 1esaocTHocTH (Integrity and Authenticity)

*  Cps3pIBaHue aTprOyTOB 0E30MACHOCTH U MPaB C JOKYMEHTOM HJIM €r0 YaCTAMHU

> || sigC

SigD

XMLSigA

XMLSigA

‘ Sigh—  sigD
Sigd

I

[Tosmyuarens mpoBepsieT
uenoctHoctb XML Docl
ITOCPEACTBOM KOHTPOJIS
M(pPOBBIX MOANUCEN




[ Ipumeps! nipoektoB —EGEE

JRA3 — Security Architecture and Services

Craryc:
* OmnpeneneHue TpeOOBAaHUN M HAYAJIO CO3/IaHUS TPOTOTHUIIA

[Ipennoxenue:
* IToTOKOJIBI TPAHCIIOPTHOI'O YPOBHS M YPOBHS COOOIIIEHUI
e SOAP over HTTPS unu SOAP-XML Security over HTTP
- JlemerupoBaHue
e WSDL PortType

* Ilomutuka 6€30MaCHOCTH
o CBsa3biBaHue ¢ [ pua-cepsrucamu Ha ypoBHe onmcannss WSDL
o KomMOMHHpOBaHME MOJUTUK PECYPCOB U BUPTYAIbHBIX OpraHU3aIIH

o Hurepdeiic anMuHUCTpaTOpa NOJIUTUKU
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CnopaBoyHas HH(DOpMAIIHS

- Komnonentsl XML Security
- XML Web Services

« WS-Security

« OGSA Security




KoMnoneHnTsl 0e3onacHoctr XML - mpr1okeHAM

- XML Signature
- XML Encryption

- Jlexnmapanuu 06e3onacHocTy (Security Assertions)
o« SAML (Security Assertion Mark-up Language)
o XrML (XML Right Mark-up Language)
e XACML (XML Access Control Mark-up Language)

- XKMS (XML Key Management Specification)
* ApXUTEKTYpHBIC paCIIMPEHUS

o Web Services Security (WS-Security)
o OGSA Security




OcHoBHBIC 4epThl XML-noanucu

DyHaaMeHTaIbHAsA YepTa: BO3SMOXHOCTD IOJANUCHIBATH OTACIILHBIE YaCTH
JIOKYMEHTA TaK K€ KaK U 1IEJIbIM JOKYMEHT.
* XML-10KyMEHT MOXET UMETH JJIMHHYIO UCTOPULO, IIPU 3TOM PA3JIUYHBIE YACTH

HOKYMCIIHTA MOTI'YT CO31aBaTbCs 1 BU3BUPOBATHCA PA3JIMYHBIMHA CY6B€KTaMI/I U B
Pa3JINIHOC BPCM:I

« Paznnunsie CTOpOHI)I/ CY6BCKTI)I MOT'YT UMCTb ITOJIHOMOYHUA ITIOAIIMCBIBATD TOJIBKO
pa3JIM9HbIC 9HaCTH JOKYMCHTA

* 1103BOJISIET COXPAHATH LETOCTHOCTh OAHUX YaCTEW JIOKYMEHTA U UMETh
BO3MOXXHOCTb U3MEHSATH JPYTHME YACTH JJOKYMEHTA

* [T03BOJISIIOT MPUCOEIUHATH MAPKEPHI/MAHAATHI O€30MACHOCTH K JIOKYMEHTY B
OTJIMYME OT UCIOJIb30BaHUS O€30MaCHOTO COCTUHEHUS KIIMEHT/CEPBEP

« XML-noanuce o0ecrieunBaeT CEPBUCHI O€30IIACHOCTHU JIJIs IIPOTKOJIOB,
OCHOBAaHHBIX HAa XML

e A Tax)Ke OCHOBY JJIsl BKJIFOUEHHUS UH(POPMAIIUHA O COCTOSTHUM




Crpykrypa XML-noamnucu

<Signature ID?>

<SignedInfo>
<CanonicalizationMethod/>
<SignatureMethod/>
(<Reference URI? >
(<Transforms>)?
<DigestMethod>
<DigestValue>
</Reference>)+
</SignedInfo>

<SignatureValue>
(<KeyInfo>)?
(<Object ID?>)*

</Signature>




Pacmmpenune apxutekrypbl XML-0e30macHOCTH

WS-Security (Web Services Security)
 Pacmmpenus k popmary coobmenuit SOAP (Simple Object Access Protocol)

o CraHmapTHBIC 3aTOJIOBKH /I ayTeHTU(DUKAIIMN U aBTOPU3AIUH, ayUTa, aCCOIMAIIHIMI
0€30macHOCTH, MPUBATHOCTH

— (OOMeHa ynocToBepsroIuMu MangaTamu/mMapkepamu B popmare X.509 PKC, SAML, XrML, XCBF
o Iludposas noanuck, mudpoBaHue

* IIpoTOKOIBI AJIs1 CHHXPOHHOT'O M CHHXPOHHOTIO 0OMEHA COOOIIEHUSIMU U OpTaHU3allUuU
MEKJIOMEHHBIX KOOTIEpaTUBHBIX BeO-cepBuCoOB

OGSA Security (Open Grid Services Architecture)
- ITocTpoena Ha ocaoBe WS-Security
* DYHKIMOHAJIBHOCTH JIJIS CO3JaHUs BUPTYyaabHbIX opranuzanui (BO)

o JlenerupoBanus nonHomouni (credentials) u penepanus uaeHTUPUKATOPOB CYOBEKTA

e AHOHUMHOCTB/ IMPUBATHOCTb, aCCOMAINU JIJIA YIIPABJICHUA JOCTYIIOM

- Tlognep>kka TpaH3UTUBHBIX MIPOILIECCOB C KOHEUHBIMU COCTOSIHUAMM (transitional stateful
processes)




Liberty Alliance u ceTeBas naeHTUPHUKALIUA

Liberty Alliance Project (LAP)

LAP BBOAUT MOHATHUSA HpoBaiiepa uaeHTudukamnuu (identity provider) u kpyra
noBepus (trust circle)

LAP obecnieurBaeT NOJTHBIA KOHTPOJIb 32 CBOUM HJICHTU(DUKATOPOM U
accouranusaMu/pegepaunsiMu, KOTOPbIE MOTYT CO3/1aBaThCs MpOBaliepamMu
UJICHTU(PUKAIUY — HA OCHOBAHUU MPEIBAPUTEIILHOIO COTJIACHS TTOJIb30BaTEIIsS

LAP ucnionbzyer SAML u pacmmpsieT ero HOBbIMHU 3JIEMEHTAMM U ITPOTOKOJIAMH

LAP onpenensier Tpu Mojienu noBepus, ocHoBaHHble HAa PKI nnu OuznHec-
OTHOIICHUSX: B3aUMHOE, Yepe3 MOCPEAHUKA-OpOKEpa U CpeIn COOOIIEeCTBA

OcnoBnble pynkuuu LAP: ®enepanus uaeatudukanuu; [Ipeacrapienue
npoBaiiiepa uaeHTU(UKAIMN; ayTEHTU(PUKALIMS, UCII0JIb30BaHUE MICEBIOHUMOB
U MOJIJIep)KKa aHOHUMHOCTH; I100aIbHBIN BBIXOJ U3 CUCTEMBbI




Apxutektypa Ha ocHoBe XML Web Service

Service Oriented Architecture
e Omnucasue HA OCHOBE

WSDL (Web Services
Description Language)

e (OOMEH COOOIIEHUAMHU B
dbopmare SOAP nipu
MTOMOIIIHA IIPOTOKOJIOB
HTTP, SMTP, TCP, etc.

e [IyOnukamusa u mOUCK
nocpeactsoM UDDI

Discovery
Agencies

Find/Publish

Interact

Beb-cepBuc — nmporpammuas cucrema, uaeHrupunupyemas URI, uatepdeiic BHENIHETO
nocryma koropoi and bindings onuceiBaroTcs mpu oMo XML. [Ipyrue
IPOTPAMMHBIE CUCTEMBI MOTYT OOHApYy>KMBAaTh U B3aMMOJICCTBOBATh ¢ BeO-cepBrcamu
B COOTBETCTBUU C UX ONMCAHUEM HA OCHOBE UCIOJIL30BaHUA XML-coo01enmii
MOCPEJICTBOM MPOTOKOJIOB THTEPHET.

) A 2 N AYWAYY,



Claims

ey

Policy

.......

Security
Token

Requester

Monaear Oe3omacHocTH Web Services

.......

g

Paolicy
acurity
Token
Service | Security
Token
Y Policy
Web
Service .
Security
Token

Claims I

Claims |

Security token types
*Username/password
*X.509 PKC
*SAML
*XrML
*XCBF

WS-Security: describes how to attach signature and encryption headers to SOAP messages. In
addition, it describes how to attach security tokens, including binary security tokens such as
X.509 certificates, SAML, Kerberos tickets and others, to messages.

Core Specification - Web Services Security: SOAP Message Security
http://www.oasis-open.org/committees/download.php/1043/WSS-SOAPMessageSecurity-11-0303.pdf




WS-Security: Pacimupenus k popmary SOAP

3aromoBok SOAP (Header)

Mapmipytuzanus SOAP (Routing)

Mapxkepsl/mManaarsl (Security token)

Hudposas moanuch

DigSignature description:
Normalisation
Transformation

Signed elements

DigSignature value

Ref to DSign Sec token

Conepsxanue coobmenust SOAP
(SOAP Payload)

URI: http://schemas.xmlsoap.org/ws/2002/04/secext

[IpocTpancTBa uMeH, ucnosyibdyembie B WS-Security:

SOAP S http://www.w3.0rg/2001/12/soap-envelope

XML Digital Sign ds http://www.w3.0rg/2000/09/xmldsig#

XML Encryption xenc http://www.w3.0rg/2001/04/xmlenc#

XML/SOAP Routing m  http://schemas.xmlsoap.org/rp

WSSL wsse
http://schemas.xmlsoap.org/ws/2002/04/secext

DeMeHThI 0e301aCHOCTH

+ 3aroJioBoK OonpecACIIsICT KOHCYHOI'O
HOJIY‘-IaTeJ'I}I/ HUCITOJIHUTCIIA

¢ I[OHYCK&IOTCSI MHOKECTBECHHBIC 3ar0JIOBKH/ I[MOJIy4aTCiin

*  HoBrI€e 3aroj1oBKu




Apxutekrypa 0e3omacHoctd OGSA Security

— secr e | | Acesnconve o
y
Conversations ( Single Logon ) Enforcement Non-repudiation
Anti-virus
Management
Policy Service / End-point Mapping Authorization Privacy
Policy
Management Heles Policy Policy
(authorization,
pﬂVle. -f g)
federation, etc) - o
w c
Policy Expression and Exchange ; 2
2|l &
User % Q
Management = g’
(=]
. Bindings Security
ay
Management (transport, protocol, message security)

Security Component Layering

IToctpoena Ha ocHoBe WS-Security




Proxy Certificate Profile

- Impersonation — used for Single-Sign-On and Delegation
« Unrestricted Impersonation
« Restricted Impersonation defined by policy

+ Proxy with Unigue Name
o Allows using in conjunction with Attribute Cert
« Used when proxy identity is referenced to 3" party, or interact with VO policy
Limited validity time — approx. 24 hours

Proxy Certificate (PC) properties:

It is signed by either an X.509 End Entity Certificate (EEC), or by another PC. This EEC or
PC is referred to as the Proxy Issuer (PI).

It can sign only another PC. It cannot sign an EEC.
It has its own public and private key pair, distinct from any other EEC or PC.
It has an identity derived from the identity of the EEC that signed the PC.

- Although its identity is derived from the EEC's identity, it is also unique.

It contains a new X.509 extension to identify it as a PC and to place policies on the use of
the PC. This new extension, along with other X.509 fields and extensions, are used to

enable proper path validation and use of the PC.

m
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Reference: PKI Basics

PKI (Public Key Infrastructure) — MadpacTpykTypa oTKpbIThIX Kitodeh (M1OK)

« Cas3biBaeT uaeHTUhUKaTOp (MMsi coocTBeHHOE, distinguished name) cyObekTa ¢
€r0 OTKPBITHIM KJITIHOYOM

* OcnoBa MOK — Ceprudukar orkpsitoro kiatoda (COK, PKC - Public Key
Certificate)

e CRL — Certificate Revocation List
« Kommorentsr MOK

« Identification Service (IS)

o Registration Authority (RA)

o Certification Authority (CA)

 Certificate Repository (CR), normally built on LDAP




Reference: PKC vs AC: Purposes

-+ X.509 PKC binds an 1dentity and a public key
« AC is a component of X.509 Role-based PMI
o AC contains no public key

« AC may contain attributes that specify group membership, role, security clearance, or
other authorisation information associated with the AC holder

o Analogy: PKC is like passport, and AC 1s like entry visa
« PKC 1s used for Authentication and AC is used for Authorisation

— AC may be included into Authentication message

- PKC relies on Certification Authority and AC requires Attribute Authority (AA)




PKC vs AC: Certificates structure

X.509 PKC
Version
Serial number
Signature
Issuer
Validity
Subject
Subject Public key info
Issuer unique identifier
Extensions

AC

Version

Holder

Issuer

Signature

Serial number
Validity
Attributes

Issuer unique ID
Extensions




X.509 PKC Fields and Extensions — RFC 3280

X.509 PKC Fields

«  Serial Number

* Subject

*  Subject Public Key
«  Issuer Unique ID

*  Subject Unique ID

X.509 PKC Fields

«  Private Extensions
. Authority Information Access
. Subject Information Access

Custom Extensions

X.509 PKC Extensions
- Standard Extensions
. Authority Key Identifier
. Subject Key Identifier
. Key Usage
. Extended Key Usage
. CRL Distribution List
. Private Key Usage Period
. Certificate Policies
. Policy Mappings
. Subject Alternative Name
. Issuer Alternative Name
. Subject Directory Attributes
. Basic Constraints

. Name Constraints




AC Attribute Types and AC Extensions

AC Attribute Types
Service Authentication Information
Access Identity
Charging Identity
Group
Role
Clearance
Profile of AC

AC Extensions

Audit Identity

. To protect privacy and provide
anonymity

. May be traceable via AC issuer
AC Targeting

Authority Key Identifier
Authority Information Access
CRL Distribution Points




