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ESX Server
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System § ; < System
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Agent flow from where it was inspected again
Gate intercepted

- Packet passed firewall

inspection and is sent
back to the Agent

i
l HH softwareblades™ ©2010 Check Point Software Technologies Ltd. | [Confidential] For Check Point users and approved third parties | 15



3a|-|-W|Ta YPOBHHA 2 B AMHAMUN4YeCKUNX L] Check Point
c penax SOFTWARE TECHNOLOGIES LTD.

ESX ESX 2

Connection initiated from
2111t021.1.3

Security API

vSwitch

Security API

vSwitch

Sync

Ext

Ext

i
I " softwareblades~ ©2010 Check Point Software Technologies Ltd. | [Confidential] For Check Point users and approved third parties | 16



3aI-I-I.I/ITa YPOBHHA 2B ANHaMn4ecCckKux = Check Point
c penax SOFTWARE TECHNOLOGIES LTD.

ESX 1 ESX 2
S Connections related with S
2.1.1.3 will be marked that
2141 2.1+t 2.1+t they are handled by ESX 1 2.1+t
= \ ----------------------------- >
VM is migrating
to ESX 2 -
- Ext .
Security API Security API

Ext Sync Ext

i
I " softwareblades~ ©2010 Check Point Software Technologies Ltd. | [Confidential] For Check Point users and approved third parties | 17



3awmTa ypoBHSA 2 B AMUHAMUYECKUX

cpepnax
ESX 1

Existing
connection

Securi ly API

Q, Check Point

SOFTWARE TECHNOLOGIES LTD.

ESX 2
L. ‘I?’. T.
Ext Ext Security API
Packet
forwarded to
ESX 1
Ext Sync Ext % -73 ’
Packet not
forwarded

"
|| " softwareblades™

©2010 Check Point Software Technologies Ltd.

| [Confidential] For Check Point users and approved third parties | 18



(-1 Check Point

SR SOFTWARE TECHNOLOGIES LTD,

OemoHcTpauusa Anti-spoofing

VM 2.1.1.5
Tries to spoof
WithVM 2.1.1.1 IP

Security API

vSwitch

Xw_

I Packet dropped I

] '
II i softwareblades™ ©2010 Check Point Software Technologies Ltd. | [Confidential] For Check Point users and approved third parties | 19



NpocToe BHegpeHue

' Check Point

SOFTWARE TECHNOLOGIES LTD.

3awuTuTe BUpPTYanbHYyO cpeay, YyCTaHOBUB

noarotosneHHyo BM

ALTMANH-A68B16D - vSphere Client

File Edit View Inventory Administration Plug-ins Help

ﬁ E ’Q Home b gF] Inventory D Eﬂ Hosts and Clusters
+ +
& & g5

IS

172.23.5.44 ¥Mware ESX, 4.0.0, 171294

= @ ALTMANH-A68B16D
= H_Datacenter

172.23.5.43 Tasks & Events | Alar

Virtual Machines ' Resource Allocation ' Performance

Getting Started - Summary Configuration

@ flo_mgmt Hardware Yiew: virtual Switch  Distril it
&) H_RHELS_4 iew: | Virtual Switch  Distributed Virtual Swﬂ:chj
G H_RHELS S Processors Networking
S| |172.23.5.44 Memory
{3 RHELS_1 Storage .
() RHELS_2 3 yirtual Switch: vSwitchd Properties...

al Adapters
@ vmnic7 100 Full L]

* Deploy O¥F Template

Source
Select the source location.

Standard Open
Virtualization Format
(OVF) virtual
appliance

& Deploy from file:

|F:\avatar_lastisG_R7OVE.ovf

;] Browse... I

Choose this option if the source OYF template (*.ovf) is on the local file system. RemoverSMpToportiest:s
For example, your C: drive, a network share, or a CD/DVD drive. 3l Adapters

8 vnico =

" Deploy from URL:

Choose this option to download the O¥F template from the Internet and enter a Remove.uohropeties.
URL such as http:fjwww.example.com/template.ovf al Adapters

3 vmnict 1000 Full  G3

Remove...

Cancel I

Physical Adapters
Aﬂ Mo adapters
=

< Back Mext =

Help I

| Wirtual Machine Port Group

Properties. ..

A
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BHeapeHue - pexxum Layer 2

ABTOMaTn4yeckn — He TpebyeTtcs N3MeHeHNn CETEBbIX

HacTpoeK
Yirtual Switch: _cp_private_vSwitch Remove... Properties...
Virual Machine Port Group Physical Adapters
(3 _cp_private 9_ Mo adapters
= 1 virtual machine(s)
SG_R70VE @

» 3aliuTta BCEX BUPTYasibHbIX MawnH Ha cepBepe ESX

» Ko Bcem BMpTyanbHbIM CETEBLIM KapTaM noaktovaetcs fast path
agent

» CospaeTtca HoBbINM VSwitch ¢ nmeHeM _cp_private_vswitch
» CospgaeTcsa HoBaga rpynna nopToB C UMEHEM _Cp_private

» Security Gateway VE nogkntoyaeTcsa K rpynne nopTosB cp_private
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BcTpoeHHasa 3awuTa ana guHaMmnyecknx cpen

Security API

v s Cuasi

Event sent to VE
informing of new VMs

ESX Server

VE attaches the Fast Path
Agents on the vNICs of
the new VMs

VE installed

Service Console

1)

VE retrieves
information on
VMs/Port
groups/vSwitches
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T'Mbkas 3awuTa BUpTyaJibHbIX MaLUUH

Onuunn HacTpounkn Fast Path Agent

» Bypass: [lakeTbl npoxoaaT 6e3
NPOBEPKU

» Secure: [1akeTbl OTNPaBNAITCS Ha
wino3 VE

» Block: NakeTbl cOpacbiBatoTCcs

» Monitor-only: AHanns 1 reHepauus
coObITUN MO nakeTam, 6e3 nx
ONOKNPOBKMU
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YHUpnumpoBaHHOE yrnpaBneHne pusndeckumm v

BUPTYaJibHbIMU CpeaamMmm

T |Q 2 Firewall | 723 NaT | i 1PS | B30 Anti-Spam & Mail | £} Anti-virus & URL Fitering | 3% sstven | @ 1psec ven | BB} qos | FE1 Deskeop | sktap |
= T 3 Overview
E" i [] Enforcing Gateways
: &= Profiles
== Protections IPS provides protection from network, application and web attacks. .
@ Network Exceptions Slngle CO”SOle for
¥ Download Updates - —
£ Folow Up IPS inMy l]rgamrzratmn I PS
24 gateways are enforcing IPS
3 profiles are configured
Profile  ~# 1PS Mode Activation GWs
[Z connectr... Prevent @ Manual 3 GWs
B Default_... Prevent {E} IPS Policy 17 GWs
2 recomm... Prevent ) IPSPolicy 4 GWs B View Events @ Manaad
Security Status
MNumber of events handled by IPS during the last: O Hour & 24 Hours O Week (O Month
aciics [ |
[] Detected
anvign |
. Prevented
e
. Average in My
il Low l Organization 8
0 40 80 120 160 200 240
Last updated on Friday, Nov 27, 2009 20:03:23 Refresh
@ e
[
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dukcaymsa n aygnt codbITUn BUPTyanmsauum

v|'

B8 Record Details

€D Previous

€D Next

[Z) Copy

| VPN-1 Power/UTM

Product

Eve Date
Time

Eve Number
Type

Eve Origin

Eve

Eve Source
Destination

Eve Service
Protocol

S5, Interface

Source Port

Policy Name
Policy Date
Policy Management

== VPN-1 Power/UTM Action
24Mov2009 Rule
19:31:28 Current Rule Numb
348011 Rule Name
Log Usel
Ayvatar
Information

ESX logs integrated
into Check Point
management

Event received from ESX:
Message on RHELS 2 on
Inter in ha-datacenter: Do not
forget to install the YMware
Tools package inside this
virtual machine: wait until
your guest operating system
finishes booting, then choose
VM > Install Vi ware
Tools3E and follow the
instructions.

abork | Close [ I

(I‘
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Secure Gateway Virtual Edition — Containers

11/ The following products are based on the Software Blades architecture

Security Gateway VE Container

Specifications

Container Price

For Security Gateway VE on a Virtual System

SGVE4801
@ [ &> with up to 48 cores $6,000
SGVE1601 For Security Gateway VE on a Virtual System $3.000
@ 3 £ with up to 16 cores ’
SGVES801 For Security Gateway VE on a Virtual System $2.000

with up to 8 cores

0 The Firewall blade is included in the Security Gateway container price
[0 Additional software blades can added separately
0 Gateways are licensed based on number of available physical cores.
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