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Background
O cebe

- CCTLD Registry Manager

> Joined “Internet” Community in 1984

> Became ccTLD Manager in 1996 for .IO

> Run back end Registration services for multiple ccTLD Registries
> EPP, IDNs, DNSSEC and IPv6
> Real time updates and fully automated
> Open registration policy

« Perucrparypa HalMOHAJIbHBIX JIOMEHOB BEPXHETO

YPOBHS

> B 1984 rogy npucoeanHuncs K NHTepHeT-coobLecTBy
> B 1996 ctan aaMnuHUcTpaTopoM gomMeHa .10
> ObecneunBaeT “back end” permcTpaunMoOHHbIX YCNYr U ANst MHOMUX
apyrmux Perncrpartyp:
> EPP, IDNs, DNSSEC un IPv6

> [MONIHOCTbIO aBTOMAaTU3MPOBaHHblE O6HOB/IEHUS B peXume
peanibHOro BpeMeHwu
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How was CommunityDNS created?
Kak co3zgaBanca CommunityDNS?

- Name Server Services
> Our ccTLD Registry Registration services require Name Server
architecture

> OS and Platform diversity is good thing - as a Registry we run BIND,
NSD and built our own Name Server platform - called CommunityDNS

> Performance of CommunityDNS 10x faster than BIND and 8.3x faster
than NSD. (Not tested UnBound).

> CENTR ccTLD Registry members asked if we would provide Name
Server services to their ccTLD.

> Community DNS Ltd created as legal entity in 2007 - today 102 TLDs
on platform.

- Ycnyrn oHC cepBepoB
> Ycnyru perncrtpauun tpebytot apxmutektypy AHC cepBepos

Ncnonb3oBaHMe pasfiniHbIX OMepaunMoHHbIX CUCTEM XOpowas Bellb -
Hawa PernctpaTtypa ucnonb3lyet BIND, NSD, a TakXxe co3gaHa
cobctBeHHas nnatdopma AHC cepsepa - CommunityDNS

> CommunityDNS pa6otaeTt B 10 pa3 6bicTpee BIND u B 8,3 pa3sa
bbicTpee NSD (He TecTuposancsa UnBound)

> YneHbl opraHmsaumm CENTR nHTepecoBanncb, MOXeEM NN Mbl
npenoctasnTb UX Perncrtpatypam ycnyrm [JHC cepsepos

> B 2007 6bina co3aaHa koMmnaHmsa Community DNS Ltd n Ha cen aeHb 3
obcnyxueaet 102 PeructpaTtyp
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Authoritative Servers close to users
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Publicize statistics in Real time
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Emerging CIS Registries — IPv4 and IPv6
Pernctpatypam CHI - IPv4 u IPv6

- Ho

>
>

>

>

- Pa3MectuTte cepsep n nonyumnte AHC noaaepxky (v4
n ve6) becnnaTtHo

>

>

>

st a server - get v4 and v6 DNS resolution free

Anycast is about having authoritative DNS data as close to the user as possible
Why free - limit the impact of the “bad” guys on normal ccTLD operations

We host 102 TLDs (132 million names) most are FREE as our goal is to improve
resiliency and distribution of accurate data.

Handle around 70,000 queries per second (approx 5 times more than a ROOT
servers) — Approx 6,000 million per day — some are DNSSEC

Goal to deliver global DNS data to your country to improve YOUR user’s
experience.

TexHonormns Anycast - 3To pa3MeleHne 40CToBEPHbIX AaHHbIX JHC Kak MOXHO b6auxke K
nosb30BaTento

NMoueMy 6ecnnaTtHO - orpaHUYMBaEeT BAMAHME "MI0XMX" NapHen Ha HOPMabHYHO
AesTeNIbHOCTb IOMEHa BEpPXHEro ypoBHS

Mbl pa3mewaem 102 TLD (132 MAH nMeH) 1 601bLWNHCTBO U3 HUX 6ecnnaTHO, NOCKObKY
Halen uenbto ABASETCsS MoBbllWeHWe 0TKa30yCTOMUYMBOCTMN U pacnpesesieHne TOYHbIX AaHHbIX
O6pabaTbiBaem okono 70000 3anpocoB B cekyHAy (nNpumepHo B 5 pa3 6onblue, yeMm
KopHeBble cepBepbl) - Okono 6000 MNH. B AeHb - HekoTopble N3 HUMX DNSSEC

Hawa uenb - goctaBka rnobanbHbiXx AaHHbIX AHC B Bawy cTpaHy, 4Tobbl yy4YlWnNTb ONbIT
BalWlMX Nosb30BaTeNnen
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Help us, Host a server, Help your TLD
[ToMmormnte HaMm, pasMecTuTe y cebs cepsep, nomorute [1BY

- Host a server for us and we will carry your ccTLD

> Anycast is about having multiple servers in multiple locations giving the
same authoritative information to YOUR users

> Improves your response times
> Distributes your load
> Added resilience and redundancy
> Limit the impact of the “bad” guys on normal operations

- PasmecTtute y ceba Haw cepsep, U Mbl NpefoCTaBUM CBOMU
ycnyru sawemy TLD

> TexHonormsa Anycast no3BonseT UMeTb HECKOJIbKO CEpBEPOB B Pa3/IMYHbIX
MecTax, obecneymBasi Noab3oBaTeNeEN TON Xe A0CTOBEPHOMN MHGOpMaLmen
> CokpallaeT BpeMs noayvyeHusa oTBeTa
> PacnpeaensaeT Harpysky
> YBenumumeaeT YCTOMUMBOCTb U HALEXHOCTb
> OrpaHunumBaeT Bo3aencTBusa "nnoxmx" pebat Ha HopManbHYO paboTy AOMeHa
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Secure DNS is about network monitoring
HapnexHbin DNS o3HayaeT MOHUTOPUHI CeTun

- Anycast service delivery

> Managing Anycast cloud represents approximately 30% of the job and is
technically relatively easy.

> 70% is network monitoring, looking for “bad” guys who seek to change
DNS data for personal gain.

- Ycnyrmn Anycast

> YnpasneHune obnakom Anycast npeacraenset cobon npumepHo 30% paboThl
N TEXHUYECKU CPaBHUTENbLHO NPOCTO

> 70% 3aHMMaeT MOHUTOPUHI CETU B NOUCKaX "Mioxux" napHen, KoTopble
XOTAT n3MeHnTb AHC gaHHbIE ANnsg TUYHOW BbIroA4bl

Network Monitoring

___ Suspicious Activity Monitoring E Worm Activity Monitoring | 3 Anomaly Monitoring
E =) adg'rg:spaxa:g:g i~ Locate the Attack Source - HTTP traffic anomaly

- Node Name Changed - Propese a Solution and Advising - ARP storms

- New NIC installed - Alexting ( 2 level alert) 5 TCP storms

| Portable Network Monitoring | | Remote Network Monitoring | | Network Security |
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Monitoring 24/7/365

https://stats.communitydns.net/mrtg/0.0.0.1/
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Check ALL servers are “"UP” @
[MpoBepuTb, UTO BCE cepBepa paboTatoT

- ALL of your Name
Servers are monitored

ac. (ac.) : ot
== =/ > Nagios type statistics web
Status| Services|Actions _ interface
- Tk QRN > Alerts sent by email to specified
— S— contacts describing outage
w1k
ek [Q - BCE Bawu AHC cepBepa
TS KOHTPOJIUPYIOTCS
okm Q. > Beb-uHTepdenc ctaTucTmkm Tmna
- Lo Nagios
ns1.communitydns.net. - 10K > TpeaynpexaeHusi ¢ onncaHneMm
( npobnembl OTNPaBAAKOTCS MO
I&M - 3M1EeKTPOHHOI NoyTe Ha

YKa3aHHbl€ KOHTAKTbI
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Data integrity check — SOA checks
[lpoBepKa UeNIOCTHOCTU AaHHbIX - SOA npoBepKu

e e | - Checks ALL of your

a.nic.ac.

2ot Name Servers serving
b.nic.io. the SAME data
b.ns13.net.
nsl.communitydns.net. | 2009012803
ns3.ich.co,uk. 2009012803
Anycast Instance ) Serial by
Chicago 2009012803
2009012803
2009012803
2009012803
2009012803

2009012603 - [lpoBepseT Bce Bau

2009012803

2009012803 .D.HC cepBepa

2009012803

2009012803 obcnyxuearwlLime

2009012803

2009012803 OANHaAKOBblE AAHHbIE

2009012803

2009012803

2009012803
2009012803
11
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Anycast - each server requires careful monitoring
Anycast - Kaxabl cepeep TpebyeT MOHUTOPUHIA

- Check ALL servers are in
Sync.
> Multiple servers same IP address

— s > Ability to query each server for
anic.ac. accuracy

a.nsli.net.

Anycast Instance
Vienna
Chicago

- [lpoBepsaeT BCe nu
cepBepa
CUHXPOHU3NPOBAHDI:

> Heckonbko cepBepos ¢ ogHUM IP
ajpecom

> B0O3MOXHOCTb 3anpoca Kaxaoro
cepBepa Ha TOYHOCTb AaHHbIX
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Daily activity Management Statistics
YnpaB/ieHne CTaTUCTUKOWN exeaHEBHOW aKTUBHOCTM

- Historical
i"P.‘“e".’WY’i o 18:07 28-)an-09 - Zone Updates - day Stats ’
2009-01-28 “a:m_;;a el f > Adds
2009:01-27 | 2708 436 754 ‘ > Modifications
2009-01-26 2650 3423 814
2009-01-25 962 1250 614
rZ_se: e > Deletes
2009-01-23| 2833 8813|964
2009-01-22 2080 8725 706
2009-01-21 2638 2034 811
2009-01-19 2713 2089 1448
2009-01-18 998 1320 474 b g
2009-01-17 ._5:0‘3 :: § Bate WMot Deod o MCTOpmquKaﬂ
s g CTaTUCTUKA.:
s > JobaBneHus
o0 3 Moandunkaumm
G YpaneHus
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Track “bad” guys activity —trends - BGP
OTcnexuBaHue TeHAeHUMN aeaTtenbHOCTH "nnoxmx" napHen - BGP
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Summary
Pe3oMe

- Help us and we give you global DNS footprint:
> Both IPv4 and IPv6 address and DNS resolution
> Easy interface to us, AXFR and IXFR (standard)

> Host a standard server (8GB RAM) in your country and the
world comes to your Data Centre — we manage the server.

- [MomMmornte HamMm n Mbl o6ecneymm BaM rnobanbHoe
npucytctemne AHC:
> IPv4 n IPv6-agpeca n nogaepxka AHC

> [1poCcTOM U NOHATHLIN UHTEepdenc Hawmx cmctem, AXFR un
IXFR (cTtaHpoapT)

> Pa3mecTute ctaHgapTHbIN cepeep (8GB RAM) B cBoen cTpaHe
M MUp NpuaeT B Baw LeHTp 06paboTKkn AaHHbIX - Mbl byaem
CaMu ynpasnsiTb CEpBEPOM.

Paul.Kane@CommunityDNS.net
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Summary
Pe3oMe

- Monitoring:
> Server availability and DNS activity

> BGP monitoring tools so you can track malicious activity
> Alerts when events happen

« MOHUTOPWUHr:

> [OCTYnHOCTb cepBepa 1 akTUBHOCTb DNS

> BGP MHCTpyMeHTbl KOHTPOJIS, YTOObI Bbl MOI/IM BECTU YYeET
HeXxenaTeslbHOM N BpeAHON AeATeIbHOCTU

> OnoBelWeHnd, Korga 4Tto-To nponcxoanT

Paul.Kane@CommunityDNS.net
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Thank-you
Cnacubo Bam

- Email:
Paul.Kane@CommunityDNS
http://www.CommunityDNS.net
(not on Facebook or Twitter!)

Daily News Blog: http://www.communitydns.eu/news articles.html
Technical News (RSS): http://communitydns.blogspot.com/

Questions / Bonpochil:

Py

Paul.Kane@CommunityDNS.net
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Thank-you

Dan Kaminsky and Bert

Paul.Kane@CommunityDNS.net



