Imperva

P pekmuesHbIe peweHUs OISl 3aliumabl
npusioxxeHuu 6a3 0aHHbIX
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Mwuccusa

CosgaHue aheKTUBHBIX U YHUBEPCANbHbIX PELUEHNA A4 3alnTbl NPUTOXeHNn 6a3
OAHHbIX

INnpepctBo B obnacTsax

3awmta Web-npunoxeHunn
AyauT, MOHUTOPUHT 1 3awmTa 6a3 gaHHbIX

o obpasoBanusa - 2002 r., Hayano npounssoactea - 2003 .

MecTo pacnonoxeHus:
LTab keaptupbl B CLUA (KanudopHus) n N3pannb

JlokanbHble NpeacTtaBuTenscTBa: Bennkobputanus, Ppanuma, N'epmanma, AnoHus,
Kutan, TanBaHb

50 KoMNaHUU-aUCTPNBYTOPOB
Bonee 300 3aka34ymkoB

[Mpe3ngeHT 1 reHepanbHbin gupektop - Lnomo Kpamep (ogvH u3
ocHoBaTtenen komnaHum Check Point)
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[Mpobnema Kpaxwu

AaHHbIX

Bopbba ¢ Kpaxxamu AaHHbIX —
aKTyanbHasa " XXU3HEHHO
Ba)KHaqa npobnema
85% opraHmnsaumn
cTankmpanucb ¢ npobrnemom

3a nepuoa 2005-2008 rr. 661510
yKpageHo
3anucen CYb[l

nline thieves get personal
nformation on 310,000 in US

AP Associated Press
Air Force Savs Personnel Data Was Hacked

sswashingtonpost.com

co:

*3 FDIC Alerts Employees of Data Breach

s5p!

o

In letters dated last Friday, the agency told roughly 6,000 people to be
"vigilant over the next 12 to 24 months" in monitoring their financial

... W obxoauTca Ooporo:

OueHoYyHass CTOMMOCTb OHOM
3anucu CYb

A3 BCcex kKOMMNaHUKU, KOTOpble
cTankmpanucb ¢ NpobremMoun:

~75% coobLanun ob aTom
CBOUM KITMEHTaM

~60% CTONKHyNuUcb ¢
cyaebHbIMK
pasbuparenscresamm

33% 3annatunu wrpad

32% noHecnun ybbITkM 3a CHET
CHWXXEHUSI CTOMMOCTU aKkLUi

Obwunn ybbITOK:
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YTOo YKpaaeHo (Apkue npumepbl)

CLUA:
Baza c nepcoHasribHbIMU cCBEAEHNAMU O

30 MIH. ObIBLUUX N HbIHELHUX
BoeHHocnyxawmx CLLUA (2006 r).

bBasa KnneHToB ceTu PO3HUYHbIX
marasnHoB TJX Cos (CLUA) c 45,7 mnH
HoMepamu 6aHkoBcKkux KapT (2007 r.)

Poccua:
basa gaHHbix aboHeHTOoB MTC (2003 1))

basa gaHHbIX 0 DAHKOBCKMX NPOBOAKAX
pacyeTHO-KaccoBbIX LeHTpoB LIb P® 3a
2003-2004 rr. (2005 1)

ba3a paHHbIX aboHeHTOB “KopbuHa
Tenekom” (2007 r.)
?
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* HenocpencreeHHbIM JOCTYN

— [na agMMHUCTpaTopoOB Yepes
mexaHm3am SQL 3anpocos

— [ns nokanbHbIX MNosfib3oBaTeNen
C NOMOLLUBbHO TEXHOJ10OTNN
“ToncTtbIX” knneHToB. (Visual
Basic)

» [locTyn ans nokanbHbIX
nonb3oBaTtesien nocpeacTsoMm
“TOHKNX" KNneHToB” BU3Hec-
npunoxeHun (SAP, E-Business
Suite, Peoplesoft n gp.)

 [locTyn nokarnbHbIX U BHELUHMX
nonb3oBartenen nocpeacTsomM
Web - 6paysepos n Web API

\Web-
Opayasep

“ToHKUN”
KIMUEHT

vvep-
bpaysep
®
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TpedboBaHusa ctavgapta PCI

B cootBeTCcTBUM cO TpeboBaHusamu ctaHgapta PCI :

Heobxoanmo Hanmume MexceTeBoro akpaHa ¢ OyHKUMAMU
3awuTbl Ha npuknagHom yposHe (Application layer firewall)
nnbo npoBeaeHNE ayanTa MCXOQHOro Koga npurioXXeHus
(TpeboBaHue # 6.6)

MOHUTOPUHI OOCTYNa K rnepCoHalibHbIM aHHbIM ,u,ep>|<aTene|7|

KpeaMTHbIX kapT (Tpe6GoBaHve #10) DISCCOVER

NETWORK

[MpoayKTbl NMMHENKM SecureSphere NosTHOCTLIO
yOoBneTBopsoT TpeboBaHuam # 6.6 n #10 ctaHgapTa
PCI

KomMmnaHuga Imperva aBnaetcs 4eUCTBYOLWUM YI1eHOM
Coseta PCI Security Standards Council

6 pcl

JCB CARDS

gg#ég)rfds Councilﬂf @iMPERw




* MexceTeBble 3KpaHbl 3 PEKTUBHLI NPOTUB aTak Ha
CeTeBOM YPOBHE

* IPS adpdekTnBHbI ANna 60pb0ObI C aTakaMmu Ha NPOTOKOSbI
NPUKNagHOro YpoBHS

» [1ns1 6opbObI C aTakamMn Ha caMu AaHHble HEOOXOaNMBI
NHble cpeacTBa

OaHHble HoBbIl ypoBeHb — ?

lNMpoTokonbl .

POTOKOSbI
NMPUKNagHoro (0S| 4-7)
YPOBHSA

CeteBonn  CeteBoi goctyn
YPOBEHb (0SI 1-3)




UYTo Takoe Imperva SecureSphere

Data Center

Web and
App Servers

KomMmnrekcHoe pellueHne
OnNsa 3alunTbl MPUNOXKEHUN
0a3 gaHHbIX

MOHWUTOPUHT, ayauT u
be3onacHocTb 0a3
NaHHbIX

bonee 350 nHcTannaunn

SecureSphere MX
Management Server
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IHnHamu4yeckoe npodunmpoBaHue

ABTOMaTM4eckasi HacTpourka npasus (MONUTUK)

ABTOMaTn4yeckoe oby4veHne no napameTpam (CTPYKTypa NPUNOXKEHUS, ANIEMEHTHI,
XapaKTep 3anpocoB Monb3oBaTenen)

CHWXeHne agMUHUCTPATUBHLIX 3aTtpart (5-15 nameHeHnn npodpunsa B Hegento ~ 5-30

yen./y)
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BapuaHTbl pa3BepTbiBaHUA

Transparent Inline Bridge
Moonepxka Bcex yHKLNN

Data Center

Bbicokasi npon3BoanTENbHOCTb, HU3KME
3aepXKu

OTKa30yCTONYUBLIN PeXUM paboThbl
nHTepdgencos (Fail-open/ByPass)

Transparent & Reverse Proxy

Bbicokasa nponsBogmMTenbHOCTL Moandgu
KOHTEHTa

Mepesanuncb URL, undgposble nognucu [
cookie,
TepMuHMpoBaHue SSL-ceccum

SecureSphere

Non-inline Sniffer Mode

MOHI/ITOpI/IHF, OTCYyTCTBUE BITUAHNE Ha
npoxoxageHme rnaketoB
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TunoBou cueHapun pa3BepTbiBaHUA

YcTaHOBKa B TEYEHNE HECKOSbKMX MWUHYT

OTcyTCTBME HEODXOOMMOCTU BHECEHUA U3MEHEHUI B
MPUIOXEHNS N CETEBYIO CTPYKTYPY

MrHoBeHHas 3aLimTa OT U3BECTHbIX yrposa

3almTta oT NpUHUKMNManNbHO HOBBLIX YrPo3 nocrie
OKOH4YaHMA npouecca guHaMU4eCcKoro
npodunupoBaHusa (2-5 gHen)

Bbicokaa 4OCTYNHOCTL:

NHTepdenchl ¢ pexmnmom Fail-open (cambii
9KOHOMWYHbIW Crocob)

A/P nnun A/A xnactepsbl (IMPVHA, VRRP)
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[lpyHUMNbI yNnpaBrieHUA

LleHTpanunsauuga

Browser

YnpaBneHue scemu yctpomncrtesamum m3
P ycrp Interface

eanHon web-KoHconu

MHTerI/IpOBaHHbIe MEXaHU3Mbl ayanTa n
reHepaunm oT4eToB

MX Management
Server

eﬂ

[MpocToTa pa3BepTbiBaHUS HOBbIX

YCTPOUCTB
Vepapxunyeckas CTpyKTypa ynpaBneHMﬂ f \

NOJINTUKaMN / / / /

KoHTponb AoCTyna Ha OCHOBE ponewn SecureSphere Appliances
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[‘padhunyeckme otyeThbl

Main  Admin | Preferences | Tasks | X Logout| ? Help

Manitor

Audit Archive

DB Audit |

Gateways ~ CPULoad

[MpenycTaHoBNeHHbIe
OTYETHI

Name % CPU
"I oEMO

[ owa SecureSphere appliance
[ Extranet WaF

[ HaBackup

B Emulation

I vELsB

wnoaNo

3
5
4
3
2
1
[}

b Anplication Se S iatic SECGrResprERE| @ [1ONb30oBaTENbCKME

Server Groups

U DU ale
[Name [Conn [SOL Hits [H OT"‘I eT bl
 VedaWeb 19 0 1
7 VedaSl ETSEE] 0
« Outiook'Web Ac 48 0 19| Graphical View
< PeopleSoftApp 2 0 2
< CRM Ste s 15 0

== OtyeThbl B
</ Glasgow Stte 20 0 9
1]

</ Oracle DBs 5 2

[“Unknown HTTP | Abnormally Long
ey g COOTBETCTBUM CO

L TRy
S ctaHgaptamum PCI,

e W‘ A IP - Too Small TTL: 1 | X n H I P
SOX and HIPAA
OT4eTbl NO

TpeboBaHUO NN No
Malformed URL S— — pacn I/I Ca H VI I'O

lllegal HTTP Version d)opMaT HTM L, PDF N
RTF

Unknown HTTP Request Method
SSL Untraceable Connection
Abnormally Long Request
Redundant UTF-8 Encoding
Stream Signature Violation

IP - Too Small TTL
Unauthorized Access to Service

Malformed HTTP Header Line = ®
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[‘padhunyeckme otyeThbl

e y iVIPER\A
Sensitive Data - Private SECURESPHERE"
Sensitive Data Private - Weekly (auditdata)

Graphical View
(syslogins, select)(sysusers, select)
& (cc_num,select)
e W (adminusers,select)
18 W (sysusers,select)
§ :: W (orders,select)(users,select)
§ 121 W (usercomments, select)(users,select)
E W (users,insert)
S 10-
© s
6
4-
2 ¥ 2 '
0 LE
\;,‘\ ,\'b@\ > c}'o N
o2 N el
& ®
?}'b
o DB User
Detailed View
DB User Query Group Occurrences
veda_app (cc_num,select) 22
tzvika (users,select) 6
rami (users,select) 3
sa (sysusers,select) Bl
sa (adminusers,select) 6
veda_app (orders,select)(users,select) 8
local access user (syslogins,select)(sysusers,select) 1
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[‘padhunyeckme otyeThbl

sl-[»] [C-]

Main _ Admin | Preferences | Tasks [ X Logout| ? Help

DIA

SECURES

ReportFilters |35 X|| Beports |3 X| Template: Weekly change log
By Al Wame  |User Scheduled |Action Set | | General Details " Data Scope " Tabular " Graphical Save
o [=)-( By Group E  Financial data changes by user (Audit) o
2 (2 By Keywords financial demo report admin Not scheduled — [ Graphical View %
ic 50K Daily change log (Audit) Chart Type ! AREA v ‘ @
L] Weekly change log (Audit) ] == =
e Weekly change log - user view (Audit) U epods: \App User ¥ ‘
Pl Financial data changes - by table (Audit) 2) Grouping: ‘ App User v “
SAP Data changes by administrators (Audit)
EBS data changes - v (Audit)
Sensitive Data Hew database objects (Audit)

[+ By Data Source Type Changes to tables (Audit)
(-3 By ADC Defined Changes to database code objects (Audit)
G U horized fil ial data changes (Audit)
[*

+-|_J By Run Date

L{BVS i Datal: ation changes (Audit)
+|-[_] By Scheduling Hew users (Audit)
User and privilege management (Audit)

g

333353533

[ Include detailed data

| ©2007 Imperva Inc.

192.168.10.15:8083 &
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* Bce 3anpockl web-nosnb3oBaTenen ocyLwecTBNATCS OT UMEHU
ogHown yyeTHom 3anmcn (Connection pooling)

- C nomMoLublo XXypHarna 3anpocoB Ha cepBepe bl BO3MOXHO NnLb
MNOHATb, YTO AOCTYN K AaHHbIM ObifT OCYLLECTBIIEH OT UMEHMU

NPUITOKEHUA
Knowledge

* SecureSphere ocyuwectendaeT ayant SQL 3anpocoB OT UMEHMU
NPUNOXEHUS

* C nomowbto SecureSphere moryT 6bITb MAEHTUPULMPOBaHLI Web-
nonb3oBaTenu
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[MpoaykToBas nNMHeuUKa

SecureSphere

Management Server
Unified, scalable management

DB Monitor

Agent
Local Privileged
Activity
Monitoring

PemA

Web Application

Database Security

Firewall Gateway
Protect apBIications Protect database
Protect Web services Assess database and

audit activity

Database Monitoring Gateway

Audit database activity
Assess DB against best practices
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TexHUu4Yeckue XxapakTepucTUKu

Imperva SecureSphere

[MponyckHas cnocobHOCTb

CkopocTb 00paboTku
TpaH3akuuin, TpaH3akuum/c

PekomeHayemoe 4ncno
3awmaembix Web-cepBepoB

dopm-dakTop

Pexxum passepTbiBaHUSA

Yucno sawmuaemblix
CerMeHToB B pexunme Bridge

Yncno nHTepgencos B pexmnme
Routing

MakcumanbHoe 4Yncno
NHTePdENCOB yrnpaBrieHUs

@OyYHKUMM BbICOKOM OOCTYNHOCTU

10

L4

500MB/Sec
16,000

50

1U
FTL Model: 2U

Bridge, Router, Proxy
or Monitor

2

Fail Open, IMPVHA,
VRRP

1GB/Sec
24,000

100

1U
FTL Model: 2U

Bridge, Router, Proxy
or Monitor

2

Fail Open, IMPVHA,
VRRP

2GB/Sec
36,000

200

2U

Bridge, Router, Proxy
or Monitor

2

Fail Open, IMPVHA,

AN ABEDWA°
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[Touemy Imperva?

PeneBaHTHble BO3MOXHOCTbL FreHepaLymu OTYETOB pPa3nMyHoi hopMbl
ana 6usHeca
oTyeThbl
ABTOoMaTusauusa | BbiAsBreHMe N3MeHeHU napamMmeTpoB MPUNOXEHUN U
U TOYHOCTDb noseadeHus norib3oBaTeneun
\ \" \‘f’\w"‘“ G = 8 TTOHE | veA e A R !,' © PEMWvW 00000
Monuropuriy S T Lo Tose o o1 HOpMaLMM
BCeX KaHanoB n n na OoBepH pmad,
aocTyna K AnA npoBeAeHus ayauTa
AdHHbIM
N — e m——

\\: \
Wl

np0M3Bo‘qMTehH .
M MaclutabupoBaHue

CepBuc
MUPOBOIro
YPOBHSA

"~ BbIcoKasi TOTOBHOCTbL U MPOCTOTa yNpaBneHus.
Pa3nunuHble peXxuMbl pa3BepThbiBaHUA

~~Tno6anbHasa nogAepXka nonb3oBareneu

B pexunme 24 X7 X 365




CepBuUcHaa noanepxka

KomnaHus obecrneymBaeT BCECTOPOHHIO
noaaepXkKy nosib3oBaTenen, BKIo4Yas:

Bo3mMoXXHOCTL obpalleHust no TenegoHy unm e-mail B
pexnme 24 x 7 x 365

CTaHgapTHasi unu aBaHcoBasi 3aMeHa 000opyaoBaHUS
Online TexHn4ecku nopTarn

[TpodheccroHanbHble cepBUCHI ANA TPEHUHIA U
MHCTanNNALUN
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Buaobl cepBUCHOM nNoaaepKKn

Support Level

Term

Support hours

Software maintenance

Hardware warranty

Hardware replacement

Access to Imperva Self Service

Support Portal

Standard

1 year

8am - 6pm local time

Full (major and minor
updates)

Extended for term

Standard Replacement

Yes

Enhanced

1 year

24 x 7 x 365

Full (major and minor
updates)

Extended for term

Standard Replacement

Yes

Premium
1 year

24 x 7 x 365

Full (major and minor
updates)

Extended for term
Advance Replacement

Yes
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TpeHuHru ot Imperva

Buabl TPEHUHIOB:

On-Site Training

SecureSphere Training Class @ Imperva Offices
PacnuncaHne yTodHdaeTca Yepes fiokanbHbIX
npencraBuTenemn
TpaHcnopTHbIE pacxoabl U MPoXnBaHne
ornyiavymnBarOTCAd oTAEeJ1bHO
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Cnacuboo!
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