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AKTyanbHOCTb 3a4a4n
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Figure 1: Sensitive data loss results
Source: IT Policy Compliance Group, 2007

OpraHusaymm pasnmyaroTca No YyactotTe BO3HUKHOBEHUS
npobrnembl NOTEPU AAHHbIX.

* B 10-12% opraHusauum BO3HUKAET YyBCTBUTESIbHAA NOTepS
OAaHHbIX MeHee 2 pa3 B rog;

* B 68% opraHnsaunn BO3HUKAET YyBCTBUTENbHAA NoTeps
OaHHbIX 6 pa3s B rog;

* Y 20% opraHusauun BO3HMKaKT YyBCTBUTENbHAsA NOTEpU
OaHHbIX 22 1 bonee pas B rof.
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& Data considered most sensitive

@ Data considered least sensitive

Figure 2: Least and most sensitive data

1. Customer data

2. Corporate data

3. Employee data

4. Business partner data
5. Financial data

6. Sales data

Source: IT Policy Compliance Group, 2007

7. Design data

8. Manufacturing data

9. Sourcing and logistics data
10. Intellectual property data
11. Audit and reporting data
12. IT security data



[ IpnYMHBLI NOTEepb AAHHbIX
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1. Lost or stolen laptops 9. Employee manipulation and malfeasance
e3 O I-I a C H O CT M 2. Improperly disposed of computer equipment  10. Accident and damage to computing equipment

3. User emmors 11. Inappropriate usage of IT resources

4. Improperly transferred backup media 12. Violation of policies

5. Inappropriate access to IT resources 13. Unauthorized access to IT resourced

6. Insufficient controls on business procedures 14. Insufficient auditing, monitoring and reporting

o Ta KM M 3 7. Insufficient controls on IT procedures 15. IT vulnerabilities
8. Internet threats, attacks and hacks 16. Insufficient IT controls
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M H Te p H eT’ Figure 5: Leading causes of data loss
Source: IT Policy Compliance Group, 2007
B3J10OMbl U T.A4.



MCTOYHMKKM YyIrpOo3 NoTepn
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and other mobile devices
Ka H a I I bl . Data leaking through Email,
Instant Messaging and other

electronic channels

. Data residing in centralized
storage facilities and devices

o I I M l I O)Ke H M ﬂ 4. Data transferred to backup and
archive sites
Figure 6: Primary condulits for data loss
ﬂ' l I ﬂ p a OT bl C Source: IT Policy Compliance Group, 2007
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5. Datathat has been off-shored
or outsourced
6. Datain the hands of business
partners and suppliers
7. Data accessible through applications
and databases
8. Datain the hands of sales channel partners



drHaHCOBbIN yLLIEPO OT NOTEPU
NAaHHbIX
« CpegHaa BennynHa yulepdba ot notepu
OAHHbIX BKITHOYAET:
* [loTepsa 0o 8% KNMEHTOB
« Copa3mepHoe CHMKeHNe goxona Ha 8%

 [10 100S Ha KapTO4Ky KIiMeHTa 3a
OMoBeELLEHNE U BOCCTAHOBSIEHME
yAarneHHbIX, YKpaaeHHbIX Nnu
YHUYTOXKEHHbIX JAHHbIX



Mepbl NO CHUXKEHUIO PUCKOB NOTEPU
OAHHbIX

Bkntoyator:

* perncTpaumusl NnoTepb AaHHbIX;

* BblAENEHNE KPUTUYHbIX JaHHbIX;

* MOAMdOMKaLUa NONUTUK N NpoLeayp;

* 3alluTa BCEX AaHHbIX;

* YYET BCEX BO3MOXHbIX KAHAI0B MNoTEPb AaHHbIX;
* pa3BuTune IT CNyxo;

* eXXeHeaenbHbI MOHUTOPUHT npoueayp



[TpenmyLuecTBa BusHeca oT ny4Llen
3aLlUMTbl JAaHHbIX

« [apaHTnA coxpaHeHusa bpeHaga N UMUOXKAa;

* CHMXeHne nNpoobriemMbl ANEKTPOHHbIX
XULWEHUN:

* [loBbILLEHNE NOANBHOCTU KITMEHTOB;
* CHMWKEeHne OTToKa KIMMEHTOB;

* CHMWXeHmne 4YacToTbl YBEAOMITEHUN U
HEeobXOANMOCTM BOCCTAHOBMNEHNSA JAHHbIX



OnnaTta Tpyaa cneunanncTos Mo
3awmTe AaHHbIX

CpenHunn ypoBeHb 3apaboTHoW nnathbl, niorb 2002

- ntornb 2003 T.

[To3umms Mocksa (USD) Cankr-IletepOypr (USD)
AnmuHHCcTpaTop 6a3 JaHHBIX 1000-2500 800-1500

[Iporpammuct 800-1200 800-1000

HNuxenep otaena TeXHUYECKON 500-1800 500-1000

MOJACPKKI

Koncynberant no BHenpenuto SAP R/3 1500-10000 1000-2500
Cuctemnslii/CereBoit anmunauctpatop | 800-2000 800-1200

busnec ananuTuk 2500-3500 1000-2500

NUT Menemxep 1500-2500 1500-2500
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®CO npoBepsieT MHPOPMaLMIO O
B3/TOME CBOEro NOYTOBOro cepBepa

denepanbHaga cnyxba oxpaHbl 3aHAMack NPOBEPKOW MHOpMaLnK O B3nome
cepBepa Cryx0bl HEN3BECTHLIMU Xakepamun. Kak coobLumnm B npecc-ueHTpe
$dCO, opurumnanbHOro KOMMEHTapus No 3TOMY NOBOAY BEAOMCTBO MOKa He
Aaer.

HanomHum, yto ceroagHs B pssige CMU nosiBunack nHopmauus 0 Tom, 4To
HaKaHyHe HEN3BECTHbIE XaKepbl B3rioManu nodTtosbin cepsep OCO.
OTmevaeTcs, YTO yTeuYkn MHdopMaLnm rocyqapCTBEHHOW BaXXHOCTU He
NpPOW30LLIIO.

Mexagy TemM, OTMeYatoT XXYPHanNuUCThbl, J1l060mn Xxenarwwmmn Mor Nosy4YnuTb JOCTYM K
nouytoBomy cepepy PCO B TedeHMe HeECKONbKMX Yacos. o gaHHbIM CMW,
9TO CTano BO3MOXHbIM briarogaps B3rnomy cuctemsol "[osop", koTopas
OXPaHsET cepaep.
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buomeTtpuyeckni noton

Interfax-Russia.ru - Boga ns koHgMunoHepoB 3anuna cepsepsbl B HAN,
N3roToBnaroLEM 10-1IETHUE POCCUUCKNE DUOMETPUYECKNE
3arpaHnacnopTa. C Bblgavyen OKYMEHTOB BO3HUKITN BPEMEHHbIE
3aEePXKKN.

[MpsiMble 1 KOCBEHHbIE NOCNEeACTBUA aHOManbHOW Xapbl B Poccumn
BbIpaXkaloTCs B CaMbIX pa3fiNdHbIX, MOPOU OOBOSLHO Kypbe3HbIx YT,
Tak, Ha AHAX cTano nus3secTtHo, Yto Ha PI'YTT HAW "Bocxon'", roe
N3roTOBIISAIOT BMOMETPUYECKME 3arpaHnacnopTa, B pesyrnbsrate
NONIOMKN KOHONLIMOHEPOB 3aTOMNUINO CEPBEPLI, HA KOTOPLIX XPaHUNUCh
dannel PegepansHOn murpaunoHHom cnyxbbel (PMC) ¢ gecaTkamum
TbICS14 3a8BOK POCCUAH Ha NnonyyeHne JOKyMEHTOB.
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