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“KA(Mzp(i<oro

KTo n noyemy nuwet Bupycobl. 198x-2005

» TUHenaXxepbl, Npoba cvun B
nporpaMmMupoBaHUMN

- KomnmeepH ble XYJIUTaHbI

“UccnepgoBaTtenn”
BUPYCHbIX TEXHOJIOIMNN.
Bupychbl knacca
Proof-of-Concept
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KA(Mzp(Kkoro

KTo n noyemy nuwet Bupychol. 198x-2005

{1
YeH Unr Xay (Chen Ing-Hau), 24 Oxedopu Jln MapcoH, 18 ner, CBeH AwaH (Sven Jaschan),
ropga, TanBaHb. ApectoBaH 21 CLUA. ApecToBaH 29 aBrycTta 18 neTt, NepmaHus.
ceHTA6pA 2000 3a Bupyc “CIH” 2003 3a Bupyc “Lovesan.b” ApectoBaH 7 masa 2004 3a

ceputo BupycoB “NetSky” m
“Sasser”
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KA(Mzp(Kkero
BupycHasa niaycrtpus 6bICTpO
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IKA

(Mzp(Koro

KTo n noyemy nuwieTt BUpycChbI U
TPOSIHCKUE NporpamMmmbil

TpaguunoOHHbIe BUPYCbl — BCE MEeHbLUE U MEHbLUE...

NMpunynHbI:
= Mwurpaunst B KpUMUHanbHbI Bu3Hec

= [pomkue apectbl Bupyconucarenen B 1999-2004 rr.
= Pa3BunTtme MHOrononb30BaTEeNIbCKNUX OHMANH-UTP
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KA(Mzp(Koro

KTo n noyemy nuwieTt BUpycChbI U
TPOSIHCKUE NporpamMmmbil

JBonouusa Lenem n MeTogoB co3pgarternemn
BpPeAOHOCHbIX NporpamMmm

1998

= MeJikoe BOpoBCTBO MHGopmauun. AOL PSW Trojans
=  TPOSAHCKME CUCTEMBI YOar€HHOro agMMHUCTPUPOBaHUSA

2000-2001
= CUCTEMbI NPUHYONTENBHOrO nokasa peknambl (AdWare)

2002

= BOPOBCTBO 3S1IEKTPOHHBIX KowernbkoB (\Webmoney, e-Gold)
=  TposiHckMe “3BoHUNKK” (Dialers) Ha nnaTHble HOMepa
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KA(MzP(Kolo

KTo n noyemy nuwiet BUpycChbI U
TPOSIHCKUE NporpamMmmbil

2003

= BOPOBCTBO NepPCOHarbHbIX OAHKOBCKNX KOAOB OULLMHI (MoaaenbHble
BGaHKOBCKME paccCbIfikn)

= CETU TPOSIHCKUX “proxy”’-cepBepoB ASIs pacChbifnkmi cnama

From: PayPal Inc. [confirms142@paypal.com]
To: undisclosed-redpients
Cc:

Subject: PayPal® Confirm Message !

PayPaill

Dear valued PayPal® member:

It has come to our attention that your PayPal® account information needs to be
updated as part of our continuing commitment to protect your account and to
reduce the instance of fraud on our website. If you could please take 5-10 minutes
out of your online experience and update your personal records you will not run into
any future problems with the online service.

Howevwver, failure to update your records will result in account suspension.
Please update your records on or before July 25, 2006.

Once you have updated your account records, your PayPal® session will not be
interrupted and will continue as normal.

To update your PayPal® records click on the following link:

http://www .pavpal.com/cgi-bin/webscr?zcmd=login-run

|ht 10.125.224. 10/office/colo.html |

Thank You.
PayPal® UPDATE TEAM

Accounts Management As outlined in our User Agreement, PayPal® will
periodically send you information about site changes and enhancements.

Visit our Privacy Policy and User Agreement if you have any questions.
http://www.pavpal.com/cgi-bin/webscrzcmd=p/gen/ua/policy privacy -outside
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KTo n noyemy nuwiet BUpycChbI U
TPOSIHCKUE NporpamMmmbil

Oxenmc AHyeTta (Jeanson
James Ancheta), 20 net, CLUA.
ApecTtoBaH 3 HOsI6psa 2005 3a ®Papup ccebap (Farid Essebar), 18 net, Mapokko u Atunna
co3aaHue “3omMbu-ceten’” m Akunum (Atilla Ekici), 21 roa, Typuus. ApectoBaHbl 26 aBrycta 2005
caayvy uMx B apeHay Ans 3a co3gaHue “3ombu-ceten’” npu nomoiwm Yepsen “Mytob” n
paccbinku cnama u DDoS-atak  “Zotob” (“Bozori”)

Ha Web-canTtbl
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KA(Mzp(Koro

KTo n noyemy nuwiet BUpycChbI U
TPOSIHCKUE NporpamMmmbil

2004

= JIOXHbIe aHTU-WNuoHckue (Anti-SpyWare) unv aHTUBUpPYCHbIE
YyTUNUTDI

= DDoS-aTaku, pakeT, BbIMOratenbCcTBO

B HacTosiWwee Bpemsi HabnoaaeTcs 3aMmeTHOe YMeHbLUeHune
konnyectBa DDoS-atak, npyymHamMm KOTOpPOro ctanwu:

= TexHun4Yeckue cpenctTBa 3allnThbl
- ApeCTbl 3/1I0yMbIlWJIEHHUKOB B MOMEHT nepenaydun BbiKyna
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KA(Mzp(Koro

KTo n noyemy nuwiet BUpycChbI U
TPOSIHCKUE NporpamMmmbil

Poccus, oceHb 2003 — BecHa
2004rr. DDoS-aTtaka Ha bpuTaHckue
OHMNanHoBblEe BYKMEKEPCKNE KOHTOPbI
C nocneaywwmm TpedboBaHnem geHer
3a npekpatleHue ataku. 20 n 21
nionsa 2004 roga 3a npoBegeHne
aTakm B CaHkT-lleTepbypre,
CapartoBe u [aTuropcke
Npon3BEaAEHbI apecTbl AEBATU
yenosek. OpraHnsaTopbl ataku
Mapua 3apybuHa n Tumyp ApytyeB
00bsBNEHbI B PO3bICK. TpOEe XakepoB
N3 X rpynmnbl ObIAN NPUrOBOPEHbI K
BOCbMW rofam KOFIOHMW CTPOroro
pexunma B okTsdpe 2006
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TPOSAHCKMEe NporpamMmbil
2005

P readme.bct - Notepad
File Edit Format View Help

KTo n noyemy nuiwieT BUpycChbI U

= BOPOBCTBO (COOpP) aNMeKTPOHHbLIX aapecoB AJ1A NPOoAAXU cnamMepam
= MOUCK U npoaaxa yassmmocten B OC U npunoxeHusax

= “3axBat” MHdopmauum c TpedboBaHUEM Bbikyna (Knbep-uaHTax)

= “ToYyeyHble” aTaku Ha KPUTUYECKU BaXKHble pecypcChbl

lFome files are coded by R5A method.
To buy decoder mail: S Cramb ler. ru
with subject: RSA 5 bB243170728578411

]

Coob6LeHune o 3awmdpoBaHHbIX pannax u TpedboBaHue BbIKyna,
KOTOpOe ocTaBnsna TposHcKasa nporpamma “GpCode”.
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KA(Mzp(Kore

KTo n noyemy nuiwieT BUpycChbI U

TPOSAHCKMEe NporpamMmbil

fApoH bonoHaum
(Yaron Bolondi), 32
roga, M3pauns.
ApecTtoBaH 16 mapTa
2005 3a B3nom cetun
JloHpoHckoro
oToeneHusa 6aHka
Cymutomo un
nonbITKY nepeBoaa
co cyeToB OaHka 220
MIH. pyHTOB
cTepnuHroB (bonee
420 MnH. gonnapos
CLUA)
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KA(MzP(Koro

KTo n noyemy nuweTt BUpyChbI U
TPOSIHCKME NnporpamMmmbil

2006

= paccbisika SMS Ha nnaTtHble HoMepa

= COMyTCTBYHOLWMNIA OBU3HEC: aHTU-aHTUBUPYCHbLIE
TEXHOJIOrnu

Signed by: Not Signed
Size: 54481

CwmapTdoH,

3apaXeHHbIN TPOAHCKOM
nporpammon “RedBrowser”.
TposiHey paccbinaet SMS Ha
nnaTHbIX HOMEP
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KA(MzP(Kolo

KTo n noyemy nuiwieT BUpycChbI U
TPOSIHCKUE NporpamMmmbil

File Edit View Favorites Tools

aHanornyHbiX 1D Lock™ oT ZoneAlarm OGBH BneH Me o

HEeCOMHEeHHbIM NAKOCOM ABNAETCA TaK XKe TO, UTO IOMV OTCHINAKTCA MTHOBEHHO - NApannentHo C A3aHHLIMU, OTCHINAEMBIMUA HA OPUTMHANBHBIN CaIT. He n o a)Ke
Hy>HO GecrnokonTca 0 ToM, UTo xongep yMaéT B oddnaiiH 1 HakonneHH.IM nokansHo nor dhopMrpabbepa He ycneeT oTocnaTheA. p n

)
WM-grabber TaHeT knoun, WMID, pass ; NoaAepXubiBaeT enum-aBTopu3aLMIio U XXene3o3aBuciMelii hopMaT Knyen p
Teneps noaaepxka u HOBOW sepcun WMKeeper 3.0 | B eAOHOCHOM

Screenshot'sl Mo yKazaHHLIM agpecaM - MO3BONAT MoNy4YaTb CHUMKU SKPaHa 03epa M BUAETh TO, UTO HEBO3MOXXHO MOAYyUMTL APYrvMK criocobamu.

cobupaet naponu Protected Storage (IE autocomplete, protected sites, outlook) |'| porpa M M bl y

cobupaeT naponu NouToBoro KnueHTa TheBat!

obxoauT daliepsonsl C"OCOGHOﬁ

6nkupyet obHoBneHue aHTuempycos (6e3 hosts dannal)

shell gocTyn ¢ BO3MOXHOCTLH 63KKOHHIKTA 6”0"(" po BaTb

BLINONHEHME KOMMAH/ BCell 3apMUEen CPasy UNKM KOHKPEeTHLIM 6oToM

socks 5 cepeep pa6OTy

He BUAEH B CMUCKe NpoLieccos Bo Bcex Bepcuax windows 98/ME/2k/2k3/XP(SP1,5P2), dainsl He BuaHbl Ha aucke, y dainos cucteMHas gata

VMAEHTUUYHA OCHOBHLIM CUCTEeMHbIM BubanoTekam

3annmcm B peecTpe 3aluiieHbl 0T yaaneHus a HTM B M pyco B
peanuzauma be3 ucnonszo8aHma COM

noaaepxueaet 98/ME/2k/XP.

HanucaHo Ha umucTom ASSEMBLERe. pazmep 21«6

Ons pabotsl Heobxoaum n6oM XOCTUHT € Nnoaaepxkon PHP. HeT HeobxoanMOCTK YKaz3biBaTk Naponb U NOrvH K ftp B Tpoe, a 3HaunT gaHHble 6yayT He
TONbKO BLICTPO NONYUYEeHbl, HO HaAEXHO COXPaHEeHbI.
CyujecTByeT BO3MOXHOCTb YKa3blBaTb pe3epeHbie agpeca, Kyaa byayT oTCLINaTbCa N0rM, ecnv OCHOBHOW BAPYT CTaHET HeAOCTYNeH.

“*= y Hac WMPOKWUIA LIEHOBOW AManazoH U NPy XenaHum MoXHO noaobpaTte ankTepHaTUBHOe spyware, koTopoe ByaeT MakcMManbHo NOAXOAWUTL MNoA BaLmM
noTpebHOCTM 1 BO3MOXHOCTMU

onnata npuHuMaeTcs yepes WebMoney (http://www.webmoney.ru) un e-gold (http://egold.com)
3a4ncneHne 4pyrmMm e-saniotamMm no AOFDBODéHHOCTM
apyrve dhopMbl ONNaThl - N0 A0rOBOPEHHOCTM (Hanuume TexXHUYECKon BO3MOXHOCTU U NOXO0B, KoTopblie ByayT 3Ty BO3MOXHOCTL o6ecneunsaTts)
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KA(Mzp(Koro

KpVITVI‘-IeCKVI OornacCHble TeXHOJIOTnHU

1. lndpoBaHue nonb3oBaTeribCKON MH(popmaLuumn
KOAOM C BbICOKOW CTEMNeHbIo 3alinTbl

NMpumepbl BpeAOHOCHbIX NporpamMm:

= Cryzip (CLUA)

[MpoBOANT apxMBMpPOBaHME MONb30BaTENbCKUX dansioB (C yaganeHnem opuriuHana
danna) nog naponem. Micnonb3yeTcs CRoXHbIN Naposib 605bLwOon ANUHbBI

= GPCode (Poccus, YkpauHa?)
Anroputm RSA, kntoun gnnHon 56, 64, 260, 330, 660 6uT (Ha nogbop kntoya
notpeboBanock 66l 30 NeT paboTbl OLAHOrO KOMMbIOTEPA C TakTOBOM YacTtoTon 2,2 GHz)

NMpu ncnonb3oBaHUU NOAOOHLIX UNN Dorlee CTOMKNX MeTOA0B
lwncppoBaHMA BOCCTAaHOBUTL AaHHble 6€3 NOMOLLU 35T0YMbILUNIeHHUKA
HeBO3MOXHoO!
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KpVITVI‘-IeCKVI OornacCHble TeXHOJIOTnHU

1. lndpoBaHue nonb3oBaTeribCKON MH(popmaLuumn
KOAOM C BbICOKOW CTEMNeHbIo 3alinTbl

OUR E-GOLD ACCOUNT: 2934487

INSTRUCTIONS HOW TO GET YUOR FILES BACK
READ CAREFULLY. IF YOU DO NOT UNDERSTAND, READ AGATIN.

This is5 automated report generated by auto archiving software.

Your computer catched our software while browsing illigal porn
pages, all your documents, text files, databases was archived
with long enought password.

You can not guess the password for your archived files - password
lenght is more then 10 symbols that makes all password recovery
programs fail to bruteforce it {(guess password by trying all
possible combinations).

Do not try to search for a program what encrypted your information - it
is simply do not exists in your hard disk anymore.

If you really care about documents and +information in encrypted files
you can pay using electonic currenc* $300.

Reporting to police about a case will not help you, they do not know
password. Reporting somewhere about our e-gold account will not help
you to restore files. This is your only way to get yours files back.

=

TpeGoBaHue BbiKyna oT TPOSAHCKOU nporpammbl “Cryzip”
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KA(Mzp(Koro

KpVITVI‘-IeCKVI OornacCHble TeXHOJIOTnHU

2. MpoTnBoaencTBMe aHTUBUPYCHbIM
TeXHONMOrnam

ATaKku Ha NPOAYKTbI:
= OCTaHOBKa NnpoAdykTa unu angentepa
= M3MeHeHWe HaCTpPOoeK NpoayKTa

= aBTO-HaXMMaHWe Ha Knasuwy “Skip”

= PYTKUTLI (CPeacTBa, CKpbliBatoLLME NMPUCYTCTBUE
BPE€OOHOCHbIX NporpamMmm)
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KpVITVI‘-IeCKVI OornacCHble TeXHOJIOTnHU

2. MpoTnBoaencTBMe aHTUBUPYCHbIM
TeXHONMOrnam

[l ATaku Ha TEeXHOJIOIrum:
=  00X0[ 3BPUCTUYECKNX CKAHEPOB

=  LUKNppoBKa N/mnn nakoBka UCMOHAEMbIX ddansos-
TPOSAHLEB

= MyTauuda Koda B pasfnuyHbIX TPOsHUAX, uHoraa —

Ka)kgoro aKk3emmnrsapa TposiHua
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KA(Mzp(Koro

KpVITVI‘-IeCKVI OornacCHble TeXHOJIOTnHU

2. MpoTnBoaencTBMe aHTUBUPYCHbIM
TeXHONMOrnam

[l ATakum Ha BUPYCHbIe nabopartopuu:
= reHepaumsi MHOrOMUCNEHHbIX TPOSAHLEB 3a
KOPOTKNIN MPOMEXYTOK BPEMEHMU

= noamMeHa pauna Ha 3apaeHHOM caunTe, ecnu
3anpoc Ha ckadmBaHue nogaetcs c |IP-agpeca

aHTUBUPYCHOW KOMMaHU
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Cutyauunna obocrtpseTtcs

KonuyectBo fobaBnsieMbix 3annucen pacTeéT naBUHOOOpa3HO

2. BpeAoOHOCHbIe NporpaMmMbl CTAHOBATCA MHOrOYUCNEHHEeN U
TexXHOsIoru4yHee

BbiBOA4: ecnu cutyaumsi He USMEHUTCSH, TO CKOpPO
pa3paboTYMKn aHTUBUPYCHLIX NPOrpamMmm He CMOryT
obecneynBaTb afeKBaTHYIO 3aLLUTY

240
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KA(Mzp(Kkero

Ha Ton ctopoHe bappukan

1. YUncneHHOCTb
KnoepnpecTynHUKoOB
ObICTpO
yBerimimBaeTcs

2. MNoaBnAalTCA HOBLIE
KnbepnpecTynHuKu, a

0 —
(i . E—
CTapbiX HE CTAHOBUTCHA 0 | .

2004 2005 2006
Moabl

BbiBoa: CywecTByrowme metoabl NOMINMLENCKUX
paccnegoBaHMU He paboTaloT NPOTUB
COBpPEMEHHbIX MPecCTYyNHUKOB

KonuuecTBo apecToBaHHbIX
KubepnpecTynHUKOB

MEéHbLlle

w
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KA(Mzp(Koro

Ha Ton ctopoHe bappukan

OnbIT B3anmoaencTBus € NONMMUNSAMU HECKONbKUX
CTpPaH NoKa3biBaeT, YTO paccriefoBaHUA
KnbepnpecTtynneHun B 60NbLUMHCTBE Crly4yaeB
NpoxoasT ycnewHo

YBenuyeHme UHBECTULMIN B NOSIMLIENCKUE paccrenoBaHuUs
Co3paHune UHTepHeT-UHTEpnona

KoHTponb 3a rno6anbHOM ceTbio

T

YcuneHue coTpyaHn4yecTBa npaBoOXpaHUTEJIbHbIX OpPpraHoOB

C daHTUBUPYCHbIMAN KOMIMNMAaHNAMMU
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Cnacun6o 3a BHumaHue!

EBreHun Kacnepckum

pyKosooumersib aHmueupyCHbIX
uccrie0ogaHuU

eugene@kaspersky.com




