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YTo Takoe middleware gLite?

Enabling Grids for E-sciencE

Middleware - B KoHTeKkcTe Grid, 3To cneuynduyeckoe nporpaMmmHoe
ob6ecne4vyeHue, ucnonbayruwieecs s PyHKUMOHUPOBaAHUA pacrnpeanesieHHOU
KOMIMbIOTEPHON CETMW.

glLite: ouepegHoe NokoneHme NPOMEXXYTOHHOIro NPOrpaMmmMHoOro o6ecnevyeHus
(NMNO) npoekTa EGEE

UcxopgHo EGEE ncnonb3oBan MNMMO cBoero npegwectBeHHUKa - npoekta EDG
(European Data Grid). 3to MNMNO 3atem 6b1no pa3suto B naketT LCG, n nmeHHO
LCG pa6otan B nHdppacTpyktype EGEE Ha paHHeu cTagum npoekTa.
MapannenbHo B EGEE G6bisin BbinosHeHbl paboTbl N0 MoaepHU3aumm 6onbLuen
4yacTu UCXOQHOro nakeTa, u 6bi1 co34aH HOBbIN NPOAYKT — glite, KOTOpbIN
cenyac yctaHaBnmBaeTcsi B UH(pPaCTPYKTYpY



CHENCIC) MpuHUMNbLI apxuTekTypbl glite

Enabling Grids for E-sciencE

EGEE middleware is supposed to be developed following Service
Oriented Architecture (SOA ) model. A service is a function which is
well-defined, self-contained and does not depend on the context or state
of other services.

The services communicate with each other through well-defined
interfaces and protocols (data passing or coordination of activities)

Based on WEB service application that exposes its features using
standard Internet protocol. WEB services interact by exchanging
messages using Simple Object Access Protocol (SOAP) standard.

Web Service Definition Language (WSDL) is used to specify the
interface a service exposes.



Service Oriented Architecture

Enabling Grids for E-sciencE
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2 3. CeazbiBaercs s
Service Provider Service Requestor

Service Oriented Architecture(SOA)
orpejesaser, kKak HECKOJbKO He3aBUCUMBIX,
pacrpeegeHHbIX [IPOIeCCOB MT0JKHbI
B3aMMO/IefiCTBOBATH IIPU BHINOJHEHUN 0011l

sajaun (CORBA, DCOM).



Cy A Web Services Architecture

Enabling Grids for E-sciencE

Service Discovery

Registry

Universal Description, Discovery

and Integration (UDDI)

[To3BoONsIET onNpeaennTb agpec cepsuca
c Tpebyemon PyHKLUMOHANBHOCTbIO
("Yellow Pages")

Interface

Web Services Description
Language (WSDL)
OnpepnensieT Kak ucnosib3oBaThb
Cepsuc L

Service Provider Service Requestor
Beb6-cepBuc — nporpammHasn cuctema, uaeHtucdpnumpyemasn URI, untepdenc
BHellHero gocrtyna Kotopou and bindings onucbiBatotcs npuv nomowm WDSL.
AOpyrue nporpaMmmMHbie CUCTEMbI MOTYT OOHapyXuBaTb U B3aMMOAeNCTBOBaTb
c Beb-cepBucamm B COOTBETCTBUU C UX ONUCAHMEM Ha OCHOBEe
ncnonb3oBaHnsa XML-coobweHun nocpeactsom npotokona SOAP.



[lpuMmep 3anpoca

Enabling Grids for E-sciencE

ReplicaManager::getAccessCost (LFN[], CE)

<SOAP-ENV: Envelope

<SOAP-ENV:Header> ..... <ISOAP-ENV:Header>

<SOAP-ENV:Body>

<m:getAccessCost xmlns:ns1=http://datagrid:ReplicaManager

<LFN xsi:type=“SOAP-ENC:ARRAY” SOAP-ENC:ArrayType="“xsd:string[2]”>
<Ifn> host1.cern.ch/path1/file1</lfn>
<Ifn> host1.cern.ch/path2/file2</Ifn> </LFN>

<CE xsi:type=“xsd:string”>myComputeElement </CE>

</m:getAccessCost>

</SOAP-ENV:Body>
</SOAP-ENV: Envelope>




Cy Mpumep oTBeTAa

Enabling Grids for E-sciencE

Return message:
<SOAP-ENV: Envelope

<SOAP-ENV:Body>
<m:getAccessCostResponse

xmins:ns1=http://datagrid:ReplicaManager
<return xsi type=“SOAP-ENC:ARRAY”
SOAP-ENC:ArrayType=“xsd:string[2]”>

<pfn> host3.ral.ac.uk/path4/file2 </pfn>
<pfn> host3.ral.ac.uk/path7/file4 </pfn>
</return>
</m:getAccessCostResponse>
</SOAP-ENV:Body>
</SOAP-ENV: Envelope



OcHoBHbIe cepBUChI gLite

Enabling Grids for E-sciencE

Grid Access

ooy s Information & Job
Authorization Auditing Monitoring Monitoring
Service
Authentication Discovery

Information &
Monitoring Services

Security Services

Metadata File & Replica :
Catalog Catalog Accounting
Storage Data Job Package
Element Movement Provenance Manager
Data Services Computing Workload
Element Management

Job Management Services

OCHOBHbI€E rpynnbl CEPBUNCOB



CHNEI]C) GSl-grid security infrastructure

Enabling Grids for E-sciencE

Tpu OCHOBHbLIX acnekTa 6e3o0nacHoOCTM:

Privacy — ObmMeH coobLweHussMun AorkeH ObITb NPUBaTHbIM.
(mocTynHocTb NepegaBaeMbIX AaHHbIX TONMIbLKO YyYaCTHUKaM
Aawvanora)

Integrity — LlenoCcTHOCTb AaHHbIX, T.e. HEU3SMEHHOCTb NnepeaaBaeMbIX

AaHHbIX

Authentication — UpeHTUdMKauma cToOpoH, yyacTByHOLNX B guarore
(npoBepka NOASIMHHOCTU CYLLUHOCTH)



G

Enabling Grids for E-sciencE

Anroputmbl WnppoBaHus

CUMMeTpPUYHBbIN aNropuTm

(secret)

[ Knrou

J

HecumMmMeTpuYHbLIN anroputm

OTKpbITbIN
KoY

KJ1HOM

o N\
3aKpbITbIN
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Privacy in public-key cryptography

Enabling Grids for E-sciencE

Sender Receiver
Receiver's Receiver's
Public Key Private Key

|

I

I

| ®
| ®
I

I

Y Y
To bs, or not Sidbkjscakao To be, or not
to be, that is »| Encryption ol sicyniscussy —| CNCTyPtion > to be, that is
the question, Algorithm clascnmasca Algorithm the question,
whether tis skjchslakmjca whether tis
nodler in the dxcciouewk|s nobler in the
Unencrypted Message Encrypted Message Unencrypted Message
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Integrity in public-key systems

Enabling Grids for E-sciencE

Digital signatures (LncgppoBasa nognuceb)

Sender | Receiver
Message I Message
To be, or not I To be, or not Message
o be, that is »| tobe, that is Digest
the question, I the question, Algorithm
whether tis whether tis
nobler in the | nobler in the
Sender's | Sender's
Private Key | Public Key
Message sage
Digest O e
: transmitted
Algorithm Q | carrectly
\J |
WP Encryption . Encryption Error!
?ﬂg.% Algorithm 2 6?!23.' ~| Algorithm 78 b'::nsm ;‘):Z'
Message Digest Encrypted Message Digest
Message Digest
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Authentication

Enabling Grids for E-sciencE

Certificates and certificate authorities

digital certificate — yugposot doKymeHm, rnoomeepxxdarowmu, 4mo daHHbIU public
Key nipeHadnexxum KOHKpemHoMy r1osib308amersito (cucmeme, cepaucy). Imom
0oKyMeHm roodrucaH 3-U cmopoHoU, Ha3bleaemou certificate authority (CA).
Llosepue cepmucukamy cmpoumcsi Ha dogepuu mpemsbel cmopoHe, rnoodrucaswedl
amom cepmugbukam

|, Certification Authorily XYZ _, do hereby certify that

Contibieation Authonity KU

CA's Signature

13



G

X.509 cepTudpukartbl

Enabling Grids for E-sciencE

An X.509 Certificate contains:

Structure of a X.509 certificate

]

owner'’s public keys

-~
’

OU=GRID, CN=Andrea Sciaba
RABS

Issuer: C=CH, O-CERN

identity of the owner:

INfO 0N the CA; m—

time of validity:

Serial number:

digital signature of the CA

14



Challenge-response authentication

Enabling Grids for E-sciencE

Anunca (A) xodet ayteHTUdMumMpoBaTb boba (b).

B nockinaet ceon ceptudukat Anmce, oHa NPoBEPAET
npaBuUIibHOCTb cepTudmnkaTta n nognucek (Mmeet PK CA).

A nocbinaet boby nponssornbHyto dpasy (challenge) c
npocbbou 3awmdpoBaTh €€ 3aKpbITbIM KIto4oM boba.

b WwndpyeTt npmweawine gaHHble U OTCbINaeT OTBET
(response) Anuce.

A pacwmndopoBbiBaeT oTBET boba ¢ nomoLbo nepegaHHoro
paHee OTKPbITOro Krto4va 1 cpaBHUBAET peayrbraT C
9TanoOHHON ppa3son.

Ecnn cpaBHeHMe ycnelwHo, To bob oencTBUTENBHO
BnageeT 3aKpbITbIM KIMKOYOM, COTBETCTBYIOLLUM
cepTudounkary.

15



Cy proxy-ceptudukar

Enabling Grids for E-sciencE

[Tpobnemsi:
Single sign-on Delegation

OJTHOKPATHOE MPEIbSIBICHUE
MIEPBUYHOTO 3aKPBITOTO KIIFO4a ! !

Proxy-certificate

User
Certiﬁcate flle User Proxy
; Private Key | certificate file
ass (Encrypted)
Phrase ) o ’
[MpuMmeHeHne proxy-ceptudmkara ans Mo>xHO nepegaBaTb CBOU
ayTeHTuukauum n3dasndet nonb3oBartens proxy-ceptudukarhbl
OT HEOOXOANMMOCTM BBOAUTL CBOW Maponb apyrmm cybbektam Ans BbiMOMHEHUS
Npu KaXxgomM B3aMMOOEeNCTBUM C CEPBUCAMM. ornepauuii OT CBOEro UMEHM.

OzpaHu4eHHOe epemMsi delicmeaus
16



CHEE proxy-ceptudukar

Enabling Grids for E-sciencE

voms-proxy-init —-voms picard
voms-proxy-info --all

subject :/C=RU/O=RDIG/OU=users/OU=pnpi.nw.ru/CN=Nikolai
Klopov/CN=proxy

issuer :/C=RU/O=RDIG/OU=users/OU=pnpi.nw.ru/CN=Nikolai Klopov

identity : /C=RU/O=RDIG/OU=users/OU=pnpi.nw.ru/CN=Nikolai Klopov

type  : proxy

strength : 512 bits

path  :/tmp/x509up u6901

timeleft : 11:59:43

=== VO picard extension information ===

VO . picard

subject :/C=RU/O=RDIG/OU=users/OU=pnpi.nw.ru/CN=Nikolai Klopov
issuer : /C=IT/O=INFN/OU=Host/L=CNAF/CN=cert-voms-01.cnaf.infn.it
attribute : /picard/Role=NULL/Capability=NULL

17
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Renewal Architecture

Enabling Grids for E-sciencE

\ MyPriiey

PUT proxy
WM Service node
submit praxy Ranewal
R e o f
Sarvice

CondorG

Fabric Management I
Job
Managsr Gatekseper

/ Service
GET proxy

e,
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Authorization

Enabling Grids for E-sciencE

Kaxxgbin Grid pecypc oomkeH onpeaennTtb 4ENCTBUA, KOTOPbIE MOXET
BbIMOJSIHATL MOSib30BaTeSb.

-Database server: read/write/create permission?
- Compute element: permission to execute?
-Storage Element: write/read access?

Ob6bI4HO BbINONHAETCSA Yepes grid-mapfiles:

"/C=CH/O=CERN/OU=GRID/CN=Simone Campana 7461" .dteam
"/C=CH/O=CERN/OU=GRID/CN=Andrea Sciaba 8968" .cms
"/C=CH/O=CERN/QU=GRID/CN=Patricia Mendez Lorenzo-ALICE" .alice

MHoro nonb3oBarenen n npueenernn -> TPyaHoO agMUHUCTPUpoBaTh!

[Monb3oBartenu oobeanHsaTcs B BuptyanbHble OpraHnsaumm
(VO).

19
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BupTtyanbHble opraHn3auum

Enabling Grids for E-sciencE

«dnHamunyeckoe cobpaHme ognHOYEK U OpraHm3aLun,
rméko, 6e3onacTHO N KOOPAMHUPOBAHO pasgenstoLlee
pecypcbl» -- LCG-2 User Guide.

VO c TtexHu4eckoun Touku 3peHus: LDAP vnn HTTP nnu
VOMS pecypc, nepeuncnarowmm Distinguished Names
cepTndukaToB nonb3oBaTtenen KoHkpeTHou VO.

LCG-2: dgpann /etc/grid-security/grid-mapfile, oanH
cepTudukar — ogHa BMpTyanbHas opraHu3auug, HeT
pasgeneHns nonb3oBartenbCckux poneun BHyTpu VO.

VOMS: npusBaHa anga ynpaereHuns posbio Nonb3oBareng
BHYTPU VO 1 co3gaHmsa nonb3oBaTteibCkux rpynn. BmecTto
ncnone3oBaHns LDAP/HTTP gns otobpakeHus
nonb3oBartenen dbyaet ncnons3oBatbcs VOMS-3anpochl.
BHyTpeHHAsA cTpyKTypa XpaHunuwa — Relational Database.

20
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Example

Enabling Grids for E-sciencE

VOMS presents a user's VO membership information as an extension to their
X509 proxy certicate.

GROUP: {string that names the group}
ROLE: {string that gives the user role(s) in this group}
CAP: {special capabilities assigned to this role}

Example: A user works on ATLAS high energy physics experiment

GROUP ROLE Special CAPability
ATLAS user none

ATLAS CAL user none

ATLAS LARG update 10G disk space

ATLAS FCAL administrator full write privileges

21



Data management

Enabling Grids for E-sciencE

[1aHHble XpaHATCH Ha Pa3fINYHbIX Heobxogum obwuin nHtepgenc K
YCTPOMCTBaX (OUCKW, NEHTHI), yCTpoucTBam

NCMOSIb3YHOLWUX pasfindHble MeToabl

gocTyna

Heobxogmm cnocob onpeneneHus

[laHHble XpaHATCA Ha pas3nMYHbIX canTax, .
MeCcTononoxeHms gpannos

roe OTCYTCTBYET olOLias pasgensiemas
doannoBas cuctema

[1aHHble MOryT NepemMeLllaTbCcsa Mexay Heobxoanma ynpaensiemas,
pasnuyHbIMK cantTamu HageXxHas nepenada dganos

Heobxoanma obLasa mogesnb
[aHHble XpaHATbCSA TaMm, Kyaa o0blYHbIN 6e30NacCHOCTH
OO0CTYyN BaM 3anpeLueH

22



Data Management Services

Enabling Grids for E-sciencE

Storage Element

Storage Resource Manager

POSIX-I/O
Access protocols
Catalogs

File Catalog
Catalog

Replica Catalog
File Authorization Service

Metadata Catalog
catalogs

File Transfer
Data Scheduler
File Transfer Service
glite-url-copy;
File Placement Service
(FTS and catalog interaction)

Castor, dCache, DPM, ...

glLite-1/O, rfio, dcap, xrootd

gsiftp, https, rfio, ...

glLite File and Replica

Application specific

gLite FTS and

gLite FPS

23
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Storage Resource Management

Enabling Grids for E-sciencE

[aHHble XpaHATCS Ha nnm

YnpaBneHue aTuMmn pecypcamm QOImKHO obecneymnBaTh:
[Mpo3payHbin gocTyn K hannam (migration to/from disk pool)
BolgeneHne mecta gns gpamnnos (Space reservation)

YnpasneHue BpemeHeM XusHu ¢oannos (Life time management)

cepBuC peanunsyeT BCe 3TU
TpeboBaHuS:

SRM is a Grid Service that takes care of local storage interaction and
provides a Grid interaface to outside world

Interactions with the SRM is typically hidden by higher level services

24



Cy File Naming problem

Enabling Grids for E-sciencE

UmeHa channoB Ha SE umeloT TONbKO floKanbHOEe 3Ha4YeHue:
/tmp/picard/filel (Unix)

srm://castorgrid.cern.ch:8443/srm/managerv1?SFN
=/castor/cern.ch/filel

( — SURL)

JlokanbHaa cuctema MoXxeT npeobpa3oBbiBaTb MMeHa pannos, Hanp.
SURL He MoXxeT ncnonb3oBaTbCA NPSAMO, OH AOJKEH ObITb
npeobpasoBaH SRM B (TURL) :

gsiftp://sel05.cern.ch/scratch/file05

Ana poctyna K channam HeoGxoauM noaxon, NO3BOSIAOLWUN adbCTparMpoBaTbCs

OT JNTIOKasfIbHOW CUCTEMbI MUMeH n obecneunTb oowmmn ans GRID cpeabl MexaHu3m
umeH cannoB

25
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Data Naming

Enabling Grids for E-sciencE

(=
Symlink
G

ACL A suR

/knv/dput?txt/ SFN /dpm/cern ch/home/plcard/gm/knv/dput3 txt
| |
| Rep
| i -
I 1
File Catalog Interface SRM Interface
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KaTanorm gaHHbIX

Enabling Grids for E-sciencE

lNo3BonsieT onpenennTb, rae pasmMmeweHs! pannsl B Grid

MoxeT onpeaenutb gononHUTenbHY ceMaHTUKy Ha LFN (atpubyTthl, ACLs,..)
[No3BonsieT onpeaenuUTb MECTOMOJSOXEHME PEenSIuK

-

Metadata\
Catalog

-—-

\ Storagelndex
N\ ~ )

\
Central Catalog

PLANNED
) 4 )

ocal Catalog Site A ‘

L Local Catalog Site B ‘
N J N 2
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KaTanorm gaHHbIX

Enabling Grids for E-sciencE

lNo3BonsieT onpenennTb, rae pasmMmeweHs! pannsl B Grid

MoxeT onpeaenutb gononHUTenbHY ceMaHTUKy Ha LFN (atpubyTthl, ACLs,..)
[No3BonsieT onpeaenuUTb MECTOMOJSOXEHME PEenSIuK

~

e

— J File Catalog J )

Metadata Catalog

~

a ) a )

KR

eplica Catalog Site A R

> K eplica Catalog Site B
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FiIReMan Commands

Enabling Grids for E-sciencE

glite-catalog-Is glite-catalog-setreplica - p - aIIow to chan?e the permissions
glite-catalog-stat glite-catalog-getreplica . . re%g ttehé ?ee i
glite-catalog-mkdir " “g‘{rggr;[,%mg file
gl?te-catalog-rmdir )é - ge;)é(ta%#éemeta data of the file
glite-catalog-mv - Set the meta data of the file

glite-catalog-symlink
gl?te-catalog-create glite-catalog-setattr glite-catalog-getacl
glite-catalog-rm glite-catalog-setacl

glite-catalog-getattr glite-catalog-chmod

glite-get [ # LFN: /knv/dput4.txt

glite-put # User: /C=RU/O=RDIG/OU=users/OU=pnpi.m
glite-rm # Group: egee-group

# Base perms: user pdrwl-gs, group --r-I-g-, other --------

29



Cy File Access Overview

Enabling Grids for E-sciencE

KnueHT ncnonblyet API library nnu Command Line Interface
GUID mnnn LEN moxeT ncnonb3oBartbcs, Hanp. open(“/grid/myFile”)

GSI Delegation to gLite I/O Server

CepBep BbINOSIHAET BCe onepaunm ot MMeHU KNnneHTa
[MpeobpasoBaHne LFN/GUID B SURL n TURL

BcTpoeHHble onepauunu:
B3anmogencTteume ¢ katanorom
Bsanmopeunctsune ¢ SRM

Native 1/0 FiReMan
Catalo
Server 9
O O alo Module
SRM SURL - TURL [
S~— AP| mappings SRM ]
Client Protoc
open(LFN ol
pen( ) Module

S

30



Cy DM Interaction Overview

Enabling Grids for E-sciencE

Storage Element
VOMS
Storage
A API
Get File 1/0
credential gLite 1/O R gridFTP
N\
O O \ File namespace

/ and Metadata mgmt Ze File and
~— Replica Catalog

/
Store

credential Database

File replication 1
b m Transfer Agent Storagelndex

— :
Proxy renewal 1 Replica
MyProxy ¢ w Location

File Transfer and WMS
Placement Service

31



gLite FTS/FPS

Enabling Grids for E-sciencE

File Transfer/Placement Service (FTS,FPS) Web
Basa gaHHbIX 3agaHui Ha nepegadvy annos Monitor
[MpepocTasnget Transfer Web Service FTS/FPS

NHTepdenc ana knneHta (submit, cancel,
status)

T
Nmeet Web Interface E j
Monomduumpyet Catalog ecnv Heo6xoaMmo Job DB

Transfer Agent

OCHOBHbIE OEUCTBUS
[Mony4yaeT 3agaHus n3 Transfer Job Database

YnpaBnseTt nepegavyen 4epes MHOXECTBO Actions
KaHallioB L Il 11

MoHuTopupyet ctaTyc n moanduumnpyet \_ Y,

Transfer Job Database /\

Transfer Service (glite-url-copy)

WebService

Transfer Agent

Channel Channel
PakTndeckn BbiNonHaeT nepeaady: SRM — gite-urtcopy | [ giteuricopy
SRM’ gSIftp o SRM’ gSIftp _ gSIftp glite-url-copy glite-url-copy
MoHuTopupoBaHue glite-url-copy glite-url-copy

32



CERE FTS/IFPS

Enabling Grids for E-sciencE

HewncteyeT Tonbko Yepe3d SRM SURLSs or gsiftp URLs
submit (source-SURL, destination-SURL)

[Mo3BonsieT pabotaTtb ¢ LFNs
B3aumogencteyet ¢ replica catalogs
Pernctpupyet pennunkm B Katanore pensnuk

submit (transferJobs) (transferJob = sourcelLFN,
destinationSE)
FTS [~ j
™ WebService | ol
FPS
™ plugin Catalog

33



SN EIC) NHdopmaumoHHasa Cuctema glLite

Enabling Grids for E-sciencE

B pacnpegeneHHou cpefe BaXkHa BO3MOXXHOCTb Nosfyyartb MHOPMaLUo O AOCTYMNHbIX
B JaHHbIK MOMEHT pecypcax. dT1a MHopMaLMa MOXET BKIOYaTb:
- canTbl (CE), cnocobHble BbINOMHUTL AaHHOE 3aJaHue, UX 3arpyska,

MO, ycTaHOBIEHHOE HA HUX.

- CanTbl, NpegocTaBnsaloLne BOSMOXHOCTU ANA XPaHEHUA OaHHbIX, BKITHOYaa UX
cTaTyc, MakCuMmarnbHbI pasmep 1 YMCro pannos, KOTOPbIE MOTYT BbiTb COXPaHEHbI.

- AJadHHblE€ MOHNTOPUNPOBAHUA Nnpouecca BbINOJNTIHEHUA 3aaHUA

34



Uses of the IS in EGEE/LCG

Enabling Grids for E-sciencE

- If yoy are a middlevare developer
fyoy are a yser

Retrieve information of Grid Matching job requirements and
resources and status Grid resources

Get the information of your jobs

status Retrieving information of Grid
Resources status and availability

Ifyoy are site manager or service

You “generate” the information for example
relative to your site or to a given service




Information and Monitoring

Enabling Grids for E-sciencE

LCG-2 currently uses
GT Monitoring and Discovery Service (MDS) architecture
together with Berkley Database Information Indexes (BDII)

The information system is built on LDAP
Light-weight Directory Access Protocol

A Schema describes the attributes and the types of the
attributes associated with data objects

Example:

GlueSIteme dataGridVersion: LCG-2 0 0
installationDate: 2004041311002
objectClass: Sitelnfo
siteName: nikhef.nl
siteSecurityContact: grid-support-admin@nikhef.nl
sysAdminContact: grid-support-admin@nikhef.nl
userSupportContact: grid-support-admin@nikhef.nl

36



H@PoOpMaLUOHHOU

Cucrtembl

Enabling Grids for E-sciencE

OCHOBHbIe Waru:

1. Ha kaxxpom caute PROVID% T TUYECKY U AUHAMUYECKYIO
UHopmMaLuno 0 CBOEM COCTOSAAHUM Ha Rga
2. C‘E‘NTRAL SYS I EM onpawmBaeT 3TU cepBepa U coxpaHsieT

noJsiy4yeHHble AaHHble

?:ﬁ 6”?8'6%{:““ Ha Yyepe3 3afaHHbIN A.CCESS

4. LleHTpanbHaa cuctema npegocraBnsieT MH(popMauumo B COOTBETCTBUU CO
SCfI-EM y KOTOpas onpenenseT cTaHAAapT Ha onucaHue ceTeBbIX PecypcoB

BDII aengaetca tekywen EGEE/[ CG NNHdopmMaLoHHOM
Cuctemoun n ocHoBbIBaeTcAa Ha [LDAP

37



(b)

Moaenb AaHHbIX

Enabling Grids for E-sciencE

I |
foreign key

Nepapxudeckas — CTPYKTypa Tuna AepeBo;
MOTOMOK MMEET TOJTbKO OZIHOrO PoAUTENS.

nerko pasgendetcs (partitions); nerko
oTobpaxaeTca Ha bmnsnmyeckme ycTpomcTaa.

BDII, LDAP

PensumoHHas — Habop Tabnuu;
A3blk 3anpocos (SQL) adhdeKkTUBHLIN,

LLUMPOKO pacrnocTpaHeHHbIN
R-GMA
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Enabling Grids for E-sciencE

Grid Resource
Information
System - GRIS

BDII A

LDAP LDAP

BDII B

GIIS GlIS GIlIS

HEGION i* REG ON A2 REGION b1

-- Uepapxuyeckasa mogenb npeaocTaBNeHNs AaHHbIX B

GRIS |

Grid Index
Information
System - GIIS

GlIS ©

Site c]

GRIS

nHdopmaumoHHoun cucteme: CE, SE [ GRIS U GIIS U BDII (GlIS B

HacTosilee Bpems 3ameHsieTcsa Ha BDII)

-- Pecypcbl onucbiBarotces npu nomoiy n GLUE Schema.
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DIT

Information Providers

Enabling Grids for E-sciencE

site

%
site '

information network information

| between this and
iR other sites

o\

status file statistics
storage elements that are
close (not necessarily at

the same site)

protocols
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G CJIC) Some examples of the Glue Schema (1)

Enabling Grids for E-sciencE

ATTRIBUTYES FOR THY CE

o Base Class for the CE information (objectclass: GlueCETop : No attributes
o CE (objectclass: GlueCE)
« GlueCEUniqueIDr unique identifier for the CE
« GlueCEName : human-readable name of the service
o CE Status (objectclass: GlueCEState
«GlueCEStateRunningJobs : number of running jobs
«GlueCEStateWaitingJobs : number of jobs not running
«GlueCEStateTotalJobs: total number of jobs (running + waiting)

«GlueCEStateStatus: queue status: queueing (jobs accepted but not runnin%),
production (jobs accepted and run), closed (neither accepted nor run), draining (jobs not
accepted but those already queued are running)

«GlueCEStateWorstResponseTime :worst possible time between the submission  of
the job and the start of its execution
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Some examples of the Glue Schema

Enabling Grids for E-sciencE ( I I )

3. ATTRIBUTES FOR THE SE

o Base Class (objectclass: GlueSETop): No attributes

o Architecture (objectclass: GlueSLArchitecture)
«GlueSLArchitectureType: type of storage hardware (disk, tape, etc)

a Storage Service Access Protocol (objectclass: GlueSEAccessProtocol)
«GlueSEAccessProtocolType: protocol type to access or transfer files
«GlueSEAccessProtocolPort: port number for the protocol
«GlueSEAccessProtocolVersion: protocol version

«GlueSEAccessProtocolAccessTime: time to access a file using this
protocol

4+ MIXEDATTRIBUTES

o Association between one CE and one or more SEs (objectclass:
GlueCESEBindGroup)

* GlueCESEBindGroupCEUniqueID: unique ID for the CE
* GlueCESEBindGroupSEUniqueID: unique ID for the SE
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CLEAE R-GMA

Enabling Grids for E-sciencE

LDAP He nogaepXxmnBaeT arperaTHble 3anpochkl Ha pasnnyHbie 06BbEKTHI,
T.€. 3anpoc OCHOBbIBAETCS Ha aTpubyTtax obbekTa.

R-GMA: Relation Grid Monitoring Archicecture

MCHOﬂb3yeT pendunoHHyIr0O MmoaeJib AaHHbIX.

[1aHHble NpeacTaBnaAlTCA B BUAae Tabnudl.
CTpyKTypa AaHHbIX onpeaensaeTca rno KoNoHKaM.
Kaxkgasa 3anmncb ectb cTpoka (tuple).

A3bIk 3anpocos. - Structured Query Language (SQL).

NMopaepxmBaeT pa3fiMyHble TUMbI 3aNpPoOCoOB:
- streams
- archives
- lates-value
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Apxutektypa R-GMA

Enabling Grids for E-sciencE

Schema

Bce Producers peructpupyrorcs B

Registry

Registry, onpegensas Schema

Consumer nony4aet n3 Registry
Te URLSs, KkoTOpble MoryT

TableName

URL 1

TableName

URL 2

BbIMNOJIHUTb ero 3anpoc.

Producer 1

Consumer B3aMumMoOeucTByeT C TabloName

atumum Producers. S

Value 2

Producers obpabartbiBaroT query
n Bo3BpawaroT tuples Consumer.

<

BuptyanbHasa 6a3a gaHHbIX

Producer 2

TableName

Value 3 Value 4

Consumer

TableName

Value 1

Value2

Value 3

Value 4
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e e e Mediator

Enabling Grids for E-sciencE

Queries posed against a virtual data base

The Mediator must:
-find the right Producers

-combine information from them
Hidden component — but vital to R-GMA

Will eventually support full distributed queries but for now will only
merge information from multiple producers for queries on one table or
over multiple tables from one producer
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Information and Monitoring

Enabling Grids for E-sciencE

CPULoad (Global Schema)

Country Site Facility Load Timestamp

UK RAL CDF 0.3 19055711022002

UK RAL ATLAS 1.6 19055611022002

UK GLA CDF 0.4 19055811022002

i

UK GLA ALICE 0.5 19055611022002

CH CERN ALICE 0.9 19055611022002

CH CERN CDF 0.6 19055511022002

5
CPULoad (Producer 2)
CPULoad (Producer 1) UK GLA CDF 04 | 19055811022002
UK RAL CDF 0.3 | 1905571102002 UK GLA ALICE | 0.5 | 19055611022002
UK RAL ATLAS | 1.6 | 19055611022002
= ,_
WHERE WHERE CPULoad (Producer 3)
COUﬂtI'y = )UKl country = ’CH’ CH CERN ATLAS 16 19055611022002
AND site = AND site = CH CERN | CDF 0.6 | 19055511022002
'RAL 'CERN’
.. y W
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Information and Monitoring

Enabling Grids for E-sciencE

Service ServiceStatus
[URIT|Vo|ypellemailContactil|Sitell| |URI VO [type|up|status |
gppse01 alice SE sysad@rl.ac.uk RAL gppse01 alice |SE y SE is running
gppse01 atlas |SE sysad@rl.ac.uk RAL gppse01 atlas |SE y |SE is running
gppse02 cms SE sysad@rl.ac.uk RAL gppse02 cms |SE n |SE ERROR 101
Ixshare0404 alice |SE sysad@cern.ch CERN Ixshare0404 alice |SE |y |[SEis running
Ixshare0404 atlas |SE sysad@cern.ch CERN Ixshare0404 atlas |SE |y |SEis running

|

Result Set (Consumer)

URI emailContact

gppse02 sysad@rl.ac.uk

SELECT Service.URI Service.emailContact FROM Service S, ServiceStatus SS
WHERE (S.URI= SS.URI and SS.up=n’)
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Cy R-GMA: Producers

Enabling Grids for E-sciencE

Other
producers
queries &
User Procucer Proclucer Consumers SELECT *
L ons
Code APl Servige  fr— i
control and tuples User Producer Producer
s p Consumers
inserted tuple Code APl Service  frmm——
Primary Producer control only y tuples
Secondary Producer
Tuple h 4
Storage Tuplc
Storage

On-demand Producer

Primary Producer
user code nepuoaundecku inserts tuples 8 o Tu HET BHYTPEHHEro xpaHunua,

storage, KOTOPbIN NoAdepK1BaeTcs d  prc JaHHble BblgatoTca User Code
Primary Producer service. Producer B OTBET Ha 3anpoc
service aBTOHOMHO OTBeYaeT Ha 3anpochl

consumer.
Frocuce r rroducer
API I—.I Service
. control only

On-demand Producer

tuples

queries

User
Code

Consumers

tuples
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R-GMA: Consumer

Enabling Grids for E-sciencE

Registry
Service

User
Code

list of
query producer
query query
Consumer Consumer -
. Producers
tuples tuples

Consumer
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R-GMA in Accounting

Enabling Grids for E-sciencE

Application runs on a site to process GateKeeper and PBS
log files

» Log files contain the User ID, Job Number and Resources used

» Parsed log files are then published into a schema using R-GMA
Log file data merged into one large accounting record
R-GMA used to publish all accounting records per site

Published records streamed to a Secondary Producer
» Located on the GOC — aggregates records from all sites
= Accounting records stored in a database

Sit= R-GA

wemannad

:
:
; MON btade
: o= e e e ey
; Frirr@ry : o . H
! Pragrss i SO0 RCMA MON Node :
- N
1 i
i Secondary Producer
1 L
Streamed Data i -
4 >
E Consuoosr
¥ ~ :
Streamed Data § [
! i
- H DE Storage
Friroary H
Froducer B :

Site R-CGVIA
MOHM Node

50



Enabling Grids for E-sciencE

Normalised CPU time by SITE and VO
February 2005 - January 2006

m-
45000
40000
— ]
9 35000
2 ]
o= 4
c ] MRu-Troitsk-INR-LCGZ
A 30000
~ ] ERU-Protvino-IHEP
g - Eru-PNPI-LCG2
3 2sm0] Oru-toscou-SINP-LCG2
2 ] CJRU-Moscow-KIAM-LCG2
o i Oru-Moscow-GCRAS-LCG2
E 20000 Oru-IMPB-LCGZ
o ] [ERRC-KI
Lo}
2 ] EJINR-LCGZ
5 150004 M ITEP
) ]
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Job Management Services

Enabling Grids for E-sciencE

CepBuchl ynpasneHusa 3agaHuamm (Job Management Services )

computing element
job management (3anyck u ynpaesnieHue 3adaHusimu)
UHgpopmupoeaHue o ceoux xapakmepucmukax u cmamyce
workload management
ynpaeJsieHue 3arnyckom 3adaHul

accounting
computing, storage and network resources
job provenance

CoxpaHeHue OaHHbIX O 3anyuweHHbIX 3adaHusix, ycroesul
8bINMOJIHEHUS U OKPY>keHus1 u m.n. Ha dnumenbHbIU nepuod epeMeHU
debugging, post-mortem analysis, comparison of job execution
package manager

automates the process of installing, upgrading, configuring, and
removing software packages from a shared area on a grid site.
extension of a traditional package management system to a Grid
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e WMS Architecture Overview

Enabling Grids for E-sciencE
;f ‘

|
T L//
A

Node
(Workload Manager, WM)

Replica
Catalog

/:

A

7

Job status

Logging &

Bookkeeping Submissiof

gLite Computing Element
Grid Interface
3 Eﬂ LRMS Storage
P Element
= \__
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Data
@ submit @ Job Muniagafoent
Submission
& Monitoring
Logging
Information ISM & Bookkeeping
Supermarket Updater

Access

notify Policies
| am free Bvedlali®y submit Management
/monitor
my ClassAd
job request
—— B o update Information
' System

|
‘ '.‘Com puting Element

&
/—{ CE X matches

Data

Job Management
Task{ L. Match Submission "
Queu Maker & Monitoring

Logging
& Bookkeeping

e | ISM
Updater

Access
Policies
Management

notify
availability

lcegl v

Information
System

il
‘Computing Element‘;;:}
1 R

ICE 2] ]
L = .

e—

InfoSupermarket
gets status of CEs

Web Service Interface @ =R
‘CEN/
—

Lazy
scheduling

(pool mode)

Eager
scheduling

(push mode)
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The Information Supermarket

Enabling Grids for E-sciencE

ISM represents one of the most notable improvements in the WM as
inherited from the EU DataGrid (EDG) project
decoupling between the collection of information concerning
resources and its use
allows flexible application of different policies
The ISM basically consists of a repository of resource information that
IS available in read only mode to the matchmaking engine

the update is the result of

the arrival of notifications

active polling of resources

some arbitrary combination of both
can be configured so that certain notifications can trigger the
matchmaking engine

improve the modularity of the software

support the implementation of lazy scheduling policies
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The Task Queue

Enabling Grids for E-sciencE

The Task Queue

BO3MOXHOCTb COXpaHeHUsA 3anpoca Ha 3anyck 3agaHus,
eCIin OTCYTCTBYIOT pecypchbl, yAOBneTBOpAoLIMe
3agaHHbIM TpeboBaHnaM (Non-matching requests)

Non-matching requests
oyayT BbIOMpaTLCA U3 oYepean UM nepmoanyecku
eager scheduling

Unu Kak Tonbko HOTU(PUMKaLMA O AOCTYNHOCTU pecypca
noasutca B ISM

lazy scheduling
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Logging & Bookkeeping

Enabling Grids for E-sciencE

L&B tracks jobs in terms of events
— important points of job life
 submission, finding a matching CE, starting execution etc
gathered from various WMS components

The events are passed to a physically close component of the L&B
infrastructure
— locallogger

* avoid network problems

stores them in a local disk file and takes over the responsibility to deliver them
further

The destination of an event is one of bookkeeping servers

— assigned statically to a job upon its submission
processes the incoming events to give a higher level view on the job states
Submitted, Running, Done
+ various recorded attributes
JDL, destination CE name, job exit code

Retrieval of both job states and raw events is available via legacy (EDG) and
WS querying interfaces

— user may also register for receiving notifications on particular job state
changes
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Job Submission Services

Enabling Grids for E-sciencE

WMS components handling the job during its lifetime and performing the submission

Job Adapter

is responsible for

making the final touches to the JDL expression for a job, before it is passed to CondorC for
the actual submission

creating the job wrapper script that creates the appropriate execution environment in the
CE worker node

transfer of the input and of the output sandboxes
CondorC

responsible for
performing the actual job management operations
job submission, job removal

DAGMan

meta-scheduler
purpose is to navigate the graph
determine which nodes are free of dependencies
follow the execution of the corresponding jobs.

Log Monitor
is responsible for
watching the CondorC log file
intercepting interesting events concerning active jobs
events affecting the job state machine
triggering appropriate actions.
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SN CEIC) Job Description Language (JDL

Enabling Grids for E-sciencE

MoppepxnBaemblie aTPUOYTbl MOXHO pa3genuTb Ha 2
KaTeropumu:

OI'Ipe,El,eJ'IFII-OT CaMO 3alaHune

Ncnonbaytotea Workload Manager gna matchmaking algorithm
(BbIbpaTh “HannyywnMn’ pecypc ansa 3anycka 3agaHus)

*Mcrionb3yromcs 0515 oripedeneHuss Requirements u Rank attributes

Input data, Storage Element (SE), 20e coxpaHsimb 8bIXOOHbIE
O0aHHble, rpomokosibl docmyna K SE
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Example of JDL File

Enabling Grids for E-sciencE

[
JobType="Normal”;

Executable = “ "7

StdError = “stderr.log”;

StdOutput = “stdout.log”;

InputSandbox = {“/home/mydir/test/ "}
OutputSandbox = {“stderr.log”, "“stdout.log”};
InputData = {“1lfn:/glite/myvo/mylfn” };
DataAccessProtocol = “gridftp”;

Requirements = other.GlueHostOperatingSystemNameOpSys
== “LINUX”

&& other.GlueCEStateFreeCPUs>=4;
Rank = other.GlueCEPolicyMaxCPUTime;

]
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Job Resubmission

Enabling Grids for E-sciencE

If something goes wrong, the WMS tries to

the job (possibly on a
different resource satisfying all the
requirements)

Maximum number of resubmissions:
min(RetryCount, MaxRetryCount)
RetryCount: JDL attribute

MaxRetryCount: attribute in the “RB” configuration file
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CHLEE Computing Element

Enabling Grids for E-sciencE

Service representing a computing resource
Main functionality: job management

Run jobs

Cancel jobs

Suspend and resume jobs

Provide info on “quality of service”
How many resources match the job requirements ?
What is the estimated time to have the job starting its execution ?

Uséa by the WM or by any other client (e.g. end-user)

CE architecture accommodated to support both push and pull
model

Push model: the job is pushed to the CE by the WM

Pull model: the CE asks the WM for jobs

These two models are somewhat mirrored in the resource
information flow

In order to 'pull’ a job a resource must choose where to 'push’
information about itself
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CE Architecture

Enabling Grids for E-sciencE

Clien
t

JobSubmit
JobAssess
JobKill
JobSuspend
JobResume
WEB JobGetStatus i WEB
CE Mon
Web service
accepting |
management
requests
\_ [ Worker Nodes }
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WEB

Enabling Grids for E-sciencE

CE Architecture

Notifications

Job requests

WEB

CE Mon

Async. otifications\
about joh/CE events

Job requests (for
CE working in pull

[ Worker Nodes }Qnode) /
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Tunbl 3agaHun

Enabling Grids for E-sciencE

Normal
DAG - Directed Acyclic Graphs (DAG)
MPICH - Message Passing Interface
Checkpointable Jobs
Partitionable
Interactive Jobs
Collection
Parametric
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CHEE Directed Acyclic Graphs (DAGs)

Enabling Grids for E-s

A DAG represents a set of jobs:
Nodes = Jobs Edges = Dependencies
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CHNMCIC) Message Passing Interface (MPI)

Enabling Grids for E-sciencE

The MPI job is run in parallel on several processors.
Libraries supported for parallel jobs: MPICH.

Currently, execution of parallel jobs is supported only
on single CE’s.
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MPI: JDL Structure

Enabling Grids for E-sciencE

Type = “job”; ® Mandatory
JobType = “MPICH”; 5 Mandatory
Executable = “...”; =) Mandatory
NodeNumber = “int > 1”; =) Mandatory
Argument = “...”; »Optional

Requirements = »Mandatory

Member(“MpiCH”, other.GlueHostApplicationSoftwareRunTimeEnvironment)
&& other.GlueCEInfoTotal CPUs >= NodeNumber ;

Rank = other.GlueCEStateFreeCPUs; ®) Mandatory
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Cy Logical Checkpointable Jobs

Enabling Grids for E-sciencE

It is a job that can be decomposed in several steps;

In every step the job state can be saved in the LB and
retrieved later in case of failures;

The job can start running from a previously saved state
instead from the beginning again.

JOB’S START JOB'S END

STEP1 STEP2 STEP3 STEP4
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Checkpomtable Jobs: JDL Structure

Enabling Grids for E-s

Type = “job”; » Mandatory
JobType = “checkpointable”; ®» Mandatory
Executable = “...”; ®» Mandatory
JobSteps = “Ilst int | list string”’; ®» Mandatory
CurrentStep = “int > = 0”; ® Mandatory
Argument = . ‘;‘ B » Optional
Requwements = ; Obtional
Rank = - » Optiona

®» Optional

70



G

Interactive Jobs

Enabling Grids for E-sciencE

JobType = “Interactive”

When an interactive job is executed, a window for the

stdin, stdout, stderr streams is opened

Jobhld:

POSSlblllty tO Send the Stdln t( jhttps: //1xshare0403. cern. ch: 9000 /oyG7LvVAnlyyTnullxms ty

the job
Possibility the have the stder
and stdout of the job when it

IS running

Standard Output:

Welcome !
What is your name 7

Standard Error:

I

Sending standard input:

o

Massimo

==
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JobType=Partitionable

JobSteps = {"cms0", "cmsl", "cms2", "cms3", "orca"};
StepWeight = {7.5, 25, 37.5, 15, 15};

CurrentStep = 0;
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Cy Parametric jobs

JobType = "Parametric";
Executable = "cms sim.exe";
StdInput = "input PARAM .txt";
StdOutput = "myoutput PARAM .txt";
StdError = "myerror PARAM .txt";

Parameters = 10000;

ParameterStart = 1000;

ParameterStep = 10;

InputSandbox = {
"file:///home/cms/cms sim.exe",
"file:///home/cms/data/input PARAM .txt "
}i

OutputSandbox = {

"myoutput PARAM .txt",

"myerror PARAM .txt" };
Requirements = other.GlueCEInfoTotalCPUs > 2;
Rank = other.GlueCEStateFreeCPUs;

73



