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Ob630p

UTo Takoe ayTeHTUmKaumng

BaXXHOCTb ayTeHTUdUKauum

Buabl ayTeHTUUKaunn

[Taporb, buomeTpusi, cMapT KapTa...

[Tpobnembl ayTeHTUPUKALMM C NOMOLLLIO Mapons

CRnoXXHO N BHeOApWUTb ABYXJaKTOPHYIO
ayTeHTUduKauuno?

TpeboBaHua ans BHeapeHus

[lemMoHCcTpauna BHegpeHNa ABYXAAKTOPHOM
ayTeHTUmKaumu.

[loaBeoem UToru...
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UTO Takoe ayTeHTuMPunKaumna?
OCHOBHbIE NMOHATUS.

[1pouecc perncTpaunn nonb3oBaTensa B CUCTEME COCTOUT U3
TPEX B3aMMOCBSI3aHHbIX, NOCieqoBaTeNbHO BbIMOMHAEMbIX
npoueayp: uAeHTMUKaUnm, ayTeHTuukaumum n asTopmsanmu.

oeHTndukauma — aTo npouenypa pacno3HaBaHUA
nonb3oBartens No ero NAeHTUMUKaTopy.
AyTeHTUMKaumna - npouenypa gokasaTtenbCcTaa Toro, Yto
nonb3oBaTenb Ha caMoM dere ABMNAEeTCA TEM, 3a KOro oH
cebs Bbloaer.

ABTOpU3aLUMA — npoueaypa NnpeaocTaBneHns
Nnonb3oBaTento onpeaeneHHbIX Npae OOCTYnNa K pecypcam
CUCTEMBbI.
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BaXXHOCTb ayTEHTUMUKaALIUN

. Heobxognmo ydoeanTtbcs B TOM, UYTO
Nnonb3oBaTenb ABNAETCH TEM, 3a KOro OH
cebs BblOaerT.

. Heobxogumo ybeantbcsi B TOM, YTO
YCTPOUCTBO Ha APYyron CTOpPoHe KaHana
ABNSAETCH «CBOUM».

. BeccmbICrneHHO opraHmM3oBbIBaTb
3alUULLEHHbIV KaHan CBA3U, ecnu
HEN3BECTHO KTO HaXOAUTCS C APYron
CTOPOHbI KaHana.
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dakTopbl ayTEHTUUKAL U

[na noaoTBepXXAaeHuUsa cBOM NMNOASTMHHOCTU, CYObEKT
OOJSKeH NpeaoCcTaBUTb HEKOTOPYH CEKPETHYHO
MHpopMaLMIO, KOTopast AOIMKHa ObITb AOCTYMNHA
TOSIbKO eMy ogHOMY. OH MOXET NpeabsABNATh
CUCTEME pa3fnyHble BUAbl MHOPMaL NN,

dakTop ayTeHTUdUKaum — onpeneneHHbIn BUA
MHopmMaLunn, NpegocTaBnAeMbI CYObEKTOM
cucTtemMe Npu ero ayteHTudomnkayum.
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KoMOunHauuns doakTopos

MHorogaktopHasa ayTeHTudmnkauma - ayteHTudpumkauusa, B
npoLecce KOTOPOW UCMNONb3YeTCA HECKONbKO TUMOB
ayTeHTUdNKaLMOHHbIX (0aKTOPOB.

MeTton ayTeHTudmkaumm (Metoq permcTpaumm) —
cneymdomnka ncnonb3oBaHUA onpeaeneHHoro Tmna
ayTeHTUdMKaLMOHHbIX d0aKTOPOB B npoLueaype
ayTeHTUUKaUmn.

KomMmbunHauns HeCKonbKMX METOAOB ayTEHTUPUKaLmu,
HanpumMep, ecnu cnyxba ayTeHTUdmnKaunm ncrnonb3yeT Ans
ayTeHTudnkaumm nnuo 1 ronoc nonb3oBaTens, He
ABndeTca MHOrodpakTopHOU ayTeHTUdMKaLUMEN, TaK Kak
o0a ncnosnb3yemMbix pakTopa OTHOCATCA K O4HOMY TUMy
ayTeHTUdNKaLNOHHbIX d0aKTOPOB — «Ha OCHOBE
BMoOMETPUYECKUX AAHHbBIX>.
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Kakue ObiBaloT dpakTophl

. ImeTb HeuTo (Quckemy, mokeH,...)
. 3HaTb HeuJTO (1aporsib, 102uUH,...)

. ObnapgaTtb HEKOW BMonorn4yeckomn
OCODOEHHOCTbIO
(omneyamok nanbya, cmpykmypa [JHK ...)

. HaxoouTbcsa B onpeaeneHHoOM MecTe
(/IP-adpec, 0aHHbIE 0m paduo-MemkKu)
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AyTeHTUUKaLna Ha OCHOBE
napons

. ['lpocTo peannsoBaTtb
. He TpebyeTt nHdpacTtpykTyps! PKI

. MOXHO 1cnosnb3oBaTb MNONUTUKU OIS
3alUmnTbI
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HekoTopble MeToabl B3noma npw
Mcnonb3oBaHU Napong

. ATaka Cco cnoBapem
- YragbliBaHWe napons
. CoumoTexHuka

lpUHYXOeHue
loarnsagbiBaHWe U3-3a nrneda
. TPOAHCKNN KOHb
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B0O3MOXXHOCTIW 3aLUUTLI NpU ayTEHTUMPMKALNU C
MOMOLLIbIO Napons (MonuTmuka naponen)

B Group Policy Management Editor

File Action View Help

| FiE

[ ¢ Computer Configuration
| Policies
| Software Settings
| Windows Settings
[+ | | Name Resolution Policy
& Scripts (Startup/Shutdown)
= =y Security Settings
= 55 Account Polices
[ - Password Policy
[ =& Account Lockout Policy
[+ - Kerberos Policy

_ Policy Setting

| Enforce password history
;) Maximum password age
| Minimum password age
1z) Minimum password length
12| Password must meet complexity requirements
1, Store passwords using reversible encryption

24 passwords remembered
42 days

1days

7 characters

Enabled

Disabled
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B0O3MOXXHOCTIW 3aLUUTLI NpU ayTEHTUMPMKALNU C
noMoLLbio naponsi (6rIOKMPOBKM YHETHbIX

U\
F_Wr __ W N _ W . ]

B Group Policy Management Editor

File Action View Help

[ & Computer Configuration .| Account lockout duration
8 quides 1) Account lockout threshold 5 invalid logon attempts
& ] Software Settings 2| Reset account lockout counter after 30 minutes
= | | Windows Settings
# || Name Resolution Policy
& Scripts (Startup/Shutdown)
= :%‘_;, Security Settings
= 35 Account Policies
# 5 Password Policy
[ - Account Lockout Policy
[ 5 Kerberos Policy
[+ 4 Local Polices
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Koraoa He nomMoraeT CIOXHbIN
naposnb?’

. 1AWZ!123yjgaX15
. 12ghVXG790Sy
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Koraoa He noMoraeT CIOXHbIN
naponb?’

. 1AWZ!123yjgaX15
. 12ghVXG790Sy
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UTto Oynem ncnonb3oBaTb?

. [1ByxdakTopHaga ayTeHTUdUKaLmna Ha
OCHOBE cMapT KapT n USB - knto4en

- RFID MeTku anga pasrpaHnyeHus
donsmnyeckoro gocrtyna
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BHeapeHue ayTeHTUdoukayumn
Ha OCHOBE cMapT KapT

- Mlcnonb3oBaHue ¢ AD DS
. CmapT KapTbl U NnpoTokon Kerberos
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TpeboBaHusa go OC Windows
Vista

. [loBepue kopHeBomy YL|

. CN=NTAuthCertificates, CN=Public Key Services,

CN=Services,CN=Configuration,DC=nwtraders,
DC=msft

- Smart Card Logon OID

. Client Authentication OID
- UPN

. Private key B 3alunweHHOM XpaHunuLie
. Ceptudomkat Domain Controller
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TpeboBaHua ons Windows

Vista n BblLLE

- CRL Extension

. Certificate storage

- Manual mapping supported
- EKU extension
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I3aMeHeHunsa B NnoBegeHnn

CUCTEMDbI TNMPUN BXOAE KITMEHTA

. Ctrl+Alt+Delete
. BbIbop cepTndukara ansa ncnonb3oBaHUS
. Lsass.exe
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[loapBegem UToru...

- AyTEHTUPMKaLUA — 3TO BaXKHO

. AyTeHTU@PMKaLUuna C NCMOoNb30BaHUEM
naponsd, NnoTeHunanbLHO onacHa

. [IByxX@pakTopHaga ayTeHTUPUKaLUNA -
noBbllLaeT 6e30nacHOCTb

. Pabotaet ¢ AD nAD DS
- Kakue npomnsoLunm nameHeHus
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CnoXHo N BHeEOQPUTb

ayTEHTUMUKALMIO C MOMOLLLIO cMapT
KapT u / nnn USB knto4ven B AD DS?

Kak aTo byaet paboTtatb C MPOTOKONOM
Kerberos?

Kak HacTpouTb YaoctoBepstowmnn LleHTp?
A 4YTO Yy Hac eCTb B rpynnoBbIX NONMUTUKaX?
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HacTpounka AByXdaKkTopHOW
ayTeHTudukaumm B AD DS C
NOMOLLbKO CMapPT KapT n USB
KIo4en

IlemoHcCTpaL
ns

KOMMNbLIOTEPHOro ¢

Neonnpg Lanupo eHT
MCT osquva
«CMEUUAJIUCT»

LlKO ((CneLll/laﬂ NCT» npu MI'TY nm. H.9.baymana
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[loapBegem UToru...

- AyTeHTUdUMKaUMa 1 aBTopusaLns
- HapgexxHaqa ayTeHTUdUKaumna — 9TO BaXXHO
. OauH unun gBa paktopa ayTeHTUdUKaLUum

. CmapT KapTbl 1 USB Knto4vn — xopollee
peLleHne

- BHeaopeHue ana ayteHTudukauum B AD DS
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[lone3Hble maTtepuanbl:

2821 Designing and Managing a Windows Public Key Infrastructure

2823 Implementing and Administering Security in a Microsoft Windows
Server 2003 Network

2001B lNocTpoeHune CTpyKTypbl ayTEHTUUKALNUN B UHDOPMALMOHHbIX
cuctemax Ha ocHoBe npoaykToB Aladdin

3001A PasBepThiBaHNE NMHMPPACTPYKTYPbl OTKPbLITbIX KITHOYEWN.
Mcnonb3oBaHne cmapT-kapT u USB-kntoven eToken.

Microsoft Press Brian Komar «Windows Server 2008 PKI| and Certificate
Security»

http://technet.microsoft.com/en-us/library/dd277386.aspx
http://technet.microsoft.com/en-us/library/dd367851(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc721959(WS.10).aspx
http://www.specialist.ru/Security/#s112
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Microsoft

Your potential. Our passion.”

© 2007 Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may be registered trademarks and/or trademarks in the U.S. and/or other countries.
The information herein is for informational purposes only and represents the current view of Microsoft Corporation as of the date of this presentation. Because Microsoft must respond to changing market conditions,
it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information provided after the date of this presentation.
MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION.

Microsoft TechDays  http://www.techdays.ru



‘TechDays.ru



