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Ha MOMeHT Ha4yana npoekKTa:

*[lpoueccHas mogenb paboTbl He bbina popmannsoBaHa

*MHoOrme npouecchl CyLecTBoBanu Ha ypoBHe “repeatable”



TpeboBaHus ayauTa:

*Cuncrema ynpasneHnst "HOopMaLMOHHON 6e30NacHOCTLIO
normkHa obIThb “akBmBaneHTHa 1ISO27001”

*[lormkHa ObITb onpeaeneHa npoueccHasi Mmoaesib paboThl
otaena IT.



CraHgapt ISO / IEC 27001:2005

*OnpegensieT obLLyo MOAENb CUCTEMbI YNpaBreHUs
nHpopmauunoHHom bezonacHocTu (ISMS)

*OcHoBblBaeTcs Ha uukne Plan — Do - Check — Act

*OnpegensieT uenu ynpaesneHnsa n cpeacTtaa yrnpaBneHns
(control objectives & controls)

Risk = Impact x Probability
YnpaBneHne pucKom:

*YMEHbLLUEHNE pUCKa
*[1pnHATHE pUCKa
*|/3b6exaHne pucka

*[lepenaya pucka TpeTbLEN CTOPOHE



,D,OI'IOJ'IHI/ITeJ'I bHbl€ JOKYMEHTHI.

*|SO17799 — npakTn4yeckme npasuna n cpeactsa ynpaBneHusd
NHPopMaLMOHHON BE30MacHOCTLIO

*|SO20000 — cTtaHgapT, onucbiBalOWMN cnctemy ynpasnenua I T
cepBucamm

*|TIL — “xopowue” npakTnKn paspaboTkm NpoLeccoB U CUCTEMBI
ynpasneHus IT cepsrucamu

*COBIT — uenun npoueccoB, KOHTPOMN, METPUKN



BHYyTpeHHMe OOKYMEHTHI,
onucbiBaroLwwme TpeboBanmsa HQ:

*Pasgen “IT Security” pokymeHta "GLOBAL FINANCIAL
PROCESS & CONTROL FRAMEWORK”

*Uek-nucT, Internal Control Questionnaire

*Uek-nunct Global Information risk assessment




Cnncok npuoputeTHbIX ansa HQ
KoHTponeu Vb

* Access control: npoueanypbl co3gaHus / yoaneHusi nonb3oBaTenen,
npouenypbl npegocTasneHns goctyna K MHopMauMOHHbBIM CUCTEMAaM

*|T disaster recovery plan
*[1pouenypbl pe3epBHOro KoNnMpoBaHMS

*[lonmxkeH ObITb paspaboTaH cNUCOK MHAOOPMALIMOHHBIX CUCTEM KOMMaHWW,
BbusHec - BnagenbLeB 3TUX cUCTEM, Knaccndukaumsa cmctem no CIA

*Y4yeTHble 3annucu nonb3oBaTenen AOMKHbI BbIThb NHOUBMAOyaribHbIMIA

*|T nepcoHan gomkeH ncnonb3oBaTh OTAESNbHbIE YYETHbIE 3annUcK Ons
agMUHUCTPUPOBAHNS CUCTEM M ONA 0B6blYHOM PaboThl B CUCTEMAX

*Hanunyne aHTUBMPYCHOM NporpamMmMbl Ha cepBepax N pabovnx mecTtax

*Hannuymne mexxceteBoro aKkpaHa



PeannsoBaHHaga npoLeccHas moaernb

Service delivery
Resolution processes processes
: Service Level
Incident
Management
Service Management
Desk
Problem Information
Management . Security
Management
Rel Control
clease processes
processes
Configuration Security controls:
Release Management - Access control
Management v Asset management
- Business continuity management
Change :
Management - Compliance
- 1S acquisition, development,
maintenance




Cnacnbo 3a BHUMmaHume!

Anekcen KBacHukoB



