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KTO MbI?

Kak ¢popmupoBanace rpynna

KASPLR§KV



MccnepoBatenu n aHanutuku Jlabopatopumn Kacnepckoro
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CtatTucruka

HemHoro uncp ns AHTusupycHou Jlaboparopumn

KASPLR§KV



AHTUBUpPYCHaA cTaTUCTUKA

« Ob6uee YnMcno aHTUBUPYCHbIX cUrHaTyp Ha 21 ceHTabpa 2011: 5,652,227

» Konunuectso apyrux curHatyp (IDS, douwnHr, n gp.): 524,550
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AHTUBUpPYCHaA cTaTUCTUKA

«®
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200 000 000 ~2 000 > 70000 > 80%

CeTeBbIX aTaK YA3BUMOCTEN B BPEOOHOCHbIX nepecbinaemon
brioknpyetcs NPUNOXEHNSIX nporpamm KOPPECTOHAEHLUM —
eXemMecA4Ho obHapyxeHo nosiBNsieTCs 3To cnam

Tonbko B 2010 rogy eXeHeBHO
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AHTUBUpPYCHas ctatuctuka: aeryct 2011

. 193,989,043 ceTeBbIx atak Ob1510 3ab610KMPOBAHO
. 64,742,608 BeO-nHGEKLMN OCTAHOBNEHO
. 258,090,156 BpeooOHOCHbLIX NporpamMmm rMpoLeTeKTUPOBAHO N yaaneHo

. 80,155,498 cpabaTbiBaHU 3BPUCTUYECKOIO aHanm3aTopa

CTpaHbl-ucTouHmnkn BpegoHocHoro MO (ton 10) BpenoHocHble TLD (ton 10)
1 United States 26.31% 1 com 30618963
2 Russian Federation 16.48% 2 ru 10474116
3 Germany 9.12% 3 net 3465349
4 Netherlands 7.40% 4 in 2466494
5 United Kingdom 6.09% 5 info 2052925
6 Ukraine 5.27% 6 org 1982282
7 China 3.98% 7 tv 827236
8 Virgin Islands, British ~ 3.07% 8 cc 819225
9 Romania 1.97% 9 cz.cc 463536

France 1.94%

-
o

329739
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AHTUBUpPYCHasa cTtaTtuctuka: Pecnybnuka benapycb

TOIT 10 obHapyxeHHbIX Nporpamm B benapycu (ceHTabpb 2011):

Bepauvkr Monbs.

HackTool.Win32.Kiser.il 2716 Vx Kaspersky Trial Resetter - v2.3.0.0 Final by LARRY

. : . Kagpersky 3 inetings i
Virus.Win32.Sality.aa 2020 Trial Resetter .

Worm.Win32.FakeFolder.a 1879

Reset status: S

Remove old license: >
Remove notifications: I/
Re-enable Self-Defense:

| Start Kaspersky product:

Trojan.JS.Redirector.cz 1573
Trojan.Win32.FlyStudio.xe 1475

Trojan.Win32.Starter.yy 1465

Trojan-Clicker.JS.Agent.om 1440 Help | Send Feedback | Products | Website
Trojan.Win32.Rettesser.q 1439 HackTool.Win32.Kiser.il
Trojan-Downloader.Win32.FlyStudio.kx 1353

Virus.Win32.Sality.bh 1343
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YTo Takoe rnodanbHble Yyrpo3bl?

U noyemMy OHU Hac BOSIHYIOT

KASPLR§KV



[Mpumep (noptan TUT.BY

NMPUHTEP

CETb CAJIOHOB
ULTRATECH CKAH;:MP nonAPo KI LM®POBOM TEXHNUKMN
W 8e  [JCrenedona Pasmep wpudra: — ® + ‘ ‘ Noropa *13° ®unance 39640 Aduwa Nporpamma TB ®opyMbi

Hait
Iu I.BY Wnteprer Banter TUTBY Bakancuu  Bupgeo KapTistixu Karanor  Marasusbl ele

BENOPYCCKHNR nOPTAN

Cenvac obwatrorcsa Ha "A TyT!": 2 311 | 957 720 noceweHun suepa | Pexnama | XocTunr | PerucTpauus gometros .BY

MpuHaTs GlopKeT U BocnpensTcTBOBaThL "opraHu3oBaHHoMy GesaeiicTBuio”. Cnucok aen AenyTaToB Ha ﬂ““
OCEHHIOI Ceccuio M
['KW: MocTaBreHa 3agaya He A0NYCTUTL CNEKYNAUNA 3eMenbHBIMI yYacTkamMu @© Asto & Ayxuponsl [ Admua # Brom
JJ 3nakomcTea &g Vrpsl & Kaptel & Katanol
) Mysbika HegewkumocTs e HosocTu % HomocT
EpmakoBa: YcTaHoBNeHWe HOBOro ouLmManbHoro kypca pybns BoamoxHO Yepes nontopa Mecsua " B e -
D,enoaou MH epu T floce  @Moom  Ghow e
! K g 2 PaGora o4 Pebénox.by & Cnosapu 4% Cnopt
B MuHcke npoxoauT KoHepeHuus "denoBon uHTepHeT-2011" (@ TB-nporpamma  J* Typusm 7 Typhupsi &4 Onnanc
@ Awyr . Velvet.by Bce pecypcki »

3-4 okta6psa 2011 roaa eo [leopue kynbTypbl npodcorosor ropoaga Muxcka npoxoaut Wectas exerogHas koHdepeHuns "lenoeon nHTepHeT-2011". MoapobHee

3rb Tpachuxa 33
Br!

308!
AUT()MANIA XoTUTe KynuTbh MallnHy? MoaGepute
4o 50008 oT 10000$ go 15000 MaluuHy no cebe TUT.BY-TB
I u I B I 0T 5000$ go 7000$ o1 _15000% TUT
T 7000% go 10000% Ceiivac B 3pupe CerogHn
HOBOCTI Bce HoBOC
KynbeTyp-MyneTyp. A BCeraa NW KAWEHT Np
YMTATb BCE HOBOCTH FYEPWKW  BPEMS  MNONYNSPHOCTb  OBCYXKAAEMOCTb [

[ nonwTwa | ISl www.185 by

Cuntaem kaxabii pybnb: HU MMHYTbBI CAMOBOMNBLHOTO NPOCTOS BOANTENS, HU OQHOTO

naea AgMWHUCTpauWUK NpesnaeHTa noctaenn nepea Hau6aHkom pag sagay

MwuHck, Pecnybnvka Benapycb K/\SPERS KY




[TOoTOK Nonb3oBaTENLCKNX 3aNpOoCOoB

Pasmep rnasBHoM cTpaHuLbl ~ 678 K6 TUTEY e

1 nonb3oBaTernb NocewaeT ~ 4 cTpaHuubl B CyTkM e =
Tpaduk oT 1 nonb3oBatens ~ 2712 K6 B cyTku e =
Obwmn Tpaduk 3a AeHb ~ 5463 '6 B cyTKM

3arpy3ka kaHana ~ 64.7 M6/cek = 0.518 N'ouTt/cek

Mocewaemocts TUT.BY

CpeaHecyTo4YHas nocellaeMocTL pecypcoB noprana 3a maw 2011 1. no gaHHeIM Google Analytics.
Cwm. Tarxe: oTueT Google Analytics no TuTyneHon ctpaHuue TUT.BY.

YHUKanbHbIX noceTutenen  YHUKanNbHbIX NOCETUTENEN U3 lMpocmoTpoB cTpaHuL lMpocmoTtpoB
BCero, Benapycu, BCEro, cTpanuy (Benapych),
Paspen ThbIC. B CYTKM ThbiIC. B CYTKM ThbIC. B CYTKM ThbIC. B CYTKM
ByaHu BbixoaHbie BynHu BbixoaHblie ByaHu BbixoaHbie ByaHu BbixoaHble
[[DIAen CTRSIAAIS 516,18 346,14 433,59 290,76 2 12,1 1155,64 1774,16 970,74
TUT.BY
HosocTu 358,53 211,64 304,75 179,90 1740,7 834,34 14796 709,19
AYKLINOHB! 8,22 8,04 6,77 6,62 122,06 120,87 100,58 99,60

NcTouHuk: http://tutby.com/service/advert/statistics/
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[ToToK 3anpocoB oT 60THeTa (MacwTtabdba Conficker)

Pasmep 6oTHeTa ~ 8,5 munnmHos 60TOB
Tpaduk ot 1 60Ta ~ 100 Kb6/cek

O6bem Tpadmka 1 6ota ~ 8.2 '6 B cyTKM
3arpy3ka kaHana ~ 6485 'out/cek

Yearly Conficker Population

B Conficker C B Conficker A+B B Aggregate
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Harpys3ka nog atakon n peanbHas Harpyska nosfib3oBareneu

0.518 N'ouT/cek

e
64M/ce|(
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Uem onaceH 6oTHeT Tuna Conficker?

C&C

Bot

Bot
Bot é Bot

Bot

LleHTpanus HdeueHTpanu3oBa
OBaHHbIN HHbIN OOTHeT
B6oTHET (P2P)

e OrpoMHoOe KonuyecTtso 60ToB

* LndgpoBaHne npoTokona KOMMyHUKaLUK

» ABTOMaTU4YECKUIM NOUCK OPYruUX 3apaKeHHbIX MaLLnH

* Wcnonb3oBaHne undpoBon nognucu

« CamopacnpocTpaHeHne 4Yepes fokarnbHble CETU (MCNOMNb3YSA IKCIMIONT)
» 3apaxeHune cMeHHbIX HocuTenen (0bgycunpoBaHHbIn autorun.inf)
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[nobanbHbIM MacwTad npobriembl OOTHETOB

(servers) 2
60,000+ ho o

... 1 TbICAYU
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Hawwu ncropum ycnexa

HekoTopble (hakTbl N3 Hawero NPOTUBOCTOSAHUA KNGepnpecTynHOCTU

KASPLR§KV



2008: apect aBTopoB Trojan-PSW.Win32.LdPinch

 TexHM4eckas nomMoLlb Npu apecTte n paccneaosaHunu gena LdPinch

On-line Scanner Top Twenty for March 2006

TOP 20 malicious programs detected on users’ computers March 2011
Position C“aﬂge in Name Percentage Current rank Delta Verdict
position

s @ New Trojan-PSW.Win32.LdPinch.air 2317 1 i Net-Worm.Wind2 Kidodr

2. & New Trojan-Downloader.Win32.Delf.ajd 10.71 2 o Virus.Win32.Sality.aa

3; no Trojan-Spy.win32.Banker.ark 2.30 3 1 Net-Worm.Win32 Kido.ih
4000+
3000 -

Users

R Ty S
1000- i M W VN‘A“H‘A‘A"VM’\‘.‘A.-\

-
Wctounuk: http://bit.ly/rSTdGE McTounuk: http://bit.ly/gTn1s0
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2008: kpuntoaTtaka Ha GpCode

 BoccraHoBneHue dannos 3awmdppoBaHHbIX ¢ nomouwbio RSA-1024

Home — Blog — Software — June 26 2008 — Another way of restoring files after a Gpcode attack

Another way of restoring files after a Gpcode attack 0

VitalyK

Kaspersky Lab Expert

Posted June 26, 11:58 GMT
‘ Tags: Ransomware, Gpcode

Our previous blog on Gpcode said we'd managed to find a way to restore files in addition to those files that
can be restored using the PhotoRec utility.

Itturns out that if a user has files that are encrypted by Gpcode and versions of those same files that are
unencrypted, then the pairs of files (the encrypted and corresponding unencrypted file) can be used to restore
other files on the victim machine. This is the method that the StopGpcode2 tool uses.

® 8e
Kyx
0000 s
0% 00000

33328

‘ - encrypted () - unencrypted

3- a pair of encrypted and unencrypted files

NCTOYHUK:
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2008: nepBoe B MUpPE YHUUTOXEHNE DOTHETA U3HYTPU

XKypHan AnAa NOAKNKWYEHHbBIX

BCE BMECTE | HOBOCTU | NPECC-PENU3bI | QETANU | MHEHUA | ABTOPbI | BONPOCHI U OTBETHI | O HAC | KOHTAKTbI

‘Bxon_PEMCTPALMS

PASEETED T Kacnepcekui 3aUMCTHII OOTHET ¢ IIOMOIIBIO caMoro 60THeTa

ENGLISH

LBEHbLIMA Bebnnaxeta

NMPABO = BesonacHocTb | HoBocTu | 19.0

BE30MACHOCTb " JTabopatopusa Kacnepckoro” nomorna otaeny no 6opsde ¢ BHICOKOTEXHOJIOTHYHBIMH NMPECTYIUICHHSMH NMOJTHIHH
cooT KommeHTapum (2) Hugepnanaor HeATpanuizoBatk 60THeT Shadow, cocTosapmmi u3 6onee 100000 3apakeHHBIX MalHH.

CEPBUCbI BEPCUA ONA nNevyaTn

CBA3b Apect 19-neTHero co3garens 60THeTa, NPOBeAEHHLIA rojadauaMu Bmecte ¢ @BP, npousomen ewme 29 uions.
PEKNAMA CrnipaBe UTHBOCTH pajfH CTOHT OTMETHTh, 4To 60THeT Shadow, 3apakaromui nojas3oeareineH yepe3s Windows Live Messenger 1 MSN

WrPbl Messenger, Ob111 He oueHb NPpOABHHYTHIM. [Tockonbky GoTHeTOM ynpaensinu yepe3 IRC, oTcieauTh ero KOMaHIHbIA LHEHTp ObUIO Jierue, 4YeM B
YXU3Hb ciyuae APYrHX COBPEMEHHbIX DOTHETOB, KOTOPBLIMH yNpaeasioT uepe3 Web.

YCTPOWCTBA

WCCNEQOBAHWA = HeoObIYHBIM k€ 9TOT Cily4a# cTa Nocje Toro, Kak dor-mMactepa apectoBaid. [ToyuHB KOHTPOJIb Hag OOTHETOM, roJUTaHCKas NOJIHIHSA He
cTana cpasy Belpydath ero - a obparunace B "Jlaboparopuio Kacnepckoro” ¢ npock00H NOMOUB M0/Ib30BATE/ISAM 3apaKE€HHBIX KOMILIOTEPOB.
APXWB

« okTs6ps 2011| Mpeacraeurenn JIK pacckasanu "Bebnnanere”, uto cxema npeynpe:keHus nojabsoparesied Osina caeaywomen. Cravana "Jlaboparopus”
nepeaaia rojUIaHACKOH MOJIHIHH HHCTPYKLIHH N0 PYYHOMY yAQICHHIO porpaMMel 60Ta, Janblle NOJHIMSA pa3ociana yepes cpeacTea O0THeTa

nu| erfcp |wr[ni|c6ec|] yTHAMTY, aBTOMATHYECKH OTKPBIBAIONIYIO HX COOCTBEHHYIO CTpaHHLy (www . nationale-recherche.nl/), rae roBOpHIOCH O TOM, YTO JAHHBIH

BC
2 as - -
33157617 s e KOMIIBIOTEP 3apakK€H H BXOHT B 6otHet. Ha aTon CTPAHHIIC TAKXKE HaXOJHJIACh CCHUIKA HA CauT Kacnepcxoro C HHCTPYKHHAMH IO JICUCHHIO

10]11]12]13]14] 15]16] KommbIoTEpa (W W W .kaspersky.com/shadowbot).

NCcTOYHUK:
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2009: npotnBogencrteue Conficker

 CotpyaHundyectBo ¢ OpenDNS ansa 6noknposku nomeHoB Conficker

OpenDNS and Kaspersky Lab Team to Fight Massive Windows
Conficker Worm, Give Network Admins Visibility Into Malware
Operating on Their Network

OpenDNS joins forces with leading antivirus company to combat most widely-spread Windows worm;
Leverages global DNS infrastructure to fight malware.

Feb 9, 2009 — San Francisco, CA -- OpenDNS, provider of the award-winning service that makes the Internet safer,
faster, smarter and more reliable, today announced it has teamed with leading antivirus company Kaspersky Lab to
fight the wide-spread Conficker virus. The effort to fight Conficker uses the newly introduced OpenDNS Botnet
Protection feature, which provides network administrators visibility into the networks they operate and sends
notification if the Conficker Windows worm has successfully penetrated their networlk. This insight then gives
network administrators the knowledge necessary to disable the worm and prevent it from causing damage. The
Conficker virus, also known as Kido and Downadup, surfaced in late 2008 and targets the Microsoft Windows
operating system, exploiting a known vulnerability in the Windows Server service used by most versions of Windows.

"For a virus as widespread as Conficker, the ability to quickly and easily see if the virus has penetrated your network
is hugely significant when considering as many as 10 million PCs are infected so far, and the damage the virus could
potentially do. For the first time, OpenDNS is leveraging its globally distributed DNS network to combat malware,”
said OpenDNS Founder and CTO David Ulevitch. "The joining of Kaspersky Lab, a world-class antivirus company, and
OpenDNS, the leading provider of DNS infrastructure and security services, gives network administrators a significant
advantage in the fight against malware and botnets.”

NcTouHuk: http://www.opendns.com/about/announcements/122/
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2010: npoTnBogencTBue aBTOHOMHOMN BPEOOHOCHOU CUCTEME

Redirectors Infectors

n cuctembl (Gumblar)

' biX cepBepoB

cuctema Gumblar

$CC=gC (SIP) mlf ($CC==111)$22=0;

hitp://www._securelist.com/en/bleglad 3chlogfudr2 Gt8vied 7/ Japan
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Yero ctont onacarbcs 6anHeTy?

U yem MbI roToBbl MOMOYb

KASPLR§KV



Yrposbl gnsi busHeca B banHete

* NHbekuuun BpepgoHocHoro HTML-koaa

we_body"> <!-- closing tag 1s in template navbar
«*floatcontainer doc_header®>

=" 1ndex php"
is="toplinks"

="1logo-1mage " ><ing src="1nzqes/misc/vbulletind logo.png" /M2t Mobile-Review, com -

<ul class="nouser">

<li><a href-"register.php* rel="nofollow*>Pernctpauns</a></1i>

 BHeapeHue 63K.qopos Ha BebGcepBepax

Areg_replace("/. \x65\x76\x61\x6C\x28\x67\x7A\x69\x6E\x66\x6C\x
65\x63\x6F\x64\x65\x28 /X1t

imH

DDoS-ataka
e KoHKypeHTHble DDoS-aTaku o \\
; Q/; ;J Masters

e OULUMHrOBbLIE aTaku il

* MpoOMbILWNEHHbIN WNUOHAX J\J\S4 Z//
J

Victim
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YemM Mbl MOXXEM onepaTUBHO NMOMOYb B 9KCTPEHHOM Cllyyae

° KOHcyanau,vm no o6Hapy)KeHmo nycrpaHeHno BpeagoHOCHOro Kkoaa

e AHanus metoaa NMPOHUKHOBEHUA Ha Bawun cepBepa n peKkomeHgauumm no
yCTpaHeHUo yﬂ3BI/IMOCT9171

e AHanus noBeAeHus U NpegHa3sHa4YeHUs BpeAoOHOCHOro Koaa

e [leTeKTMpOBaHMe HOBbIX BpPeAOHOCHbIX hannos

e CBfi3b C NpoBanagepamMm U XOCTUHIr-Nmowagkamm sapyoexom ans
onepaTUBHOrO yAarieHUs1 Bpe4OHOCHOro Koaa yU LLeHTPOB yrnpaBlieHus

0oTHeTamMm

e CBA3b C I/IHTepnonom U nonvuuven B APYIrux CtpaHax And 3aBeeHusA

yronoBHoOro gersia Ha atakKkyrouiero F

04 oktabps 2011 | “Oenoson NHTepHeT”, MuHck, Pecnybnvka Benapycb K/\spl:RSKV



Cnacub6o 3a BHUMaHue!

Butannn Kamntok

Beaywmin aHTUBUPYCHBLINA 3KCNEpT
pynna nccnegoBaHus rnodanbHbIX Yrpo3
JTabopatopus Kacnepckoro

Vitaly.Kamluk@kaspersky.com

great@kaspersky.com




