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NMpo3payHoCTb
M| bes nameHeHna NpunoxeHus

d  Bes nepesarpysku gaHHbIX

2. 'mbkocTb
M| LLndgppoBaHmne KoHKpeTHbIN 06bekToB B obnactu SAT-I
| LUndppoBaHmne KoHkpeTHOM obnactn SAT-I
d  LWwudposaHue 6rnokos Ha ancke
3. bBe3onacHocTb
d Mogaepxka XxpaHunuLia Knoden
d OrpaHunyeHHbIn JOoCTyN K PU3NYECKUM JaHHbIM

[ YacTb cTpaterum 6esonacHocTy
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HocTyneH Ha4nHas ¢ 10.2B
OTaenbHbIN NPOAYKT

JlnueHsnpyetca otaensHoO

0 0O 0O O

Heobxognma Enterprise nuueH3us
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Kak pabotaetr TDE?

Cust LU Vl(bp

Num Name I

1 Lift Tours

2 Urpon Frisbee P

3 Hoops ;

4 Go Fishing Ltd 32(;$& #&bghd

5 Match Point gé(;ﬁi{&s&f
uffer Pool #@(*USFDA)

uffer Pool

LWndp
Cust
Num Name +
% #*92rhd44:$!
# ~IH@FjSLW$: #&*445gkj94
$ :,:ASed73# 32($&*#&b2hd
& #*(HDFU923b JH(*HHF&$*&F
@ @!(*Hel:2389n @(((#&HD&#

#@(*USNFDAY)
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Lift Tours

Urpon Frisbee
Hoops

Go Fishing Ltd
Match Point

uffer Pool

d  Key Store

[0  Database Master Key
0  Admin/User Passphrase

[] Manual/Automatic Authentication

d  Encryption Policy Area

I Encryption Policy — YTo (06bekT) 1 Kak (LUndp)
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Write 1/0O

Cust
Num Name

I ! #&*445gk|94

32($&*#&b2hd
J#(*H#F&$*&F

@((#&HD&##
Read I/O #@(*U&FDM)

Cankr-MNeTtepbypr, nnowaas MNobeasbl, 2 (812) 438.19.91, 371.00.22
PROGRESS®O9

Mocksa, npoesg OnbmuHckoro, A.3a, ctp.3  (495) 616.00.53, 616.00.54
KoHpepenyus nonsioeamened http://www.csbi.ru info@csbi.ru




YHuKanbHoe Ha3BaHue
d  Wwmsa daina: <dbname.ks>
Coaepxut Database Master Key (DMK)
(d  O6ecneunBaeT yHUKanNbHOCTb 3alLUM@POBAHHBLIX AaHHbIX
O6ecneunBaeT 6e3onacHoctb DMK
d  XpaHnunuiue otaeneHo ot 6a3bl AaHHbIX
(] 3awwmra gocTyna Kk xpaHunuiy Ha ocHoBe Passphrase

d  He BxoauT B cocTaB pesepsHoit konun (PROBKUP)

Your database backup is not complete until you have made an OS backup or copy of your keystore.
(15525)

NMouemy?
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aBm1a VI OBaHW

(J KonnyectBo cuMBOMOB: oT 8 0o 2048

(JHabop cvmBoOnOoB: [a-zA-Z0-9)'@#$%" & *()_+-{}[I|\,./<>?;:<space>
(JMuHMManbHoe KonmMyecTBO LieNoYnCIeHHbIX CUMBOJIOB:

(AMuHMManbHoe Konn4ecTBo OYKBEHHbIX CUMBOIOB: 2
(AMuHUManbHoe KONMYecTBO CUMBOSOB NMYHKTYaLN: 1

JMakcumanbHoe KonnuyecTso NOBTOPALWNXCA CUMBOJIOB!

DMCI‘IOJ‘Ib3OBaHI/Ie BEPXHETo N HNXKHEro perncrpa. Ll,a
quBCTBI/ITeJ'IbHOCTb K PerncTpy: Ll,a
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JmHa

Tun xki1roua

1 AES CBC 128 BINARY
2 AES CBC 192 BINARY
3 AES CBC 256 BINARY
4 DES CBC 56 BINARY
5 DES3 CBC 168 BINARY
6 DES CBC 56 PBE

7 RC4 ECB 128 BINARY

SR EASNIENANES PRSI B CankTt-lNeTepbypr, nnowaap MNobeapl, 2
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Copepxumoe NonuTUKK WwndgposBaHus
d  O6bekTbl WndpoBaHUs
v Tabnuua, NHgekc, LOB (SAT-II)
v/  O6nactb xpaHeHus (SAT-1)
v  AIBI
| LLincbp
v Anroputm
v [nunHa kno4va
Be3onacHocTb
| OTtpenbHas obnactb xpaHeHus (Encryption Policy Area)
d  3awwura ot npaAmoro gocTyna
O6cnyXxuBaHue
M| EPOLICY MANAGE, Data Admin, OpenEdge SQL DDL

M| [obaBneHune, yganeHue, aMeHeHue Knoya nnu wudpa B online
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HIugp Pexum Tum kroua

NULL NULL - -

AES CBC 128 BINARY
AES CBC 192 BINARY
AES CBC 256 BINARY
DES CBC 56 BINARY
DES3 CBC 168 BINARY
RC4 ECB 128 BINARY

o P(SOGRESSW Cawnkr-lMetepbypr, nnowaap MNobeasl, 2
PROGRESS® 09
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DES-56/P

RC4-128 AES-128 AES-192 BE AES-256 DES3-168

[Iudposanue
OTCYTCTBYET

IlIxayna BIMSHYS Ha TPOU3BOAUTEIBLHOCTD

DES3 AES-

DES-P RCA-1 o AES-128  -168 192 2ES'25
[Hupposanne BE 28
OTCYTCTBYET
0 10

ITkana HaAEKHOCTH aNTOPUTMA

dlMonuTtrka 6esonacHoCTM  (banaHc Mexay HageXHOCTLIO U
NPOU3BOAUTENBHOCTLIO
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arN1 W

1.  CosgaunTe HOBYH obnacTb xpaHeHna SAT-I
e “Encryption Policy Area”:12,32;64 . f 1024
e.

2. C nomowbo PROSTRC ADD/ADDONLINE pobaBbte
obnacTb B 6asy

prostrct add mydb encrypt.st
3. OOHOoBUTE CTPYKTYPHbIN (hann 6a3bl AaHHbIX

prostrct list mydb
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LLiar Ne2: Bkno4vyeHue wuncpoBaHus.

proutil <dbname> -C enableencryption
[-Cipher <cipher-num>]
[-Autostart]

[-biencryption enable | disable]

[-aiencryption enable | disable]

bynet yceyeH Bl dpann (offline)
Abyaet cosgaHo xpaHunuuie knoven <dbname>.ks
B obnacTtb Encryption Policy Area 6ygeT 3arpy>xeHa cxema
byaet 3anpoweH Passphrase (User/Admin)
CreHepupoBaH DMK
CreHepupoBaHbl kntoun ana Al n Bl, ecnn He ykasaHo obpaTtHoe
dHacTtpoeH Autostart
dManual/Automatic
AMNosBnTca BO3MOXHOCTb CO34aHNSA NOMUTUK LN POBaHUS

dlndgpoBaHue gaHHbIX He npoucxoauT!
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Cnocobbl co3aaHms NoONUTUK LN poBaHNS

o EPOLICY MANAGE
a Data Admin
a OpenEdge SQL DDL

Ty o AR AN TN

e DIGI0I10110101101
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LLar Ne3: Epolicy Manage

proutil <dbname> -C epolicy manage <object-type>
encrypt | cipher | rekey <object-name>
-Cipher < num >

$ proutil sports -C epolicy manage area encrypt "TestArea1"
Encryption policy setting for Area TestArea1 in Area 7 (15504)
Cipher specification setting to AES_CBC_128 completed. (15491)

$ proutil sports -C epolicy scan area "TestArea1"
OpenEdge Release 10.2B1B as of Thu Jul 30 19:00:21 EDT 2009

AREA TestAreal/7 CURRENT AES_CBC_128 V:0 79 of 1784 blocks encrypted

$ proutil sports -C epolicy manage area update "TestArea1"
OpenEdge Release 10.2B1B as of Thu Jul 30 19:00:21 EDT 2009
AREA TestArea1l/7 CURRENT AES CBC _128 V:0 1705 of 1784 blocks encrypted

O LWwudposaHune obnactn (object-type = Area) gocTynHo Tonbko ana SAT-I
d OObekTtbl Table, Index, LOB gomxHbl pasmellaTtsca B obnactu SAT-II
O [aHHble moryT 6bITb 3almdpoBaHbl Tpems cnocobamu:

[  EcTecTBeHHbIV NpoLecc LWmgpoBaHns

0 Dump & Load

0 PROUTIL EPOLICY MANAGE UPDATE
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LLiar Ne3: Data Admin

MeHto: Admin -> Security -> Encryption Policies -> Edit Encryption Policy

Obhject Selector

Select one or more objects with the [SPACEBAR] key.
Press [F1l] to go to the next screen.

<Select Sone...> <Deselect Some...> ElToanO ﬂ'nﬂ SAT—“

_— T ‘EIToano ana PUB cxembl

adr-a.rachunek Idx

Saer Saie o |@4ns 6onee Yem ogHoro obbekTa

Edit Encryption Policy o
2| onjects (* = changed policy): I TONIbKO NIOKanbHbIM 4OCTYN
Hadr-a.datazm lLLI M¢pOBaH Me .
adr-a.rachunek
UEcTecTBEHHOE
Copy Encryption Polic Settings To T D&L
[X]¢ If you want to copy the settings from the encryption policy of the current
[ 1 object to other object(s), select them on the list helow. EPOLICY UPDATE
<Select Some...> <Deselect Sone...>
[ adr-a.rachunek Idx
Surmary of changes to encryption policies
Veri T
Enable encryption with cipher 'AES CBC_128' for objects:
adr-a.datazm (Index)
adr-a.rachunek (Index)
<OK> <t
Question
Tou are sbhout to save the changes to the database. ges: 2
Do you want to proceed ?
L

L o e P(QOGRESS CaHkT-MeTepbypr, nnowwaas Mobeasl, 2 (812) 438.19.91, 371.00.22 i
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LLiar Ne3: OpenEdge SQL DDL

CREATE TABLE PUB.enctab1 CREATE INDEX idx1

(encid int, encdes int, encdt varchar(25)) ON PUB.ENCTAB1

AREA "TestArea2" (encid ASC)

ENCRYPT WITH 'AES_CBC_192"; AREA "TestArea2"

COMMIT; ENCRYPT WITH 'AES_CBC_192';
COMMIT,

ALTER TABLE PUB.ENCTAB1 ALTER TABLE PUB.ENCTAB1

SET ENCRYPT WITH 'AES_CBC_128"; SET ENCRYPT REKEY:

COMMIT, COMMIT;

ALTER TABLE PUB.ENCTAB1

SET DECRYPT: $ proutil sports -C epolicy manage table update ENCTAB1

COMMIT;
SHOW ENCRYPT ON ALL [ TABLE | INDEX | LOB |;
OBJECT OBJECT OBJECT OBJECT OBJECT OBJECT POLICY OBJECT POLICY POLICY
TYPE NAME TABLE OWNER ID STATE CIPHERSPEC VERSION
TABLE ENCTABI ENCTABI1 PUB 855 CURRENT AES _CBC_192 0
INDEX IDX1 ENCTABI1 PUB 2428 CURRENT AES _CBC 192 0
AREA TestAreal 7 CURRENT AES _CBC 128 0
L o e P(;RESS”’ CankT-MeTepbypr, nrowaas Mobeal, 2 (812) 438.19.91, 371.00.22
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Q UPDATE TABLE

OENCRYPTION YES
OCIPHER-NAME <nosiHoe Ha3eaHue wugpa>
O DEFINITION TRAILER

Oencpolicy=yes

ADD TABLE "ENCTAB1"
AREA "TestArea2"
DUMP-NAME "ENCTAB1"

ADD FIELD "ENCID" OF "ENCTAB1" AS integer

FORMAT "-> >>> >>9"
INITIAL "?"

POSITION 2
MAX-WIDTH 4
ORDER 10

ADD FIELD "ENCDT" OF "ENCTAB1" AS character

FORMAT "x(8)"
INITIAL "?"
POSITION 4
MAX-WIDTH 25
LENGTH 0
ORDER 30
CASE-SENSITIVE

ADD INDEX "IDX1" ON "ENCTAB1"
AREA "TestArea2"
PRIMARY
INDEX-FIELD "ENCID" ASCENDING

UPDATE TABLE "ENCTAB1"
ENCRYPTION YES
CIPHER-NAME AES_CBC_192

PSC
encpolicy=yes
cpstream=ibm866

0000000605
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WQ/’

ATDE ans Source u Target 6a3bl AaHHbIX JOMKEH BbITb BKITHOYEH

TV\"

Vel Ot

N Y

.“’-u.

dlundposanme Bl ana Target Tonbko nocrne nepecosganna Target

L TR

dlWundpposaHne Al ona Target BkntoyaeTcd aBToMmaTndeckmn AreHTom
pensimkaummn

T

L3V
A4
LB

TOTOTOLUA Gy,
ity MU HU

dHomepa obnacten Encryption Policy Area oomxHbl ObITb
OONHAKOBbLIMU

Nbarr o

P&
2
U
-
F D
-
=)
=)
—
S
=N

OXpaHunuuwe kntoden (dbname.ks), konupyetcsa ¢ Source 6a3sbl
OaHHbIX
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EMO \ﬁcov

TDE ans 6a3bl ¢ OE Replication offline / online

T

’r”'

1.  OctaHoBuTL Target 6a3y gaHHbIX

A )
T

.“’-u.

[Nobasutb obnactb Encryption Policy Area B Source n Target 6asbl

T

BkntounTtb wndposaHue Ha Source base

T

L3V
A4
ko

1 TT0TTOTOFTORIOMOIOM s
‘v h-%‘-Ub

2

3

4. HacTpouTb NONUTUKN WLINpOoBaHMA Ha Source base
5

CkonupoBaTtb XxpaHunuuwe knro4ven (dbname.ks) ¢ Source Ha
Target

6. Crapr:
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s
-
2
-
2
)
—
=)
=N

0 Source n Target 6a3bl gaHHbIX.

0 Target

L o e P(SOGRESS”" CawkT-MeTepbypr, nnowaas Mobenas!, 2 (812) 438.19.91, 371.00.22
m-;%s DQ Mockea, npoesg OnbmuHckoro, A.3a, ctp.3  (495) 616.00.53, 616.00.54
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BbiknroyeHue TDE

proutil <dbname> -C epolicy manage object-type cipher object-name -Cipher 0
proutil <dbname> -C epolicy manage object-type update object-name

proutil <dbname> -C disableencryption
[-Passphrase]
[
[-userid userid]
[-password password]

]

OTkntovaeTca wngposaHue Bl (Tonbko B offline)

AO0TKNtovaeTca wundposaHme Al

JBce gaHHble pacwungpoBbIBaOTCS

AYnanawTca Bce NOANTUKK LWNGPOBAHUS

JApXuBMpyeTCa XxpaHunuile Kroven, dgann .ks nepenmeHoBbiBaeTcs B .ksbk.

BUBINESSMAKING P®RQ,GRF§S_”] CankT-MeTepbypr, nrowaas Mobeal, 2 (812) 438.19.91, 371.00.22
PROGRESS® (DS Mocksa, npoesn Onbmutckoro, a.3a, ctp.3  (495) 616.00.53, 616.00.54

% http://lwww.csbi.ru info@csbi.ru




WbHOCTb v

1. NMokasaHusa Buffer Hit Rate

a YBenunuybTe bydepHbin nyn (-B)

a Wcnonb3ynTte AnbTepHaTUBHbIN BydepHbIn Ny Ans
3aWmndpoBaHHbIX 06beKkTOoB (-B2)

2. Hopmanusauua gaHHbIX

a OTtanennte KOHPUAEHUMANBbHYIO UHDOPMALUMIO OT
06blYHON

a Wcnonb3yute obnacTtb ¢ Tunom SAT-II
a TwaTenbHO BbibnpanTe MHAEKCHI AN WnUdpoBaHUs
3. TwaTtenbHO BblOMpanTte wundp (anroputm + gannHa Knroya)
a banaHc Mexay 6e30nMacHOCTbIO U NPOU3BOANUTENBHOCTLIO

BUSINESS MAKING PROGRESS™  ca vt Metepbypr, nnowaas Mobeasl, 2 (812) 438.19.91, 371.00.22

m%s(@ DQ Mockea, npoesg OnbmuHckoro, A.3a, ctp.3  (495) 616.00.53, 616.00.54

Kom,bepeﬂuunnonbzosameneu http://www.csbi.ru info@csbi.ru




OpenEdge 10.2B: Transparent Data Encryption

bawkaTtoB Banepun 'puropbesuny

v.bashkatov@csbi.ru
www.openedge.ru

BUSINESS MAKING PROGRESS™

PROGRESS®O9

KoHphepeHyus nonb3oeamenel

Cankr-lNeTtepbypr, nnowaas MNobeasbl, 2

(812) 438.19.91, 371.00.22
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http://www.csbi.ru info@csbi.ru




