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Bookmarks ‘A Go to: |www.bigwidget.com
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BigWidget

Company  Products  Services  Support

The Part That Fits™

Ml BigWidget Announces Titanium
Machining Capabilities

Big'Widget Incorporated announced today the
purchase of a Consolidated Conglomerate
abrastve waterjet cutter. This new machine wall

) alloW BigWic.iget' to offer advanged machining
services for titanium cogs and widgets.

More News...

o BioWideet aquires Spacely Sprockets for $17.3 million

e BioWideet announces record third quarter earnings

Copyright @ 1992 BigWidget Inc.
1234 Main Street - Anytown, USA 55555
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% Welcome to the InterNIC - Netscape =] 53
File Edit “iew Go Communicator Help

Back fForwad HReload Home  Search Guide Print Security  Siop
Q! " Bookmarks & Location: Ihtlp: Adwwwinternic.net/

& Instant Message Members WebM ail Connections BizJournal SmartUpdate Mktplace

Welcome to tletwo_rk Solut.i_ons'*,,__,mc Zl
IinterNIC Registration Services

Domain name registration services

The InterINIC provides domain name registration services for the
top level domains .cem, .7nzef , .org, and .edu. Please visit the
What's New? page to see a listing of recently added features or
changes to the site.

+ Search the database of registered domain names using WHOIS:

NETWORK
SOLUTIONS® [Tomdeereon Soarch | _tear

REGISTRATION SERVICES

+ Register a domain name: If you are registering a domain name for
the first time, please see How to Register a new domain name for
cuidance.

+ Forms: Registration Services maintains a variety of forms to assist you

in registering or transferring your domain name and modifiing your
domain name and associated records.

+ Resources: Links to everything from policies to payment options.

The InterNIC is 3 cooperative activity between the U.S. Government and Netword Solutions, Inc.

FPlease read our disclaimer.

CONTACT US | RESOURCES |HOW TO ... | FORMS | EAQ | SITE MAP | SEARCH | WHOIS

L
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Back fForwad HReload Home  Search Guide Print Security  Siop

‘tv Bookmarks & Location:lhttp:.f'.o’www.intemic.neta’cgi-binfittsfwhois

ﬁ Instant Message Members Webh ail Connections BizJournal SmartUpdate Mktplace

{ Search for a Domaln Name | Regis ter a Domain Name

[Home | [ ContactUs | Registration Services
%ﬂ{‘ terac RESOURCES HOW TO... FORMS FAQ SITE MAP SEARCH
NETWORK

Inter NIC Template Tool Suite

Search for: | BIGWIDGET.COM Submit Query

Registrant: Record last updated on 29-Jun-98.

BigWidget, Conglomerated. (BWC2-DOM) Record created on 30-Jun-94.

1234 Main Street Database last updated on 13-Oct-98 06:21:01 EDT.
Anytown, GA USA
Domain servers in listed order:

Domain Name: bigwidget.com EHECATL. BIGWIDGET 208.21.0.7
Administrative Contact, Technical Contact, Zone Contact: NS1.SPRINTLINK.NET 204.117.214.10
BigWidget Admin (IA338-ORG) bwc-dnsadmin@bigwidget.com NS.COMMANDCORP.COM 130.205.70.10

Phone- 678-555-1212
Fax- 678-555-1211

Billing Contact:
BigWidget Billing (IB158-ORG) BigWidget-billing@bigwidget.com
Phone- 678-555-1212
Fax- 678-555-1211
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Back Forwed Reload Home Search  Guide Print  Security  Stop i

J' Bookmarks A Location:Ihttp:a’/www.rootshell.com.-’betaf‘news.html j
ﬁlnstantMessage Members @ WebMail @ Connections @ BizJournal @ SmartUpdate @ Mktplace

no shirt,

Do you have secunty related news? Please e-mail it to news(@rootshell com.

exploits ()

OpenSite Web Auctions truely open

Q724798 8:22AM PDT

Opensite Technologies, Inc. has a product allowing sites to offer Web Auctions. Apparently most sites using this software
have it misconfigured and anyone browsing their site has access to users credit cards and personal information. If you are a
user of this software please contact OpenSite for information on securing your website.

+ news.com - Auctions close major secunty hole

Fraud alleged in the transfer of ownership of Thailand.com site

9723798 1.40PM FPDT

Do you rely on DNS for authentication. If you do then this 1s another reason to think twice. Under current InterNIC policy it
1s quite easy to steal someones domain and make the courts figure it out later.

+ bangkokpost.net - Fraud alleged in the transfer of ownership of Thatland. com site

+ www.thaland.com

documentation ()

Rootshell t-shirts coming soon!
9722798 11:28AM PDT

Rootshell t-shirts are coming soon! In order to anticipate demand if you think you might be interested in purchasing a t-shirt
please click on this link. It is looking like t-shirts will be priced somewhere around $15-§18 US. If you have any design |
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File Edit Yiew Go Communicator Help
v » A4 4 2 £ I & @
Back Fomward Reload Home Search Guide Print Secqﬁp Stop
J " Bookmarks & Location: lhttp: /fvavaw. rootshell. com/search.feg
&InstantMessage @ Members @ WebMail @ Connections @ BizJoumnal @ SmartUpdate @ Mktplace

Connect from dhepl74-180.4ss.net [208.27.174.180] (Mozilla/4.05 [en] (WinNT, I)logged.

Rootshell search results

New remote root explott i University of Washington imapd 4. (that came with
Pine 4.0)

' 1 ' _ =
4/13/98 limpack 103 tar oz LUkB_SkYW W Imap Pack 1.Q3 .exp101t imapd attack vunerable hosts.
1 (Warning: contains untested binaries)

‘ T
‘ 717198 |imapdd. txt

1 2/19/98 Eﬁnapd coretzt |When imapd coredumps, the core will have encrypted shadowed passwords.
h 1/21/97 i;irna os.tar. gz iServeral different wersions of the remote imapd buffer overflow explott.

‘ %'It's possible to crash imapd, thus leaving shadow and password files i core
file.
} Q126197 };irm'zp-:l scan.sh lThis script will scan (and exploit) an entire subnet for inap2 wulnerabilitles.

l [
ilOf 30/97 %1'1‘1‘151}:--::1 4. 1b tut

‘ 6/24/97 jrimapd explott.c ‘ inet remote root access on Redhat systems by overwriting a buffer i impad. “




.}',%Welcome to Bootshell | Hosted by connectnet.com - Netscape
File Edit View Go Communicator Help

2 » D D} 2 £ 95 & B

Back Foward Relobad Home Search Guide Print  Security  Stop

] ,,,& " Bookmarks &. Location: lhttp: £ 2wvaw rootshell. com/archive-1457nxiqi3gqb9dy/ 199707 Yimapd_exploit.c.html
&%InstantMessage @ Members @ Webh ail @ Connections @ BizJournal @ SmartUpdate @ Mktplace

¥l

To: neighborehome.org
From: neighborehome.org
Subject: Hope you had a nice vacation

Download NON-HTML Version | Add Comment | View Comments (1 comment(s))

.,a’x

This is the remote exploit of the hole in the imap daemon, for

Linux. The instruction code 1is doing open(), write(), and close/()
system calls, and it adds a line root::0:0.. at the beggining of
/fete/passwd (change to /fetc/shadow if needed). The code needs to
he self modifyving since imapd turns everything to lowercase bhefore
it pushes it on the stack. The problem 1is that it rewrites the
first line of passwd/shadow, therefore loosing the root password.

I'm sorry, but I don't have time to add in the seek syscall.
- Akylonius (akvlgaleb.etf.bg.ac.yu) [1997]

Modifications made on 5.1.97 to accept comwmand line hostnawme, with
'h to_ip' function that resolves it to an ip. - pl (plBel3.orqg)
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Back Foward Reload Home Search Guide Print  Security  Stop

évBookmarks JE Location: |http: / Avvew. warforge. com/
,félnstant Message QJ Members E;J WebMail EEJ Connections QJ BizJournal QJ SmartUpdate QJ Mktplace
hittp:/ wwww.theargon.com
Encryption, .‘ i =yt PGP
Secunty, { y. 7 IS H ! {, YK Privacy on the Net,
Remailers, T l s [\ _I P And Much More!
warforge.com
Search For Files
Articles
- Bugtrag
-Fag
- Rootshell
Crew
- Members
- Programs Top Stories
- Projects
MNew mirror opens - 8/20/98
News & Info I'm pleased to announce that a new mirror site has opened. If you are having trouble downloading files here, I suggest that
- Contact you try the mirror site or buy The WarForge CD. The mirror is: http://www.paranOid.com/warforge/
- Links :
Mi Want to see if you have BO? - 8/19/98
- Mirrars : = ; ; . A : ;
As the trojan Back Orifice is becoming more and more popular, many more people will become infected with the trojan.
- Sponsors Information has been provided on how to remove the trojan, information about the program, and many other interesting
- Thanks features about Back Orifice.
- WarBoard - AntiGen - Back Orifice Cleaner
- More information at Wired News
Software
: 3 New ICQ Number - 8/5/98
-D |Of S ; ;
en@ ELLE Please make sure that you add my new number to your ICQ list. My new number is 16709918, Thank you.
- Hacking

= 56 bytes read
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Description

Click Here To Support Our Sponsors

(na)
7~

Contact
Back Orifice

connection
- Size: 277 kb

- Accesses a specific port on

- Size: 970 kb
NetBus 1.6

server,
- Size: 513 kb

Sockets de Troie

and telnet.

- Size: 446 kb

- A remote administration system which allows a user to control a3 computer across a tcpip

Master's Paradise 98 Beta 9.7
an exploited system. Also contains a game file which you can
send to people to get their port open.

- Can do basically anything you want to another computer that is exploited with the trojan

-Accesses a specific port on an exploited system. also contains a domain scanner, finger,
icmper, icq stuff, ip converter, mail bomber, port bomber, port scanner, a search registry net,

About | Advertise | Disclaimer | Linking
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v | @7 what's Related

BigWidget

Company  Products  Services  Support

The Part That Fits™

Ml BigWidget Announces Titanium
Machining Capabilities

Big'Widget Incorporated announced today the
purchase of a Consolidated Conglomerate
abrastve waterjet cutter. This new machine wall

) alloW BigWic.iget' to offer advanged machining
services for titanium cogs and widgets.

More News...

o BioWideet aquires Spacely Sprockets for $17.3 million

e BioWideet announces record third quarter earnings

Copyright @ 1992 BigWidget Inc.
1234 Main Street - Anytown, USA 55555
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0 # Frames: 0
Recycle Bin ~ w32Dasm

Frames Per Second: # Broadcasts:
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0
n la Bytes Per Second:

Winamp Shortcut to

prioritize... Network &
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. L
Netscape  SMS Network # Bytes: 0
Communicator  Monitor # Butes in Buffer: 0
% Buffer Utilized: 0
@ # Frames Dropped: 0
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* Network Monitor

File Edit Display Tools Options “Window Help

P[=] B3

==

Src MAC Addr

HEE] 2] (B s =l

Dst MAC Addr

0060975946D2
00104BZ81Z213
00104BZ81213
0060975946D8

0060975946D8

00104BEZ81Z213
0060975946D8
0060975946D8
00104EBZ81213
00104BZ81Z213

seq: 979155133-979155152, ack:
seq: 69034-69034, ack: 97915!
sedq: 69034-69053, ack: 97915!
seq:4189009641-4189009655, ack:
seq: 979155153-979155153, ack:

=TCP:

TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
rTCP:
TCP:
TCP:
TCP:

eeIP: ID = 0x250D; Proto =
JAP. .., len:

TCP; Len: 55
15, seq:4189009641-4189009655, ack:

Source Port = 0x17DD

Destination Port =
Sequence Number =

win: 32120, src: 6109 dst:

Post Office Protocol - Version 3
4139009641 (0OxFSAF36ES)

Acknowledgement Number = 50405 (0xC4ES)
Data Offset = 20 (0xl4)
Peserwved = 0 (0x0000)
Flags = 0xl1l8 : _AP...
Window = 32120 (0x7D78)

Checksun = O0xBClO
Urgent Pointer = 0

Data: Number of data bytes remaining

(0x0)

= 15 {(0x000F)

-~

00000000
00000010
000000Z0
00000030
00000040

N.xi. . -uvr+. K
.7%.@.@.pt-5..-8§
.A.i.n*»6T..-sP.

| 55

lUffset: 0 [=0)

F#: 55/140

L: 15 [F)




* Network Monitor

File Edit Display Tools Options “Window Help

P[=] B3

]

= EA e E N EE SRS

Src MAC Addr

Dst MAC Addr

0060975946D8
0060975946D8
00104BZ81213
00104BZ81213

S00 00608975946D8

00104BEZ81Z13
00104BZ81213
0060975946D8
0060375946D8
00104B 213

seq: 979155433-979155433, ack:
seq: 979155433-979155452, ack:
sedq: £9314-69314, ack: 97915!
sedq: 69314-69333, ack: 97915!

seq:4189009656-4189009670, ack:

pIP: ID

TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
rTCP:
TCP:
TCP:
TCP:

=TCP: .AP..., len:

= 0xZ68E; Proto =

TCP; Len: 55
15, seq:4189009656-4189009670, ack:

Source Port = 0x17DD

Destination Port =
Sequence Number =

Data Offset = 20 (0xl4)
Peserwved = 0 (0x0000)
Flags = 0xl1l8 : _AP...
Window = 32120 (0x7D78)

Checksun = 0x4EA7
Urgent Pointer = 0

Data: Number of data bytes remaining

(0x0)

' o A A
(0Ox000F)

win: 32120, src: 6109 dst:

Post Office Protocol - Version 3
4189009656 (0OxFOAF36F8)
Acknowledgement Number = 50432 (0xCS00)

-~

00000000
00000010
000000Z0
00000030
00000040

.Ki..."aYF+. _E.
.76AR.@.0V-5..-§

(Data contained n TCP packet

F#: 1117140 lUffset: 0 (=0)

L: 15 [F)
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Dear WebMaster/Admin - YOUR SECURITY IS A TOTAL JOKE!
We rooted your box in like five minutes.

Thanx for all the credit card numberz Big Wedgie.
And like, free Kevin Mitnick!!
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