RedisSentry:
3awumwaemM python web-cepsep

OT nog6opa naponsa Ha npmmepe django

Makcumos JleB BuktopoBuy
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Django administration

Username: admin

PasSWOrd: eesesses | ~7000 wrt/yac 1 1P, 1 npouecc
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Cnoco6bl 60pb6bLI C NepebopomM Napons

° Captcha, (Completely Automated Public Turing test to tell Computers and Humans Apart)
+ OTnyrmBaeT He 0Cc060 3anHTEepeCOBaHHbIX aTaKYHLWHMX

- OTNYrMBaeT M 06bIYHUX NOJIb30BATEJIEN TOXKE
+ CKPMNT M3 Napbl CTPOYEK YKe He cpaboTaeT
- eCTb CNeLMaIM3MpoBaHHbIE NMPOrpPaMMbl-pacrno3HaBaTeIn 1 NoAN-pacno3HaBaTe /u

o Throttling, 3aaep:ka otBeTa cepBepa
+ HECKO/IbKO CHM¥KaeT 3(pPEeKTUBHOCTb aTaKu
— MOXEeT pas/paxkaTb NoJib3oBaTens
— CJIOXKHOCTM peanmsalmm Ha CMHXPOHHOM CepBepe

® BHOKMPOBKM, HEe AonyCKaeT K ayTeHTMCI)MKaLIMM B Té4eHMEe HEKOTOPOro BpeMeHU

+ MPaKTUYECKM HEOLLYTUMO AN NOJIb30BaTe/IA
+ 6onee 3(pDEKTUBHO CAEPKMBAET aTaku
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Mopaynu 3awmTbl OT Nnepe6opa NaponA:

first commit-

last commit author storage CYETUYMKM
- . 24 Sep 2008 - : : ; >
django snippet #1083 24 Sep 2008 jensbreit main db global s1u6o | Ad
7 Jan 2009 Simon IP 1ubo NN
. an -
ratelimitcache 24 Sep 2009 Wilson memcached \ IP+username
django-brutebuster 30 Nov 2009 - (company) main db \ IP & username
6 Mar 2011
N SO 1 Oct 2010 - Josh -
django-axes 18 May 2012 VanderLinden main db ] P
django-failedloginblocker 12 Jan 2011 - Alex Kuhl main db / username
3 Mar 2011
: ) 24 Jul 2011 - Brian Jay /
django-lockout 13 Ot 2011 Stanley memcached IP
. rori 9 Apr 2012 - :
django-redissentry 3 May 2012 me redis
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Moaynu 3awmThl OT Nnepedopa napons:
CrnocoO6bl MHTErpauum

storage CYETUYMKM CNocob MHTerpauyum
django snippet #1083 main database global su6o IP decorator
ratelimitcache memcached IP u60 IP+username decorator
django-brutebuster main db IP & username auth
django-axes main db IP login
django-failedloginblocker main db username auth
django-lockout memcached IP auth
django-redissentry redis auth
5
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Ocob6eHHOCTU peanmsaummu

 /django-axes/ ycneluHblM BXo COpachbiBaeT CYETUYUK:
- 4*admin, 1*hacker, 4*admin, ...
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YA3BMMOCTU peanmsaummn (ycTpaHUMbIe)

storage CYETUYMKMH
django snippet #1083 main database global su6o IP
ratelimitcache memcached IP nu6o IP+username
django-brutebuster main db IP & username
django-axes main db IP
django-failedloginblocker main db username
django-lockout memcached IP
django-redissentry redis

7
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Ocob6eHHOCTU peanmsaummu

 /django-axes/ ycneluHblM BXo COpachbiBaeT CYETUYUK:
- 4*admin, 1*hacker, 4*admin, ...

e /main db/ ckopocTb 06paboTKKM OTKa3a B ayTeHTUdUKaumm => DDOS
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YA3BMMOCTU peanmsaummn (ycTpaHUMbIe)

storage CYETYMKM
D)D |
django snippet #1083 maiin dib % global su6o IP
ratelimitcache memcached IP 1u6o IP+username

django-brutebuster

IP & username

django-axes IP
django-failedloginblocker username
django-lockout memcached IP
django-redissentry redis

9
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Ocob6eHHOCTU peanmsaummu

 /django-axes/ ycneluHblM BXo COpachbiBaeT CYETUYUK:
- 4*admin, 1*hacker, 4*admin, ...

e /main db/ ckopocTb 06paboTKKM OTKa3a B ayTeHTUdUKaumm => DDOS

e /username/ BO3MOXHOCTb HEOrpaHMYeHHOro rnepenosiHeHusa b/

10
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YA3BMMOCTU peanmsaummn (ycTpaHUMbIe)

storage CYETYMKM
django snippet #1083 main db global su6o IP
ratelimitcache memcached

django-brutebuster

main db

django-axes

django-failedloginblocker

django-lockout

django-redissentry

main db

%
%

Ha
3arono memcached

redis

http://www.devconf.ru
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ApxuTtekTypa Mmoayns

1-to-1 1-to-m m-to-1

IP-address ] @ e proxy, NAT =>6710K. yesias noaceTb

IP-address; username ] @ @ 1M + 1M = 2M; noaceTb, Bnaaeney,
IP-address; username; whitelist @ @ @ MHOr0 CYETYMKOB
12
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 |[P-address:

1.2.3.4

ApxuTteKkTypa Mmoayns

joe@me.ru

* |[P-address; username

joe@me.ru

e username  (IP,username)

1.2.3.4 1.2.3.4
6*1 077

* B

* |IP-address; username; whitelist
1.2.3.4 1.2.3.4
(|
O ~10°
joe@me.ru
13
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YA3BMMOCTH apXUTEKTYPbl (HeyCTpaHMMbIE)

django snippet #1083
ratelimitcache
django-brutebuster
django-axes
django-failedloginblocker

django-lockout

django-redissentry

1-to-1 1-to-m m-to-1
global su6o IP + +
IP 1ubo +
IP+username

IP & username

username

P + *
e

IP +

14
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Llenb pa6oTbl

Co3aaHue HaZexXHOro Moayaa 3almTbl OoT 6pyTdopca,
KOTOPbIM MOXHO 6bI1J10 6bl MCNOJIb30BaTh B production.

Mofo6paTtb Habop PUNLTPOB, KOTOPbIM 6Gbl OJHOBPEMEHHO:
— MO3BOJIAJ 3aWMLIaTh CEpPBEP OT BCEX NepeYmCcIeHHbIX BUAOB aTaK

— He 6/10KMpOBa JNINLWHUIA pa3 No/b30BaTeNs TOJIbKO MO TOM NPUYMHE,
4yTO M3-noj ero IP 6bl1a ataka U/ MM Ha ero 3KKayHT bbl1a aTaka

— HE A0Mnyckasi BOSMOXHOCTH nepenosiHeHUA 6a3bl AaHHbIX CHETYUKOB.

15
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bnoK-cxemMa

auth error . @

v

16
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bnoK-cxemMa

ip € blacklist? Y% @

no

aut"h error X @
C++

ok

p

17
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bnoK-cxeMa
ip € blacklistA? — Y& . @
no
username € blacklistB — = @
?
no
aut"h error . @
C, ++
Ok C§++

-
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bnoK-cxemMa , o
ip, username € whitelist
?
no
i : yes
yes ip € blacklistA ? X @
no

username € blacklistB Y& | @

no

auth error : @

C,++
,ok c’é++

add to
whitelist

/ 19
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brnok-cxema ip € whitelist ?
w
yes
/ ip € blacklistA? — ¥ | @
@ yes ip,username € blacklistW no
?

username € blacklistB L@
no ?

no

@ . error auth auth error i @
Cwtt C,++
W ok ok Cé"“"
add to
whitelist
\/ 20
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[lnarpaMma COCTOAHMUU - I

5 failed attempts

5 failed attempts

5 failed attempts

5 failed attempts

5 failed attempts

5 failed attempts

Try again in5mi&te3}

\ 5 min block
_—
T 10 min block

T 23 hours block
.y
\ 23 hours block

http://www.devconf.ru
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/lnarpaMmma coCTossHMMH - 2

N3 NCXOOAHOIo COCTOAHUNA n3 3a6n0|<|/|p0|3aHHoro COCTOAHUNA

5 failed attempts

5 failed attempts

5 failed attempts
5 failed attempts
5 failed attempts

5 failed attempts

. .
- 5 min block
™~

10 min block
9 blocked attempts

™~
™~ : 1 hour block
— SO 1711 (21218 9 blocked attempts —

S
. 1 hour block 1 hour block

23 hours block

AvA

23 hours block

22
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Anarpamma coctosHuM - 3 (RedisSentryPlus)

N3 MCXO0AHOIro COCTOAHUA

5 failed attempts

> 5 min block
5 failed attempts
> 10 min block
5 failed attempts
> 30 min block
5 failed attempts
> 1 hour block
5 failed attempts ~_
. -~ 3..23 hours block
5 failed attempts ~_

{ “Try aga&’cer”_}

U3 «ABHO>» 3a6J'IOKMDOBaHHOFO COCTOAHMA

9 blocked attempts
.— 1 hour block

9 blocked attempts \_

n3 «HEeABHO>» 386ﬂOKMpOBaHHOFO COCTOAHMUA

3 blocked attempts 3 53 hours block |
/
_\_
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CueTumK whitelist’a

e |IP: 193.124.10.53 Username: somebody@somewhere.com
15 bytes ~50 bytes
4*uchar 4 bytes user_id ~8 bytes
/24 3 bytes hash(username):

md>5(username) 16 bytes

? 4 bytes

232 = 4*10°
7*10° (1 Nov 2011)

24
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Hash-dyHKLMH

» 4 bytes hash-functions: 100k 300k
- additive/xor/rot 98k/100k/35 313k/316k/173
- elf/snx/djb 364/5/0 2166/57/13
- fnv/one-at-a-time 1/9 15/9
- superfasthash/lookup3 18/10 18/10 pip install pyhash
- murmur3 0 5
- md5[:4] 1 9
1m 2m
* 5 bytes hash-function: md5[:5] 0 4
14m
* 6 bytes hash-function: md5[:6] 0 0 0
25
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CyeTumkun
bytes development production bytes
Ac:ip a....
18 5
l_.'_l
Ab:ip A.lR.
18 — 5
Bc:username b....
53 5
-
Bb:username hashigusername)
53 —— 5
Wc:ip:username Cuovennnn
68 8
)
Wb:ip:username c .ip _hash(username)
26
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Redis Sentry Dashboard | i
E Opera PRedis Sentry Dashboard ... | =7

€« > B~ D o | @seue *| > |
Home > Red try

Redis Sentry Dashboard

IP Counters IP Blacklist
IP address Failed attempts Time left Action - empty -
196.217.53.121 10 1 day, 17: remove
Username Counters Username Blacklist
- empty - - empty -
whitelist Counters Whitelisted Users Blacklist
IP address Username Failed attempts Time left Action - empty -
N . % . 1 25 days, 5:52:12 remove
s 24 days, 1:46:20 remove

Log file

2012-06-07 11:46:46 INFO 196.217.53.121 ninja_abach@hotmail. f fa #1 from regular ip; ttl =

2012-06-07 11:47:00 INFO 196.217.53.121 ninja_sbach@hotmail. f fa $2 from regqular ip; ttl =

2012-06-07 11:48:36 INFO 196.217.53.121 ninja_abach@hotmail. f fa $3 from regular ip; ttl = 0

201z-06-07 11:48:43 INFO 196.217.53.121 ninja_sbach@hotmail. f fa #4 from regular ip; ttl = :00

2012-06-07 11:49:20 INFO 196.217.53.121 kaho_rohit@hotmail. fr fa #5 from regular ip, ip blocked for 5§ min; ttl = 1 day, 0:00:00

2012-06-07 12:17:58 INFO 195.3.225.208 chelsealSlS@citromail user whitelisted

201z-06-07 12:36:28 INFO 196.217.53.121 kaho_rohit@hotmail. fr fa #6 from regular ip; ttl 1 day, 4:48:00
2012-06-07 12:36:34 INFO 196.217.53.121 kaho_rohit@hotmail. fr fa $7 from regular ip; ttl 1 day, 9:36:00
2012-06-07 12:36:43 INFO 196.217.53.121 kaho_rohit@hotmail. fr fa #8 from regular ip; ttl = 1 day, 14:24:00
2012-06-07 12:36:49 INFO 196.217.53.121 ksho_rohit@hotmail. fr fa #9 from regqular ip; ttl = 1 day, 19:12:00
2012-06-07 12:36:59 INFO 196.217.53.121 kaho_rohit@hotmail. fr fa $10 from regular ip, ip blocked for 10 min; ttl = Z days, 0:00:00
201z-06-07 13:08:16 INFO 41.218.243.64 cnasterl980@yahoo. com user whitelisted
2012-06-07 13:15:55 INFO 86.98.42.101 suhussain88@yahoo. com fa #1 from regular ip; ttl = 4:48:00
2012-06-07 13:15:57 INFO 41.218.243.64 cmasterl980@yahoo. com user whitelisted s

0 & 4 ————
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BbiGOp MHCTPYMEHTapHS

e noyemy nosql a He sql?
- B OCHOBHOM gocTyn key-value
— CKOpPOCTb

 noyeMmy redis, a He couchdb?
- expire

e noyemy redis, a He mongodb?
- expire
- Jlyylaa yCTOMYMBOCTb K nepesarpyskam

» noyemy redis, a He memcached?

— YAOOHbIE CTPYKTYPbl AAHHbIX

— JIYYLIMM KOHTPOJIb UCNOJ/Ib3YEMOM NAMATH
- MacClUTabupoBaHMe (LLapAMHI)

28
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TexHu4ecKaa uHpopmayms

e /IMueH3ma: MIT

e MlcxoaHbIM KoA:
- https://github.com/axil/redissentry-core
- https://github.com/axil/django-redissentry

« TecToBasA MHCTANNAUMA:
- http://redissentry.alwaysdata.net

29

http://www.devconf.ru



seveonf

YcTaHOBKa U MHTerpaumsa
pip install django-redissentry

 django:

MIDDLEWARE_CLASSES += 'redissentry.middleware.RequestMiddleware’,
INSTALLED_APPS += ‘redissentry’,

o flask:

def protected_auth(username, password):
sentry = RedisSentry(ip, username)

msg = sentry.ask()
if msg 1= “’:
raise Exception(msg)

result = auth(username, password)
msg = sentry.inform(bool(result))
if msg 1= “’:

raise Exception(msg)

return result 30
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3aK/lo4YeHue

3awmTa ot aTtak: 1 IP-1 account; 1 IP-many accounts; many IP-1 account

«'YMaHHOCTb>» O6JIOKMPOBKM 3a CYET whitelist’a

HEBO3MOXHOCTb NMpPpon3BOJIbHOIo nNepenosiHeHNA 6a3bl AaHHbIX CHETYUKOB

KpaﬁHe BbICOKAA CKOPOCTb OTKa3a B A0OMyCKe K aBTOpHU3aunmn

KYMY/JISSTUBHOE HapacTaHMe BpeMeHM 6JIOKMPOBKM

menkue know-how:

- NPOCTENLLUMIA CKPUNT C PUKC. BpEMEHEM 3aJEPKKMU BIOKMPYETCA HA BCE BPEMS ero paboThl;

- 3 deKTUBHOE BpeMA 6JIOKMPOBKM A1 aTaKylowero 60/blie, YeM A4/15 06bl4HOro Nojib30BaTeNs;

- o6pa60TKa NonbITOK aBTOPHU30BaTbCA U3 3a6J'IOKl4pOBaHHOFO COCTOAHUA;

31
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Cnacn6o 3a BHMMaHue!

RedisSentry: sawmwaem python web-cepBep
oT noabopa naponsa Ha npumepe django

Makcumos JleB Buktoposuy

32
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ApxuTtekTypa Mmoayns

1-to-1 1-to-m m-to-1
IP-address ] @ e proxy, NAT =>6710K. yesias noaceTb

+P-appee+~USERAGEN————— = = & GAOK—OALItO-1-BPRY3Ep————

HR-appee+X—FORWARDED—FOR——= — & posHo- 1 ceTuHTepd-.
username @ ) @ 3a04HO 6/10K. BNnageney, 3KkKayHTa
(IP-address, username) © ® © M 1M =1T
IP-address; username © @ @ 1M + 1M = 2M; noaceTb, BRageney,
IP-address; username; whitelist © © @ MHOro CYETYMKOB
33
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YA3BMMOCTU peanmsaummn (ycTpaHUMbIe)

storage CYETUYMKM

django snippet #1083 main db global su6o IP

ratelimitcache memcached IP nubo IP+USername l&ﬂ E

D)d
django-brutebuster main db lE'g ! IP & username %
D)d
main db lE'g E

e
U
main db

IP

i
username ‘

django-axes

django-failedloginblocker

Ha

django-lockout 3arono memcached IP
django-redissentry redis
34
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