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KTO Mbl?

e CITCTF

* Dr. Giovanni Vigna niCTF
 RuCTF

* HacklnTheBox

 HC’s Capture the Flag
 C.I.LPH.E.R.

* PycKpunto

* Codegate

[Mpu nogrotToBke K AaHHOMY Aoknaay 6bin coctaBneH HebonbLon FAQ.
KomaHpga HC'’s Capture the Flag 8 momouwib dpya2um KomaHOam
onybrnukoBana ero no agpecy http.//ctf.hcesperer.org/orga.html.

[NonHas eepcus u npe3eHmauyus docmyrHa Ha catime http://ctf.ifmo.ru.




CnoXXHoCTMW.

[Mopgaepkka:
— YHuBepcUTETa U opraHn3auum.
— Xopoluee obopygoBaHMe 1 NpornyckHass cnocobHoCTb MHTepHET kKaHana.

— MoTunBmnpoBaHHble 1 KBanudULIMPOBaHHbIE Noau, roToBble paboTaTtb Ha
CTF.

OpraHusauusa nogeun:

— PaspaboTyunkos

— CnoHcopoB.

Pa3paboTtka KOHUeNnuun nrpbl OAHOBPEMEHHO CITO)XKHOW, B TOXE
BpeMs, UHTEPECHOMN U 3axXBaTblBalOLLEWN.

CospaaHune 6e3ynpe4yHon aBToMaTUYECKON CUCTEMbI HAYUCTIEHUS
GannoB, KOTOPY HEBO3MOXHO OOMaHYTh.

[1aBrneHne BpemMmeHu.

“CTF - 9TO LenbIn KOMMeKC HeBObLUMX Noa3agad, KoTopble
HeobxoaMmMo opraHnM4YHoO cobpaTb BOeaANHO U obecneynTb

6e30Tka3Hyo paboTy BCEro KOMMsiekca Ha NpoTsKEHUN BCEW UTPbl.” -
Nnbs 3eneHyyk, opraHmn3atop RuCTF



OCHOBHble TeEXHUN4YeckKkune
npobrembl, KOTOPbIE BCceraa
yaroTCH.

CTF Ha 6a3e yHusepcumemos HaMHoacypou;e rnodoepxkame C MeXHUYeCKOU MOYKU 3PeHUs U3-3a
oocmyrniHocmu xopouwlel u pacripederieHHolU mexHu4yeckoul 6a3sbl.

B nto6oun cnoxHon cnucteme, Bce 4TO MOXKET CrioMaTtbCsl, 06a3aTesfibHO CIIOMAaETCs, U K 3TOMY
HY>XHO ObITb roTOBbIM. He JOmKHO ObITb NPob6em ¢ NnepeHOCcoM Urpbl Ha 3anacHble backup
cepBepa, 1 3TOT NpoLecc A0MKeH BbITb MakCMManbHO aBTOMAaTU3MPOBaH C MOMOLLbHO
camMmonucHbIX shell ckpunToB.

OcHoBHas npobnema — 310 XXeneso 1 BpeMs, TpebyeTcs COOTBETCTBYHOLLIEE «KaLlepPHOE»
obopynoBaHue.

[Mpobnembl ¢ ceTeBON NHAPACTPYKTYPOMN.

ABTOpbI CEPBMCOB 1 3a4aHMI NOYTK BCEraa He yCnesalT peanM3oBaTh CBOK pa3paboTky B
HeobxoaMMble CPOKM.

— Ha caunte HC’s Capture the Flag eCcTb XopolLuee pykoBoACTBO NO HanncaHuto cepsuca ansa CTF u
PYKOBOACTBO NO HanMcaHuto XxopoLuero cepsuca ansa CTF. Kaxkgas owmnbka, onucaHHas B 9TUX
pykoBoACTBax, Obina gornyuleHa Ha rnpakTuke.

CoBerTbl:
— Bce HoBoe HGO6XO,D,I/IMO TWaTternbHO TeCTUpoBaTb 1 NPOBOANTbL MOOENTMPOBaHME npouecca Urpbil.
— B no6or MOMEHT BpeMEHM B XKIOPU JOITKHO ObITb KAaK MMHUMYM 2 YenoBeKa, roTOBbIX MOMOYb
KOMaHaam.
— He Oonyckartb CutTyauumn, Korga ToJibKO OguH 4eJ10BEK MOXET NPON3BECTU onpenerieHHblie ,D,eVICTBMFl
Ha urpe.



Heobxogumoe annapaTHoe U
nporpaMmmMmHoe obecrnevyeHue.

Open-source + CaMOINMNCHOE.

N3 kKommepyecknx VMWare Wokrstation gns

co3gaHus obpasos. [ns 3anycka VMware Player.

— Cpeau opraHm3aTopoB CTAHOBUTCS NONYSAPHbIM
ncnonb3oBaHue VirtualBox.

[1na opraHn3aunm cetn camMmbiM Ny4YLLUUM peLleHneM
asnaeTca OpenVPN.

Gameserver - Ha NOOOM A3blKke
nporpaMmmmpoBaHuns. B ceTu Takke eCTb U roTOBbIE
BapuaHTbl.

— MHorue opraHusaTopbl CO34al0T gameserver C

ncrnonb3oBaHMeM OYHKLMOHANbHbIX A3bIKOB
nporpaMmmMmpoBaHns, Hanpumep Erlang.



[Tpnmep ycneLwHon KoOHUrypaumm
obopyanoBaHMA U3 pacdeTa Ha 6 KoMmaHa ang

offline CTF.
* irpoBown cepeep » CepBep bl

— [1Ba YeTbipexbagepHbIX — [1Ba YeTbipexbagepHbIX
npoueccopa Intel® Xeon® cepun npoueccopa Intel® Xeon® cepumn
5345 5500

— DDR2 FB DIMM 667MHz 2Gb x — DDR3 DIMM 1333MHz 1Gb = 6Gb
4WT. = 8Gb — RAID KoHTponnep SAS

— RAID KoHTponnep SAS — 2 SAS aucka

— 1 SATA AuCK



CeTeBoe 000pyaoBaHUA N3 pacyeTa
Ha 6 KOMaHa

6 Wifi KomMmyTaTOpOB
1 KommyTaTop Cisco Catalyst 3560 " y P

[MaTy-kopabl



O0bLas HacTpoukKa.

 J1OoBOMbHO CIOXHAasA N Ka4eCcTBEHHAA CUCTEMA, KOTOpas
OXBaTblBaeT BCE KOMIMNOHEHTHI MHCbOpMaLlMOHHOVI CUCTEMDbI.

— CeTteBoe obopynoBaHue
— OS.

* YacTo CNoXXHOCTL 3aKn4vaeTca He B caMOW HAacTpPouKe, a B
noucKe KBannuunupoBaHHbIX CreLManmucToB, CNOCOBHbIX
Ka4yeCTBEHHO caenaTtb HeobxoanmMyo HacTPOWKY
obopynoBaHus.

* Y MHOMMX KoMaH HacTpolika Ans CTF YCNOXHAETCS C KayKabIM
rogom.

— OTpenbHble 3agaHuns TPeOYHT OTAENbHBIX XOCTOB, B CBSI3U C YEM,
NPUXOANTCS 3anyckaTb HeMaroe Kornm4ecTBO BUPTYariok.

— YacTo BCce XOCThl Ha BCEX Urpax BNpTyanm3npyroT, NOTOMY 4TO TaK
nerye aenartb OTKartbl, KOMnn, NpoBoanTb TeCTUPOBaAHNE U
0obaBnsATb UBMEHEHUS BO BpeEMA UTPbI.



CKOpOCTb CETU U pacxon
TpadukKa.
* MMHMMYM 100Mbit/sec, ny4Lue

1000Mbit/sec.

* [IpumepHO 10-100 Gbytes Tpaduka MOXET
ObITb N3pacxogoBaHO, 3TO 3aBUCUT OT
KOHLIenumnm nurpbi.

* Ecnu nrpatb TOMbKO B TACKWN, TO CKOPOCTU B
10
MOuT/cek BnosiHe XBaTuT.



KomaHga.

* B cpegHem 5-6 YenoBek.
* 1 pa3paboTyunKk Ha 1 cepBuC nnm 1-2 Tacka.

« XopoLwiaga opraHnsaumnga y komaHabl RuCTF:
— 1 pa3paboTymk Ha 1 cepBuUC
— 2 pa3paboTymka Ha NPOBEPSIOLLYIO CUCTEMY
— 1 OTBETCTBEHHLIN 3a COOPKY UrpoBOro obpasa
— 2 ceTeBbIX agMUHUCTPaTopa
— 1 obLwmn nnaep KomaHabl
— 2-4 yerioBeka Ha opraHmM3aLnOHHbIE BOMPOCHI.



CamaZd 3Ha4Ynmada ctaTb4

PaCXo4oB.
» XOpollee TEXHNYECKOE OCHaLLleHNeE.
* Bpemaq.
e Jltoan.



CpeaHasa ctommocTb CTF.

« XopoLuas coBpeMeHHas MHdpacTpyKTypa
3apy0eXHbIX OpraHM3aTopoB COCTaBMAET
OoT 10—-15 TbIC. EUR.

* OCHOBHbIE EHbLIN TPATATCS Ha
obopygoBaHue n MHTepHeT JocTyn ¢
XOpPOLLEN MPONYCKHOW CMOCODHOCTbLIO.

* [loTpebneHmne anekTpoaHeprum
COCTaBMSIET HE3HAUYUTENBHYIO CYMMY.



CnoHcopbI.

* [TpMepHO 2 — 3 KOMMNAaHUK, FOTOBbIE
aKTMBHO CMOHCMPOBAaTb COPEBHOBAHMA.

* CNOHCOPCTBO OOLIYHO NPOABMSIETCA B

nogaepKke TEXHNYECKMM OCHALLEHNEM U
npu3amm.

« 3a pybexxom Bce rnpotle, NoaaepXKy B
OCHOBHOM OKa3bIBaeT YHUBEPCUTET, HA
b6a3e KOToporo rnPoBOASATCS COPEBHOBAHMUSI.
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Halu setup

» CepBep Ha base Supermicro.

* Gameserver C npuMmeHeHnem LAMP.

e Tpadouk — 1 Gbyte Tpaduka.

* MySQL cepBep 542,871 3anpoc 3a 24 4aca,
194 B MUHYTY.

* PenTtuHr sagaHnm nokasan oueHky — 4.

e 20 YacoB Ha 3agaHn4.
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- 428 @Hcitctf
=D [invarjanniedka

- [InvaR]KwKeeper_
) [PeterPenleggemars
) [WGDarkhac

- kost

Good luck, teams! ) Nothing to write here... hitp:/fctfifmo.ru/ctfigame/, cff will end on 8:45am UTC 16 May

O [1253.04] <BEERE> veah?
O [1253:12] <[iBBIESHEaER> rof
O [125317] s> how was the Game???
O [1253:21] <BBIESHEaE> GG [SiBears]
O [12:53:21] <[lobotomy]XapoH> cake is a lie
O [1253:22) <ENEHERRGNE> cool
O [1253:25] <BHGHEMRGIE> interesting
© [12:53:33] <-) the message was on the picture?
D [12:53:37] <kyprizeeel> there is no key in database &
O [12:53:41] <kyfizeeel> we downloaded it
@ [12:53:49] [ufolfang [ [ufolfang@gwenat] tsure.ri] nokuHyn #oitctt
D [12:53:55] <jk_m> message was in alpha channel
D [12:54:01] <jk_m> there were dots
[12:54:05] <—> citizen-stig: the game could be better if there was more exploitation p
O [1254:11] <m) kyprizzzel there was an entry like "by the way, key of this questis "
O [125411] <[IBBIESHESER> but quitte good
O [12:54:16] <jk_m> their rows-coords were ascii codes
O [125421] </EXEE> kyprizzzel: search itfor ‘QuotesOftagic!
D [12:54:35] <jk_m> ascii codes resultin hase-54file
D [12:54:47] <jk_m> itwas archive with pass
© [1254:47] <kypiizzzel> ok ) that's enought for us we got shell on your box)
© [12:55:02] <kypiizezel> i think you've not expected it
D [12:55:07] <jk_m> pass was the hash of name of the encrypted file)
O [12:55:18] <EH> Crypto Pandal
O [1255:21] R8> Crypto Panda
© [12:55.25] B> what's the idea?
o 2:55:28] <|(MalalallggMENEL> how match includes was in matr
2 [12:55:37] <jk_m> ooo, crypto panda is looong
O [12:55:39] <EHGNEHNGIE> ~200
O [125553] <BEIGEaSsaUOn> whatis here name?
© [12:55:57] <kypiizzzel> kost this_will_help.t = alphabet (26 i
O [12:56:03] <kyjpiizezel> that was my idea
O [12:56:09] <HE> and?
O [12:56:13] <jk_m> table has permutation matrix inside
© [12:56:19] <kypiizzzel> and that's all i know)
O [12:55:24) <> N
O [12:56:29] <SEIGBIBEIAUDD> this table looks like vijiner table
O [12:56:33] <2 no

hen & where bomb explode
O [12:56:41] <H> there are collisions there
2 [12:56:45] <jk_m> itis constructed with symols with small stati:
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ilya57148
fluxfingers ended up at 6th place on #citctf after one hell uv
a night ;) thanks to @citctf team for the nice challenge and
@dasLabor for venue

about 5 hours ago via web

sanguinarius_Bt Final ranking for #citctf
http://bit.ly/9UhOnd GG to all teams and thx @citctf staff !

about 5 hours ago via web

xvorsx 24h competitions near computer security CIT CTF
ended. Our comand PeterPEN 8th. Thanks for all. #citctf

w | kyprizel CIT CTF was awesome! #citctf
I about 7 hours ago via web
x

IvanlefOu Final ranking for #citctf http://bit.ly/9UhOnd GG to
all teams and thx @citctf staff !

. abot

or

7 hours ago

R

)

IvanlefOu Yeah Nibbles finished first with Sibears at #citctf !

abo

7 hours ago via Echofon

roman_soft #citctf winners: 1. Nibbles | 2. SiBears | 3.
s HackerDom. Full scoreboard: http://bit.ly/bkrTRk Kudos:
@sbrabez @ivanlefOu. C'u @ quals!!

about 7 hours ago via Gwi

r00tbsd @stalkr_ @lvanlefOu congratulation for #citctf...

about 7 hours ago via web in reply to stalkr_

that team gn00bz is @ 4th place @ #citctf :) well, see ya all on

@ kisasondi 24ti sat #citctf, frizura je postojana... It seems
#defcon auals

#becauseofweed
#2annil
Bonamana
Greyson

Mark Webber
Virada Cultural
Aids Walk
Scudetto
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3akno4yeHne

* “Create a "story" behind the CTF. | think that
the iCTF is the only competition that attempts
to do so.” - Dr. Giovanni Vigna



