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Sensor networks architecture
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Wireless Sensor Networks (WSN)

A WSN can consist of 10 to 1000 of sensor nodes (motes) that
communicate through wireless channels for information sharing and
cooperative processing

With low-power circuit and networking a mote powered by 2 AA batteries
can last for 3 years with a 1% low duty cycle working mode

After the initial deployment (ad-hoc), motes are responsible for
self-organizing into a network with multi-hop connections

The onboard sensors then start collecting acoustic, seismic, infrared or
magnetic information about the environment, using either continuous or
event driven working modes

Location and positioning information can also be obtained through the
global positioning system (GPS) or local positioning algorithms

The basic philosophy behind WSNs is that, while the capability of each
individual sensor node is limited, the aggregate power of the entire
network is sufficient for the required mission



Difference from ad-hoc networks

Number of sensor nodes can be several orders of magnitude
higher
Sensor nodes are densely deployed and are prone to failures

The topology of a sensor network may change frequently due
to node failure and node mobility

Ad-hoc network cables are prone to environmental impact
such as lightning

Sensor nodes are limited in power, computational capacities,
and memory

May not have global ID like IP address
Need tight integration with sensing tasks



Sensor network node
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Telos platform

Robust

* USB interface

* Integrated antenna (30m-125m)
* External antenna capabie (~500m)
High Performance

* 10kB RAM, 48 KB ROM

e 12-bit ADC and DAC

* Hardware link-layer encryption
Processor:

* TIMSP430 (16bit) @8MHz

* 6uASsleep

* 460pA active

* 1.8V operation

Radio:

* EEE 802.15.4

* (CC2420 radio

* 250kbps

* 2.4GHz ISM band
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Evolution of Telos platform

jtag

user button

reset button
TSR photodiode

PAR photodiode
LEDs - R SHT11 humidity / temp
6 pin expansion
USB-serial 10 pin expanson
reset support

(bottom )

TI MSP430 F1611
ST M25P80 flash
serial 1D

CC2420
IEEE 802.15.4 radio

PIFA Antenna

~2x External Flash Memory (16Mbit vs.
8Mbit)

Sensors

3-axis digital accelerometer and
temperature sensor vs. light,
temperature and humidity sensors.
Ziglet sensors product-line under
development.

2" generation MSP430

~50% less power consumption in stand-by and
off-mode

faster wake-up: 1us vs. 6us

2x speed (16 MHz vs. 8MHz),

~2x Flash (92KB vs. 48KB),

8KB vs. 10KB RAM

Programmable internal pull-ups.

2 x Phidgets sensor ports

/ micro-USB

3-Axis accelerometer
. + temperature sensor
Ceramic embedded antenna

or fo i la



Development system

. Virtual Machine: Ubuntu 9.10 in VirtualBox
. TinyOS 2.1.1 synchronized with CVS repository

. Eclipse IDE with YETI 2 plugin for TinyOS
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Power consumption

* Need long lifetime with battery operation
— No infrastructure, high deployment & replenishment costs

e Challenges
— Energy to wirelessly transport bits is ~constant (Shannon, Maxwell)
— Fundamental limit on ADC speed*resolution/power
— No Moore’s law for battery technology ~ 5%/year

 How is power consumed
— CPU (Moor’s law!)

— Radio Energy breakdown for acoustic

Decode

Encode

-

Receive Transmit



WSN applications

e CLASS 1: Data collection

— Entity monitoring with limited signal processing in a relatively simple
form, such as temperature and humidity

— Sampling period from days to minutes
— Environmental monitoring and habitat study

* CLASS 2: Computationally intensive
— Require processing and transportation of large volumes of complex
data
— 10 Hz-100 KHz sampling frequency
— Seismic, industrial monitoring and video surveillance



Cuctema KOALA: ultra-low power data
retrieval in wireless sensor networks

 [1poeKkT pa3spaboTaH B yHuBepcuteTte [xoHa
XOMKUHCa

« Cncrtema c HU3KUM NoTpedbrieHne aHeprum,
npeaHa3Ha4vyeHa ans gonrux HabnogeHnmn
napamMeTpoB OKpYyXatrLlien cpedbl (C HacToTOU OT
HECKONbKNX 3aMePOB B MUHYTY 40 HECKOMNbKNX
3aMepoB B A€Hb)

* Flexible control protocol (QuHamMmmn4yeckm ctpogLlanacs
Tabnuuya MapLpyToB) NO3BOMAET 3KOHOMUTb
SHEepruto

 MexaHun3m low power probing HaUerneH Ha
9PPEKTUBHLIN NepeBod MOTOB U3 peXnmva cHa B
PEXUM aKTUBHOW nepenayu



KOALA: obL1aa cxema paboThil

* MOTbI C USMEPUTENbHBLIMU CEHCOPaMMU
YCTaHOBJIEHbl HA MECTHOCTU, Oa30Basa CTaHLUSA
noakntoyeHa K USB-NopTy KoMnbroTepa.

« Kaxabln MOT 06Cny>XMBaeT CBOM CEHCOPHI,
cobupas ¢ HUX MHpopMaLUNIo C NpeaBapuUTeNbHO
3agaHHOW 4YacToToU N coxpaHsada Bo flash namMaTk.

* [1o TpeboBaHMIO onepartopa C KoOMMNbITEPA
(paboTa BegeTtcsa Yepes onepaLmnoHHY CUCTEMY
TinyOS) 6a3oBasi cTaHUMS paccbinaet BCeM MOTam
curHan ob aktmsmnsauum (LPP mexaHnam),
yCTaHaBNMMBAET MapPLUPYTbl CKavynBaHNA OaHHbIX
(FCP npoTtokor), cobunpaeT gaHHbIe B CbIPOM BUAE,
COXpaHA4a Ha OUCK



HapaboTtkn KN PAH

» PaspaboTtanu BHELLUHNE CEHCOPbI:
— WMHdpassyk
— Tepmonapsl
— MarHmntometp
— AkKkcenepomeTp

« Paspabotanu cuctemy cbopa «MeasrieHHbIX» OdaHHbIX:
— IO ana ceHcopoB Ha 6a3ze KOALA

— CkpunTbl ANSa npeaBapuTenbHom obpaboTKn AaHHbIX C
CEHCOPOB U 3arpy3ku B 6a3y gaHHbIX

— basa gaHHbIX 1 BeD-npunoxeHne (ppoHTeHa) Ans BbIOOPKK
N BU3yalrindauunu
« PaspaboTtanu TeXHOMormo AeTeKTUpoOBaHNUA COObITUN B
«ObICTPbIX» MOTOKaX AaHHbIX



MOHUTOPUHI OKpYKatoLlen cpebl B
BblumncnuntensHom UeHTpe KN PAH

« 5 MOTOB CO CTaHAAPTHbIM HAGOPOM CEHCOPOB

[1aHHbIe ckadynBanucb HeperyndapHo, C UHTepBanamu ot
2 0O 7 OHeW.

PesynbTaTbl COXpaHANCL B CbiPOM cneungunyeckom
BUAE B NTOKafibHOM ghaunne B BUPTyanbHOU MaLUUHeE.

Cbipble gaHHble nepedopmaTnMpoBanmcb B YACITOBOW
doopmar.

[1aHHbIe B YMCNOBOM (popmMaTe 3arpykanuch B
yaareHHyt 6asy gaHHbIX MySQL, OTKyda OHM MOryT
ObITb 3anNpoLIEHbl CUCTEMOU Budyanmsaumn. Kpome
TOro AaHHbIE N3 YNCIIOBOro doopmarta MoryT ObITb
npeobpasoBaHbl B CSV popmaT n oTobpakeHsl,
Hanpumep, B npunoxeHun MS Excel



OKCNEePUMEHT B BbIYUCITUTENBHOM
ueHTpe VIKN PAH




Busyanunsauusa gaHHbIX C
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Ctatncrtuka

Havyano akcnepumeHTa: 03.11.2010
OKOHYaHWe akcnepumeHTa: 07.12.2010

nageHve 3apsga 6arapeek: B cpeHeM ynan ¢ 3apsaaa 3,2 0o 3 (34ecb CTOUT OTMETUTL
arpeccuBHyo cpeay, nepuognyeckoe npepbiBaHMe KaHanos U HEONTUManbHbIX annapar
CUCTEMbI CKa4yMBaHUS AaHHbIX Koala, Tpebytolwmnx 6onbLUnX HakNnagHbIX pacxogos nNpu
notepe CBA3N)

CKOPOCTb Ornpoca CeTU: B 3aBUCUMOCTU OT yaaneHns ceHcopa 1 KonmyecTtasa NocpeaHUKOB
B MYIbTUXOMNOBOM MYTU, HO B CPeAHEM Ha CKayMBaHMe JaHHbIX C OOHOro MOTa, NOoNMy4YeHHbIX
3a CyTKM (2880 6anT) TpaTUTCA MUHYTA.

CKOPOCTb LPP NnpoTOKOMa: No yMOS4aHuIo, Ha To, YTOObI pasbyanTb MOThI, ynpasnaoLemy
MOTY JaBarnocb NONTOPbl MUHYTHI, HO peanbHO NpuBeaeHne CeTU B FTOTOBHOCTb
npoucxoauna 3a 10-20 cekyHA,.

HeT noTepsaHHbIX AaHHbIX NpU ycnewHou nepegaye

MNopaep)ka CBSA3M Ha pacCcTosiHUKM nopsiaka 10-20 METPOB Yepes NPEeNnSaTCTBUSA (CTEHbI) U B
YCINOBUW NOCTOSAHHbLIX MOMEX OT annapaTypbl

3a bonee Yem MecsL, IKCepuMeHTa He NoTpeboBanock TEXHNYECKOe 06CNYXUBaHNE HU
OHOMY MOTY
K HeraTMBHbIM CTOPOHaM CrneayeT OTHECTU BbICOKME HaKnaaHble pacxobl, CBA3aHHbIE C

pa3pbiBOM BUPTYanbHOIO KaHana nepenadun AaHHbIX, a Takke JOBOSbHO HU3KYI CKOPOCTb
nepenayun JaHHbIX.



ObpaboTKka BbICOKOYACTOTHbIX
OAHHbIX

* TpebyeTcda obpaboTaTb AaHHbIX bonbLUe
yeM NMMUTUPYET NPOoNyckHast CnoCODOHOCTb
ceTu
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[Opyrve npobnemsbl, peaemMblie rnpm
noctpoeHun WSN

Ha3Ha4yeHne HoBOM 3a4a4m No KOHTPOIIHO
O0bEeKTa, UCX0AA N3 ero MecTOMnoONOXeHNA U
TpeboBaHNS MUHUMAaNbHON Harpy3Kn ceTu

Cxatune gaHHbIX U KOHTPOIb nepegaBaemoro
Tpaduka

Bbibop cTpaternm npun BbIMUCNEHUSIX, B KOTOPbIX
3a0eNCTBOBAHO HECKOMNbKO Y310B (C O4HOU
CTOPOHbI TPebyeTca 0OMeH JaHHbIMU, C

apyrou — Tpebyetcs 3aTtpaTbl batapen Ha
NnepechbIsiky)



Automatic vs. manual seismic event detection
Piton de la Fournaise volcano
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Latitude, deg. dec.

Spatio-temporal clustering of seismic
waveforms

Profondeur, km Longitude, deg. dec.
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The April 2007 eruption and the Dolomieu crater collapse,
two major events at
Piton de la Fournaise

2006 - early 2007
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Piton de |la Fournaise eruption
January 2, 2010




Nepapxundeckasi becrnpoBoaHas

CETb

Remote Access
Web GUI Management

Use HTTPS
Web GUI Port

SSH Management
SSH Remote Port

Telnet Management

Allow Any Remote IP

JFFS2 Support
JFFS2

Clean JFFS2

Total / Free Size

@ Enable () Disable

8080 (Default: 8080, Range: 1 - 65535)

@® Enable () Disable

22 (Default: 22, Range: 1 - 65535)
() Enable ® Disable

® Enable () Disable

@ Enable () Disable
() Enable ® Disable

576.00 KB / 176.00 KB



HanpasrneHue gansHeuwen paboThbl

« PaspaboTka adppeKkTUBHOro NporpamMmMHOro anrnapara yyeta
TOMosIornn.

« PaspaboTka NpocTpaHCTBEHHO-BPEMEHHbIX
pacnpegeneHHbIX arropnuTMOB AETEKTUPOBAHNS COObLITUN Ha
y3nax 6e3 nepegayn gaHHbIX Ha LLEeHTparnbHyto 6aasy.

« PaspaboTka cucTteMbl OTBETHOIO BO3AENCTBUA A
KOHKPETHbIX CUCTEM (MPpUMep: ynpaBieHNne CUCTEMaMU
OPOLLIEHUS B CENbCKOM XO35INCTBE)

« [locTpoeHne NHTepPaKTUBHOW CUCTEMbI BU3yanuaaLuu
[NAHHbIX C BO3MOXXHOCTbIO OTODpaXkeHns Ha
MHOrOANCNIIENHbBIX BUAEOCTEHAX N yOaNneHHOro
nepenporpaMmmMmnpoBaHNsa CEHCOPOB (MOTbI MOCNEeaHEro
MOKONEHNSA NPeaoCcTaBnAlT NOA0OHY BO3MOXHOCTb)



