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[lporpammbl ceTeBOU akageMum

KAPBEPA

KopnopaTuBHble
cetn

CCNA

Exploration
PeweHuns gnsa Routing
marsnoro u Switching,
cpegHero WANS,
OunsHeca Intro to Adv Tech
YcTaHoBLWMUK
ceTu
Texnopnepxka
CucremMHbIn
agMUHUCTpaTop

YpoBeHb 3HaHUN CTyAeHTa



= [oToBUT No nNpodeccuam FoToBMT K
Ha4yanbHOro ypoBHSA:

= OcHOBa - U3y4yeHue
TexHonormum

= Yrnyo6neHHas
Teopus, NPOTOKONbI
(LAN, WAN)

npoceccmoHanbHOn

MOMOLLHMK CEeTeBOro ak3maeHy CCNA [AeATeNbHOCTH LUIMPOKOro
aAMMHUCTpaTopa, CeTeBoro Kpyra:

MHXeHepa CeTeBOM agMUHUCTpPaATOP
Cneumnanuct Texnoanepxku CeTeBOM UHXEHep
OCHOBbI NOCTPOEHUSA ceTen OCHOBbI MHCTaNNALUN U
(network design) NOCTPOEHUSs1 CeTH




Small-to-Medium Business or IS

Networking for Home and S 1
usinesses

Kaxxgbin criegyrowmin cemMecTp
Kypca pacwmpseT u yrnyongaer
3HaHUSA NOSTyYEHHbLIE B
npeablayLemMm ceMecTpe

Kaxxgbin cemecTp Kypca gaet
rnybokue 3HaHuS no
COOTBETCTBYHOLLUNUM TEeMaM




[1Ba HOoBbIX Buaa Kypca CCNA

O6a Kypca rotoBsiT CTyAeHTOB K cepTUPUKaLMOHHOMY 3K3aMeHY CC NA

CCNA Discovery
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CCNA Exploration

Mocne okoH4YaHUA NepBbIX 2X YacTen,
BO3MOXHO Nosy4yeHue ceptudcpukara
CCENT

TpeOGyloTcsa 6a3oBble HaBblKU paboThbl C
MNK.

MoaxoauT Ans WKONMBLHUKOB U CTYAEHTOB

He TpebyeT rmy6oKkux 3HaHUi no
TEXHUYECKUM HayKaMm

MNoaxoaut gns HaymHawowumx IT
obpasoBaHue

Bonbloe KoNM4YecTBO TeOPETUYECKOMN
nHdopmaummu

Bonee cnoxHble nabopartopHbie paboTbl

INlyuwe Bcero nogxoauT onsi CTyAeHTOB
TexHun4yeckux BY3oB

MpeanonaraeTrcs, YTO y CTYAEHTOB €CTb
ONbIT pelleHns aHaNnMTU4YecK1x 3agad u
3HaHMUA NO MHXEHEePHbIM U TeXHUYECKUM
HayKam

MopaxoauT AnA Tex, KTo Xo4yeT caenatb
Kapbepy B 0651acTu ceTeBbIX TEXHONOrnmn



[lnaHbl BbIXoga KypcoB

C M AuBaps
AK3ameHbl
CCNA n CCENT

Ha PyCCKOM
A3blke

UioHb 2007 Uron/ABr/CeH Hos/Oek
2007 2007 Anus 2008 ®deB 2008 Map 2008 Anp 2008

C 25 UionA
BBeAeHa
cepTudumkaum
A CCENT

Jlokanunsauunsa KypcoB

CCNA Discovery CCNA Exploration IT Essentials: PC
(first two courses) (first two courses) Hardware and Software
Arabic Jun 2008 Jun 2008 Mar 2008
French Feh 2008 Apr 8
ussian Mar 2008 No translation planned Apr 2008 :>
mﬂw Jur 2008 No translation planned
Spanish Feb 2008 Feb 2008 Apr 2008




CpaBHeHMe KypCcoB

CCNA v31 CCNA Discovery CCNA Exploration

Tpeb6oBaHusA K

BasoBble 3HaHug MK

BasoBble 3HaHug MK

EcTb onbIT peleHns

CTyAeHTam aHanuMTU4ecKnx 3agay u 3HaHus no
NHXXEHEPHbBIM U TEXHNYECKNM
HayKkaMm.

CopepxaHue YUeTbIpe Kypca, YeTblpe Kypca, YeThlpe Kypca,

CTPYKTYPUPOBAHHbIX
Mo NpPOTOKOMaM K
TEXHOMNOMMAM

CTPYKTYPUPOBAHHbLIX MO CITOXXHOCTU
NOCTPOEHNA CeTn

PLUS:
» CamocTodaTtenbHoe obyyeHune ¢
ncnonb3oBaHuem Packet Tracer
* [ony4YeHHble 3HaHMSA MOXHO
NPUMEHATb Ha NPaKTUKe YXe B
cCaMOM Ha4arne Kypca.

CTPYKTYPUPOBAHHbIX MO
NPOTOKOMaM 1 TEXHONOMNSIM Npw
PasnMYHbIX TOMNOMOrUSX

PLUS:
» CamocTtosaTensHoe obyyeHune ¢
ncnonb3oBaHnem Packet Tracer
* bonbLue Teopun n Gonee
CNoXHble nabopaTopHble
3agaHus

BpeMeHHble pPaMKun

MuHumym 6 mecsueB

ans 4x yacrtemn

MuHumym 4 mecdaua onga Bcex 4x
yacrten

* MnuHumym 3 mecsua ans scex 4x
yacTten

* [Mbkas CTpyKTypa KypcoB
NO3BONSAET MEHATb UX
nocneaoBaTeribHOCTb.

PekomeHayeTcs 70 akageMUYeckmx YacoB Ha nobyro YacTb Noboro Kypca

ey
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OkoHuyaHue geucteua CCNA v3.1

lNMpekpalweHne oencTBUA CTapon NporpamMmmbi:

06 Hos16ps 2007 — nocnegHUn OeHb Ansa caayvn
ak3ameHa 640-801 CCNA, a Takke 640-821(INTRO) n
640-811(ICND) dnss omkpbimou aydumopuu

31 auBapna 2008 — nocnegHun aeHb AnNs co3gaHusd
NMHCTPYKTOPCKKMX KraccoB no CCNA v.3.1 (nobon ns 4
CEMECTpPOB)

31 mapta 2008 — nocnegHUn AeHb AnNst co3gaHns

cTyaeH4eckux krnaccos no 1 cemectpy CCNA v.3.1.
[Mocne 31 nrona 2008 1 cemecTp cTaHET HEOOCTYNEH.

31 auBapa 2009 — nocnegHMn AeHb ANs co3gaHns
CcTydeH4eckux krnaccos no 2-4 cemectpy CCNA v.3.1.

Mocne 31 nrona 2009 2-4 cemecTpbl CTaHYT HEAOCTYMHbI.

Jdk3ameH 640-802 CCNA yxe aoocTyneH.

Ok3amMeHbl 640-801 (CCNA), a Takke 640-821(INTRO) u
640-811(ICND) 6yayT AOCTYNHbI TONLKO CTyAeHTaM
akagemun go 31 uronsa 2009.
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3 Planning a Network Upgrade

3.1 Common Issues

3.1.2 Physical and Logical Topologies

'CCNA Discovery
Working at a Small-to-Medium Business or ISP

Both the physical and logical topologies of the existing
network need to be documented. Atechnician gathers the
information during the site survey to create both a physical
and logical topology map of the network. A physical
topology is the actual physical location of cahles,
computers, and other peripherals. A logical topology
documents the path that data takes through a network
and the location where network functions, like routing,
occur.

In a wired netwoark, the physical topology map consists of
the wiring closet, as well as the wiring to the individual
end user stations. In a wireless netwark, the physical
topology consists of the wiring closet and an access
point. Since there are no wires, the physical topology
contains the wireless signal coverage area.

The logical topology is generally the same for hoth a
wired and wireless network. It includes the naming and
Layer 3 addressing of end stations, router gateways, and
other network devices, regardless ofthe physical location.
Itindicates the location of routing, network address
translation, and firewall filtering.

Logical Topology

Mail server 192.168.2.1
Web server 192.168.2.2
File server 192.168.2.3

192.168.2.4
192.168.2.5
192.168.2.6

Department 19216811
Server 192.168.1.2
192.168.1.3

- Admin Group :gg} gg: g
192.168.2.0 1681
192.168.1.6 192.168.1.7
~ Classroom 1 192.168.1.8
Printer
192.168.1.9

Classroom 2

Ethernet
192.168.1.0

Router-Firewall

Click the Physical and Logical huttons to view the
different representations.

Classroom 3

S
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[leMoHCcTpauunsa Kypca




CCNA Discovery, yactb 1

Networking for home and small businesses
UTo n3yvaerca?

» AnnapartHas 4acTtb 1K

» OnepaumnoHHble cucTemsbl (BbIGOp, yCTaHOBKA, Nogaepxka)

* MogkntoveHue k cetn (IP, MAC, hub, switch)

* [MoagkntodeHne kK MIHTepHET (NoHATHE «npoBanaep», yCTPoncTea n kabenn)
» Agpecauus B cetu (IP agpeca — tunbl, knaccel, macka cetn, DHCP, NAT)
 CeTeBble cepBuchl (DNS, FTP, email u 1.4.)

» becnposogHbie TexHonorun (063op WLAN, KoHpurypmposaHme T[, npoLumeka,
ocHoBbI 6e3onacHocTn WLAN)

*OcHoBbl 6e3onacHocTu (Tunbl atak, Yepsu, CIMAM u 1.4., obecneyeHne
6e3onacHocTu, ucnornb3oBaHue Firewall)

*YctpaHeHune HeucnpasHocTen (IPCONFIG, PING, TRACERT, NETSTAT,
NSLOOKUP, yctpaHeHune HencnpaBHOCTEN B 6eCnpoBOAHbIX CETAX)

KoMy nogongert atoT Kypc?

*LLIKONbHMKM CTapLUMX KnaccoB

*Yyalimecsa konnemxen

*Yvyauwmeca INTY

*CTyaeHTbl BY30B cambix pasnnyHblX HanpasneHun, B TOM YMcre ryMmaHuTapHbIX



CCNA Discovery, yacTb 2
Working at a Small-to-Medium Business or ISP
UTo n3yvaerca?

*IHTepHeT n ero nonb3oBaTtenu (CTpykTypa VHTepHeTa, nepegaya gaHHbIX)

*Help Desk (opraHusauus, B3aMmMoaencTBme C KNMEHTOM, yCTpaHeHue
HeuncnpasHocTen, mogens OSI)

*[TnaHnpoBaHne ycoBepLUEHCTBOBAHUSA CETU (Tonosnornd, usmyeckas cpeaa,
ceTeBoe obopyaoBaHue, LOKYMEHTUPOBaHME)

[TnaHnpoBaHue ceteBon agpecaumn (IP agpecauus, noacetu, NAT, PAT)

*HacTtponka ceteBbix ycTponctB (IOS, HayanbHoe KOHpUrypnposaHme poyTtepa,
HacTponka nutepdgencons, NAT, DHCP, coxpaHeHune Ha TFTP, 3HakoMCTBO C
2960 Switch, nogkntodeHne knmeHTckoro obopynosaHnsa, WAN coenHeHus,
ynpaBreHne poytepom yepe3 SSH)

*PoyTtuHr (npotokonsl RIP, BGP, aBTOHOMHbIE CUCTEMBI)
*Ycnyru nposangepa (TCP, UDP, DNS, HTTP, HTTPS, FTP, SMTP, POP, IMAP)

*OTBETCTBEHHOCTL NpoBangepa (LWndpoBaHMe AaHHbIX, 6e30MacHOCTb,
MOHUTOPWHI, pe3epBHble KONUX AaHHbIX)

KoMy nogonaet atoTt Kypc?

*CTygeHThl, npowene npeabliayLwyo YacTb NporpaMmbl, Xernatowme npogormknte obydeHne
*Yyalumecs konnemxen

*Yyawmecsa MNTY

*CTyneHTbl BY30B



CCNA Discovery, yacTtb 3

Introducing Routing and Switching in the Enterprise
UTo n3yvaerca?

*BBeneHne B kopnopaTusBHble ceTu (NpunoxeHus, Tpaduk, VPN, yoaneHHble
paboTHUKN)

*HbpacTpykTypa KopnopaTuBHbIX ceTen (sapo cetn, NOC, BBegeHnE B pOYTUHT
N CBUTYUHT)

*CBUTYMHI B KOpnopaTuBHbIX ceTsx (BBegeHne B VLAN, KoHGurypmposaHme
VLAN, STP, RSTP, VTP)

*Anpecauus B kopnopaTuBHbix cetsx (VLSM, CIDR, NAT/PAT)
Distance Vector Routing (RIP, RIP2, EIGRP)

Link-state Routing (single area OSPF)

*WAN coeanHenuns (WAN mnHkancynauus, PPP, CHAP, Frame-Relay)

«dunsrpauna Tpaduka ¢ nomowbio ACL (Hactporka ACL, wildcard Mask,
MapLpyTmsauus ¢ ncnosnb3osaHnem ACL)

*YCTpaHeHMe HeNCNpPaBHOCTEN B KOPNOPaTUBHbIX CETAX

Komy nogonaet aToT Kypc?

*CTygeHThl, npoweline npeablayLyo YacTb NPorpaMmbl, XXenatowme npogosmknte obydeHne
*Yyalimecs konnemxken

*Yyauwmecsa MNTY

*CTyneHTbl BY30B



CCNA Discovery, yacTtb 4

Designing and Supporting Computer Networks

YT0 nayyaerca?

*BBegeHne B koHuenumm noctpoeHust ceten (yposHu Core, Distribution, Access,
BBeZeHne B OCHOBbI besonacHocTun, 6ecnpoBogHble TexHonornmn, WAN u
yAaneHHbIX Cryxo0)

*[loHnmMaHne TpeboBaHWiA, NPeabABASEMbIX K CETU
*/3yyeHne xapakTepuCTUK CYLLIECTBYIOLLIEN CETU

*TpeboBaHusa NnpeabsBnNAemMble K CETU B 3aBUCMMOCTU OT UCMOSNb3YEMbIX
npunoxeHunn, seegeHne B QoS

«[lnzanH cTpykTypbl ceTu (Bbi6op Tononormum LAN, npuHumnsl WAN, Wireless,
Security)

*[locTpoeHue ceteBon agpecauuun, IPve
*CospaHue npototuna cetn (LAN, WAN, Server, VPN, Wireless)

[TpeseHTaumnsa n npumeHeHune (npouecc npogaxun, SMARTnet, nnaHnposaHne
BHeAPEHUs ceTn)

*PekomeHaaLunmn no Noucky paboTbl

Komy nogouaet aT1oT Kypc?

*CTyQeHThl, Npoweflune npeablayLlyto YacTb NPorpaMmbl, XXenaroLwmne NpogomkuTb obyyeHne
*Yyalymecsa konnemxemn

*Yvyawmeca MNTY

*CTyneHTbl BY30B
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CCNA Exploration, yactb 1

Network Fundamentals
UTo n3lyvaerca?

*Living, Learning, Working, and Playing in a Network-Centric World
Ponb ceTen B NnoBCeAHEBHOW XXWU3HWN, CETU CBA3N, apxXutekTypa VIHTepHeTa, TeHOEeHUNN pa3BuUTUS
eCommunications with Computer Networks and the Internet
KOMMNOHEeHTLI CeTu, ceTeBble YCTPOMUCTBA U UX (PYHKLMN, cpeabl Nepefadn aHHbIX, foKanbHble,
rnobanbHble ceTn, npoTokonsl, mogenn TCP, OSI, BBeaeHne B agpecauntio
*OSI Application Layer
Mopaenb knneHT-cepsep, p2p, DNS, WWW, FTP, E-mail, DHCP, SMB, Telnet
*OSI Transport Layer
MpoTokonbl TCP, UDP, nopTbl
*OSI Network Layer and Routing
IPv4, pasgeneHue XoCcToB MO rpynnam, NOHATUE U NPUHLMIMbI POYTUHTa
*Addressing the Network - IPv4
Apgpecauus, cabHETTUHI, ceTeBasd MaTtemMaTtuka, ping, tracert
*OSl Data Link Layer
[ocTtyn k cpege, Tononorum ceTn, CTpykTypa naketa
*OSI Physical Layer
[Mepenada gaHHbIX B cpede, TUMbl cpen, Tvnbl kabenen
*Ethernet
Tunbl, uctopua, MAC agpec, xabsbl, cButyun, ARP
*Planning and Cabling Your Network
Bbibop, coeanHeHne ceTeBbIX YCTPOUCTB, pa3paboTka agpecaumm, nogcetemn
*Configuring and Testing Your Network
Beegenue B |I0S, CLI, HayanbHOe KOHGUrypupoBaHue, NoAKIoYeHME, NPOBEPKA, MOHUTOPUHT
obopynoBaHus Cisco, AOKYMEHTMPOBAHME.

KoMy nogouaeT aT1oT Kypc?
*Yyalumecs Konnegken TEXHUYECKOro HanpasneHns
*Yyawmecs INTY TexHn4yeckoro HarnpasreHna

*CTyaneHTbl BY30B



CCNA Exploration, yacTtb 2

Routing Protocols and Concepts
UTo n3yvaerca?

* Introduction to Routing and Packet Forwarding
KoMnoHeHTbl 1 MHTepdEenChl poyTepa, MOCTPOEeHME Tabnuupbl MapLUpyTU3aumm, BbiIGop onTMManbHOro nyTu, CBUTHUHT
*Static Routing
O630p 1 KoHUrypmpoBaHune nHtepgencos, CDP, ctaTu4ecknx MapLupyToB
* Introduction to Dynamic Routing Protocols
Knaccudumkauusa npotokonos gnHamudeckon mapwpytusaumm — EGP/IGP, Distance Vector/Link State, Classful/Classless,
Convergence. Metric, AD, Load Balancing
*Distance Vector Routing Protocols
O6meH nHdopMaumen 0 MapLUpyTM3aLmm, NOCTpoeHne Tabnmubl MapLpyTmdaumm ¢ nomowbio RIPv1 n IGRP, netnu n nx
yctpaHeHue, RIP, EIGRP
*RIP version 1
dyHKkunoHupoBaHue RIP, HacTpowka, ycTpaHeHue HeucnpasHocTen, AutoSummary, Default Route B RIPv1
*VLSM and CIDR
Knaccoas/6ecknaccoBas agpecauusi, npumeHenne VLSM n CIDR
*RIPv2
Orpannyenus RIPv1, koHdurypmposaHme RIPv2, VLSM u CIDR B RIPv2, ycTtpaHeHue HencnpaBHocTen RIPv2
*The Routing Table: A Closer Look
Ctpyktypa Tabnuubl MapwpyTtudauumn, Parent & Child routes, Classful & Classless routing
*EIGRP
dyHkumoHmposaHune EIGRP, anroputm DUAL, HacTpoika, riny6okas HacTponka EIGRP
*Link-State Routing Protocols
O630op Link-State npotokonos, SPF anroputm, SPF aepeBo, npumeHeHune Link-state npotokonos.
*OSPF
dyHkumoHmpoBaHne OSPF, koHdurypuposaHme, metpuka OSPF, rmy6okas HacTponka OSPF, Multiaccess Networks

Komy nogouaet aT1oT Kypc?

*Yyaumecsa Konnemken TEXHNYECKOro HanpasneHuns
*Yyawumecs INTY TexHnyeckoro HarnpasrneHus
*CTyneHTbl BY30B
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CCNA Exploration, yacTb 3 |

LAN Switching and Wireless

UTo n3yvaerca?

*LAN Design
Switched LAN Architecture, Matching Switches to Specific LAN Functions,
*Configure a Switch
Introduction to Ethernet/802.3 LANs, Forwarding Ethernet Frames Using a Switch,
Switch Management Configuration, Configuring Switch Security
*VLANSs
Introducing VLAN Concepts, VLAN Trunking, Configuring VLANS, Troubleshooting
VLANs
eimplement VTP
Introducing VTP Concepts, VTP Operation, Configuring VTP
eimplementing Spanning Tree Protocols
Redundant Layer 2 Topologies, Configuring Per-VLAN Spanning Tree Protocol,
Configuring Per-VLAN Rapid Spanning Tree Protocol
eimplementing Inter-VLAN Routing
Introducing Inter-VLAN routing, Configuring Inter-VLAN Routing, Troubleshooting
Inter-VLAN Routing
*Configuring a Wireless Router
Wireless LAN Topologies, Wireless LAN Security, Configuring a Wireless Access
Point, Troubleshooting Wireless Clients

Komy nogonaer aToT Kypc?

*Yyaumecsa Konnemken TEXHUYECKOro HarnpasneHns
*Yyawmecs NTY TexHnyeckoro HanpasneHns
*CTyaeHTbl BY30B



Xpioration, 4acCTb

Accessing the WAN

YT0 nayyaerca?

*Services in a Converged WAN
Providing Integrated Services to the Enterprise, WAN Technology Concepts, Using Appropriate WAN
Technologies in the ECM
PPP
Serial Point-to-Point Links, PPP Concepts, Configuring PPP, Configuring PPP Authentication
*Frame Relay
Basic Frame Relay Concepts, Configuring Frame Relay, Advanced Frame Relay Concepts,
Configuring Advanced Frame Relay
*Enterprise Network Security
Understanding the Requirements for Network Security, Securing Cisco Routers, Disabling Unused
Cisco Router Network Services and Interfaces, Managing Cisco 10S Devices
*Access Control Lists (ACLs)
Using ACLs to Secure Networks, Configuring Simple ACLs, Configuring Extended ACLs, Configuring
Complex ACLs
*Providing Teleworker Services
Broadband Services, VPN Technology
simplementing IP Addressing Services
Scaling Networks with NAT, DHCP, IPv6, Using Cisco SDM to Implement IP Addressing Services
*Troubleshooting Enterprise Networks
Establishing the Network Performance Baseline, Troubleshooting Methodologies and Tools, Common
WAN Implementation Issues, Network Troubleshooting

[1na koro nogonAaeT aToT Kypc?

*Yyallumecs konnemgken TEXHNYECKOro HanpasneHus
*Yyauwmeca INTY TexHM4YecKoro HarnpasneHns
*CTyoeHTbl BY30B
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CCNA Discovery
cpaBHeHue ¢ npeabiaywmm CCNA

CCNA v3.1 ST .CCNA Course Content
Framework Discovery

CCNA1

Networking
Basics

CCNA 2

Routers and
Routing Basics

HeT nonHoro
COOTBeTCTBUSA
cTapbIM Kypcam

HoBble Kypchl

* Introduction to networking

« Basic cabling for Small and Home Office

* LAN addressing and network services

* Basic wireless and security

* Troubleshooting — plan/build home network

CCNA3

Switching
Basics and
Intermediate
Routing

HoBbI nopsigok
n dpopmat
KypcoB

* Intro to OSI model/TCP model
* SMB routing and switching
WAN technology

IP addressing

Network devices and cabling
Security/disaster recovery

CCNA 4

WAN
Technologies

[MpakTnyeckne
NPUNOXEHNS,
Teopus, paboune
HaBbIKW

* Enterprise overview

* LAN/WAN performance

* IP addressing — VLSM and subnetting

» Advanced switching and routing

* EIGRP, OSPF, VLANSs, VTP, Frame Relay
* LAN, WAN, VLAN troubleshooting

* Design concepts and equipment selection

* IP addressing on a LAN/WAN

* Network design

» Cisco device configuration upgrade

« Stronger theoretical notion of converged
networks



CCNA Exploration
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cpaBHeHue ¢ npeabiaywmm CCNA

CCNA v3.1 CCNA. Course Changes
Exploration
Network * Intro to Advanced Technologies and Converged
CCNA1 Networking Basics Fund tal Networks
'} undamentals  Top-Down Approach to Networking
» Can be taught before, with, or after LAN
: Switching and Wireless
CCNA 2 Rogters anq i }Rougng Proto::ols . Removed IGRP
* More challenging labs
o : + Can be taught before, with, or after Routing
Switching Basics LAN Switching Protocols and Concepts
CCNA3 and Intermediate '} d Wirel + Added Rapid Spanning Tree protocol
Routing il ks » Added wireless concepts
* More challenging labs
: * De-emphasize ISDN
CCNA4 AN . - Accevs\,/&‘;ol\rlllg the  Added new WAN concepts
Technologies + Added ACLs, VPN concepts




HoBbI noaxon: cBepXxy-BHU3

= Mcnonb3ysa HOBbIN Moaxos
K U3y4EeHU0 CeTeBbIX
TexHonormn, B CCNA
Exploration ceteBble
NPUNOXEHUA U épOBeHb
npunoxexHnn OSI
paccmaTpuBaeTcH B
caMoM Havane Kypca

K%pc OCHOBbIBaeTCH Ha
0O0bsICHEHUM 3a4a4 U
JOYHKLMOHMPOBAHUA
OCHOBHbIX MPUITOXKEHUWN U
MPOTOKOSOB, Ha UX
OTHOLLEHUM K
npoToKonam, cnyxbam u
TEXHOSOMMSM, CTOSLLNM
Ha Oonee HNU3KMUX YPOBHSAX
moaenun OSI

3 Application Layer Functionality and Protocols
3.1 Applications - The Interface Between the Networks

3.1.4 Application Layer Protocol Functions

ol e G
ICCNA Exploration CISCO.
Network Fundamentals

a
Application layer protocols are used by both the source

and destination devices during a communication

session. In order for the communications to he

successful, the application layer protocols implemented

on the source and destination host must match.

Protocols establish consistent rules for exchanging data
hetween applications and services loaded on the
participating devices. Protocols specify how data inside
the messages is structured and the types of messages
that are sent between source and destination. These
messages can be requests for services,
acknowledgments, data v , status 1r ,or
error messages. Protocols also define message
dialogues, ensuring that a message being sentis met by
the expected response and the correct services are
invoked when data transfer occurs.

Many different types of applications communicate across |
data networks. Therefore, Application layer services must
implement multiple protocols to provide the desired

range of communication experiences. Each protocol has

a specific purpose and contains the characteristics
required to meet that purpose. The right protocol details

in each layer must be followed so that the functions at

one layer interface properly with the services in the lower _v_]

1 Physical 1 Physical
A== =< i -
Application layer protocols provide the rules for ication bet pplicati
Protocols:

= Define processes on either end of the communication

= Define the types of messages

= Define the syntax of messages

= Define the meaning of any informational fields

= Define how messages are sent and the expected response
= Define interaction with the next lower layer
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JTabopaTopHble padoTbl n npumeHeHne Packet Tracer

= B kypc BkritoyeHo Heobxoanumoe
Konn4yecTtBo nabopatopHbIX paborT,
BbIMNONTHAEMbIX HA 06opyaoBaHUN U B
Packet Tracer. 31o no3sBonsieT ¢
OQHOW CTOPOHbI MOMNY4YnUTb ONbIT
paboThl C peanbHbIM 060pyaOBaHNEM
Cisco, a c apyron — Bu3yarnbHO
NOHATb NPUHUMN AENCTBUS CETH,
NPUNOXEHNW, NPOTOKOSOB M CNyX6.

Cisco Networking Academy’

Lab 3.4.2: Managing a Web Server
Topology Diagram
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Folv24: L

Connect the Eagle Server to the Fa0/0 port on the R1-ISP router. Turn on web services on

the server by enabling HTTP. Enable DNS services and add a DNS entry that

associates "eagle-server.example.com” (without quotes) with the IP address of the server.
Verify your work using feedback from the Check Results button and the Assessment
Items tab, Test connectivity, in realtime, by using ADD SIMPLE PDU to test connectivity
between PC 1B and the Eagle Server,

e —
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~ % #
4’ \
'
l‘ e o 0
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’
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Pod® 11 7
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& Pod# 1 s o5
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Addre ssing Table
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Note that when you add a simple PDU, it appears in the PDU List Window as part of "Scenario
0", The first time you issue this one-shot ping message, it will show as Failed--this is
because of the ARP process which, will be explained later. Double clicking the "Fire" button in 1 =5
the PDU List Window, send this single test ping a second time. This time it will be successful.

In Packet Tracer, the term "scenario” means a specific configuration of one or more test x
packets. You can create different test packet scenarios by using the New button--for

example Scenario 0 might have one test packet from PC 1B to Eagle Server, Scenario 1 might

test packets between PC 14 and the routers... You can remove all test packets in a Q\

-
- -
kT

IP Address Subnet Mask  Dofault Gateway

particular scenario by using the Delete button. For example, if you use the Delete button - 9
for Scenario O the test packet you just created between PC 18 and Eagle Server will be R1.18P 00 o108 p55.253.255.252 A
removed--please do this prior to the next task. ~o & ';.“.o 192 168,254,253 55 255.255.0 A
|
Task 2: Explore How DNS and HTTP Work Together I pﬂﬁ 10.10.10.5 bas 255255252 ho.10.108
n
Switch from Realtime to Simulation mode. Open a web browser from the desktop of PC 18. ?ﬁ, 17216255254 P55.255.0.0 A
Type in eagle-server.example.com, press Enter, and then use the Capture / Forward
button in the Event List to capture the interaction of DNS and HTTP. Play this animation Eagh Server 192.168.254.254 R55.255.255.0 H92.168.254 253
and examine the Packet contents (PDU Information Window, Inbound PDU Details, o
Outbound PDU Details) for each event in the event list, especially when the packets are at 17231.24.234  p53.255.255.0 A
PC 18 or at the Eagle Server, If you receive a "Buffer Full’ message, click the View Previous hostPocsA 17216, Poce1  B55.255.0.0 72.16.255.254
Events button. While the processing of the packets by the switch and the routers may not - -
make sense to you yet, you should be able to see how DNS and HTTP work together. hostPoB 17216, Poge 2 p55.255.0.0 72.16.255.254
Reflectinn: ] 51-Central 172.16.234.1 255.255.0.0 7216255254
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HTepdenc Packet Tracer
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e BHumaHue!

Akagemum HauyaBwmne CCNA v.3.1 nmeroT BO3MOXXHOCTb NOCsie NnepBoro
cemecTpa nepeBectu ctyaeHtoB B CCNA Exploration: Routing
Protocols and Concepts (BTopas 4acTb) M NPOAOIKUTL OOyUYeHUue yxe
Nno HOBOMY Kypcy!
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OOy4yeHUue MHCTPYKTOpPOB?

0 WHcTpykTOopam, Beaywimm CCNA v.3.1
OOMonHnTenbHoe obyyeHne He TpebyeTcH.

0 WHcTpykTOpam He nmetownm npasa sectn CCNA
v.3.1 HY)XXHO NponTK oby4eHune B CBOEM
PEMTMOHAINNIbHOU AKAOEMWW unn 8 CATC o

OAHOMY 13 KYPCOB:

« CCNAV.3.1 (oo aHBapsi 2008) (e amom crniyqyae
UHCMPYKmMop cMoxem eecmu Kak Discovery, mak u -
Exploration) QC_NA 0

«  CCNA Exploration (6 amom crnyyae UHcmpmeop s
cMoxem eecmu kKak Discovery, mak u Exploration) ;&

« CCNA Discovery (8 amom criy4ae UHCMpPyKmMop
CMOXXem secmu moJsibKo Kypc Discovery)

e BHumaHue!!ll
AKa,quMM, He nepeweguune Ha HoBbie KprbI

HE CMOrIYT pa6otatb B 2008/2009 yye6Hom roay!
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NMepexon ot CCNA v3.1 Kk CCNA Discovery

CCNA v3.1 CCNA
Discovery

CCNA 1 R
Networking etworking for
Basics Home and Small
NPOUOEHO Businesses
CCNA 2

JononHutenbHbIE

Routers and + sl

Routing Basics

CCNA 3 Switching
Basics and
Intermediate
Routing

CCNA4
WAN
Technologies




NMepexon ot CCNA v3.1 Kk CCNA Exploration

CCNA v3.1 CCNA
Exploration

CCNA 1 Heo6xoaumo
Networking oby4nTbCA No Network
Basics OBOUM Fundamentals
NMPOUOEHO Kypcawm,
HaYvyaTb MOXHO
c noodoro

Routing Protocols + AononHuTtenbHbIe
and Concepts rnaBbl

LAN Switching + HononHutenbHbIE
and Wireless rnasbl

Accessing the
WAN
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Mepexoa ot CCNA 1 v3.1 Kk CCNA Discovery 2
HononHuTtenbble rnaBbl 3 CCNA Discovery 1

CCNA Discovery 1: Networking for Home and Small Businesses

MmaBa Has3BaHue rnaBbl pa3gen Has3BaHue pa3gena

3 Connecting to the Network Section 3.5.7 | Learn to use Packet Tracer

Section 3.6 Plan and Connect a Local Network

4 Connecting to the Internet Section 4.2 | Sending Information Across the
through an ISP Internet

Section 4.3 | Networking Devices in a NOC

5 Network Addressing Section 5.3 | How IP Addresses are Obtained

Section 5.4 | Address Management

7 Wireless Technology BCE BCE
8 Basic Security BCe BCe
9 Troubleshooting your Network | Section 9.3 | Common Issues

Section 9.4 | Troubleshooting and the Help Desk
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NMepexoa ot CCNA 1 v3.1 Kk CCNA Exploration 2 or 3
OononHutenbHble rnaBbl 3 CCNA Exploration 1

CCNA Exploration 1: Routing Protocols and Concepts

rnasa Has3BaHue rnaBbl pasgen Ha3BaHue pa3gena
5 OSI Network Layer BCeE BCE
6 Addressing the Network Section 6.3 | Assigning Addresses

Section 6.4 | Is it on my Network?

Section 6.5 | Calculating Addresses

Section 6.6 | Testing the Network Layer

7 OSI Data Link Layer Section 7.4 | Putting it all together

9 Overview of Ethernet Section 9.6 | Hubs and Switches

Section 9.7 | Address Resolution Protocol

10 Planning and Cabling your Network | Bce BCe

11 Configuring and testing your Network | Bce BCE







OGopynoBaHue ang
CCNA Discovery nu CCNA Exploration

= OcHogHoe obopydosaHue 0risi Ho8bix Kypcog CCNA
makoe e, Kak u 0risg cmapou ripoepammbl CCNA

= CCNA Discovery and CCNA Exploration Standard POD:
= 3 1841 Modular Router w/2xFE, 2 WAN slots, 32 FL/128 DR (cisco1841)

= 3 V.35 Cable, DTE Male to Smart Serial, 10 Feet (cAB-sS-v35MT)

= 3 V.35 Cable, DCE Female to Smart Serial, 10 Feet (cAB-ss-v35FC)

= 3 2-Port Async/Sync Serial WAN Interface Card (wic-2a/s)

= 3 Catalyst 2960 24 10/100 + 2 1000BT LAN Base Image (Ws-C2960-24TT-L)

= CCNA Discovery and CCNA Exploration Standard POD
(Rackmountable):

= 32801 w/AC PWR,2FE,4slots(2HWIC),2PVDM,2AIM,IP
BASE,64F/128D (cisco2801)

= 3 V.35 Cable, DTE Male to Smart Serial, 10 Feet (cAB-sS-v35MT)

= 3 V.35 Cable, DCE Female to Smart Serial, 10 Feet (CAB-ss-v35FC)

= 3 2-Port Async/Sync Serial WAN Interface Card (wic-2a/s)

= 3 Catalyst 2960 24 10/100 + 2 1000BT LAN Base Image (Ws-C2960-24TT-L)

Takxe CcTaHAapTHoOe na60paTop|-|oe OGOpyAOBaHMe:
— Web-cepBep onst pasmeLleHus nporpaMmmbl (1LwT.)
— HacTtonbHbin MK (3 wr.)
— Kabenu Ethernet
— ObopygoBaHMe ANS U3roTOBIEHUSA N TECTUPOBAHUSA kKabenen




ObopynoBaHue ans

CCNA Discovery u CCNA Exploration

Bapuanm PREMIUM bundle
= CCNA Discovery and CCNA Exploration Premium POD:

= 32811 w/ AC PWR,2FE,4HWICs,2PVDMs,1NME,2AIMS,IP BASE,64F/256D
(CISCO2811)

= 3 V.35 Cable, DTE Male to Smart Serial, 10 Feet (cAB-sS-v35MT)

= 3 V.35 Cable, DCE Female to Smart Serial, 10 Feet (CAB-ss-v35FC)

= 3 2-Port Async/Sync Serial WAN Interface Card (wic-2a/s)

= 3 Catalyst 2960 24 10/100 + 2 1000BT LAN Base Image (Ws-C2960-24TT-L)

s akademuu, Xxenarowux eecmu morsibKo

1-2 yacmb CCNA Discovery
= CCNA Discovery Starter POD:
= 31841 Modular Router w/2xFE, 2 WAN slots, 32 FL/128 DR (cisco1841)
= 3 V.35 Cable, DTE Male to Smart Serial, 10 Feet (cAB-SS-v35MT)
= 3 V.35 Cable, DCE Female to Smart Serial, 10 Feet (cAB-ss-v35FC)
= 3 2-Port Async/Sync Serial WAN Interface Card (wic-2a/s)
= 3 4-Port Ethernet Switch HWIC with Power Over Ethernet (Hwic-4ESW)

*Ko BCEM 6aHANamM Heo6xXo0AMMO AOMNONHUTENLHO NpUodpecTu:
2 6ecnpoBoaHbIx poyTepa (Linksys WRT150N, nnu apyroun 54G knacca SOHO)




ObopynoBaHue ans
CCNA Discovery u CCNA Exploration

becriposoOHoe obopyodosaHue:

= 2 WwT. - BecnpoBogHbIin poyTtep LinkSys WRT150N

= MuHumym 1 6ecnpoBogHbi agantep gn4a MK (802.11b/g 54mbit/s USB, PCMCIA
nnn PCI)

BapnaHtamu 3ameHbl mogenu LinkSys WRT150N asnstoTcs:

- LinkSys WRT 54G

= LinkSys WRT 54GL (bonbwe RAM, yny4iweHble onuuun WndpoBaHus
(WPA-PSK TKIP AES))

= Wnn nrobon gpyron 6ecnpoBogHbIi poyTep NnogobHoro Knacca u
JYHKLMOHANbLHOCTM.
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TpeboBaHus K MK ana CCNA

= JlokanbHbI BeD-cepBep — 1LUT.

MK ¢ OnepaunoHHon Cucremon Windows 2000 server, Windows 2003 server unu Unix
nopno6Hasn OC.

= MK nnu HoyTbyk ¢ OC Win2000 nnn WinXP (2 wT. unu 6ornbLue)

lMpumeyaHue: [jnss koMghopmHO20 npocmMompa rnpozpamMmbl 8He Kriacca peKkomeHAyemcsi coeQUHeHue ¢
NumepHem co ckopocmsbto He meHee 1 M6bum/c Ha 1 paboyee mecmo.




Ecnv BO3HUKNN TPYyAHOCTU?

Mol Bcerga paabl nomo4vb Bam B pelueHum nobbix
npobnem, cBA3aHHbIX ¢ Bawen akagemuen!




HayHem yXxe cenvac!

= HauHuTe npenoaaBatb CCNA
Discovery nu CCNA
Exploration cerogHs!

Bawu cTyoeHTbl oKaxyTcs B
BbIUrpbILLE, 00y4asicb N0 HOBOMY
KypcCy, CMOryT nonyyuTtb 6onee
OOLLUNPHbIE N KAYECTBEHHbIE
3HaHUS, NyyLe NoaroToBUTLCS K
ak3ameHy CCNA n nony4untb
He3aMeHMMbIN ONbIT B CETEBbLIX
TexXHosrorusax n B paborte ¢
obopynoBaHunem Cisco!
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