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Security Development Lifecycle (SDL)

Requirements Implementation Verification Release

Establish Security Establish Design Use Approved Dynamic Incident
Requirements Requirements Tools Analysis Response Plan

Core Security Create Quality Analyze Attack Deprecate Unsafe Fuzz Final Security
Training Gates / Bug Bars Surface Functions Testing Review

Security & Privacy Threat Static Attack Surface Release
Risk Assessment Modeling Analysis Review Archive

® 16 ocHOBHBIX npoueccoB. OT TpeHUHTA A0 BBIITYCKa MPOAYKTa
® MakcuMaJIbHOE MCIIO/Ib30BaHUe dBTOMAaTHWU3allUH1

® JlogpasymeBaer pacrpesiesieHye posieii ¥ BKIOYaeT aKTUBHOCTHU /151 apXxUTeKTopoB, Program/Project
Managers, pa3pabOTUYHKOB U TeCTEPOB

® 3ameuanue: [locneguuii aTan “Response” popmanbHo He YacTh SDL, HO TeCHO € HUM CBsI3aH
® IlocT-penusHble IpoLecchl

® lccnenoBaHue MPUYHH MOSIBJIEHUST HAMAEHHBIX YI3BUMOCTEM. (M3-3a 4ero oHa BOBHUKJIA —
YyejioBevyecKas olrbKa?, HeCOBEPIIEHCTBO Mpoliecca?, OMMOKa aBTOMaTH3al[UH?)

® AHanu3 ya3BUMOCTEH CXOXXHUX MPUIOKEeHU N
® TecTb! Ha TPOHUMKHOBEHUE



SDL Optimization Model

® Mogenp OMOraeT onpenennuTb TeKYLUU YPOBEHb
3peJ/IOCTH KOMIIAaHWHU U pa3padoTaTh IJIaH AeUCTBUU MO
BHEIPEHUIO COOTBETCTBYIOLIMX ITPOLLeCCOB [ JIs
peasT3alu MOTHOIIEHHOTO IIUKJIa 6e30MmacHO!
pa3paboTKu

The SDL Optimization Model

|

Training, Policy, and Organizational Capabilities

Requirements and Design
Implementation
Verification

Release and Response

Standardized




_Yto Takow Simplified
(ynpolueHHbIN) SDL?

MuHUMaTbHBIN HAOOP YCIOBUM, COOTBETCTBHE
KOTOPbIM olleHHuBaeT Advanced ypoBeHb Mogenu
onTuMusanuu SDL

BriroyaeT B ceb6s

® dopmanusaluio posieil U 00sI3aHHOCTEN BCex
BOBJIEYEHHBIX B MTPOIeCC pa3pabOTKU COTPYITHHUKOB

® OOGsi3aTennbHbIe MePbI 0OecreveHus: 0€30MaCHOCTH
® /lonomHUTE/TbHBIE MePbI 00ecriedeHrsI 6€30TTaCHOCTH

® [Ipoiiecc mpoBepKH COOTBETCTBHS TPeOOBAHUSM
0e30MaCHOCTH



Pre-S
ecurity Training

*

- Establish training criteria

Requirements Design Implementation Verification Release Response

— Content covering secure design, development, test and privacy
- Establish minimum training frequency

— Employees must attend n classes per year
- Establish minimum acceptable group training thresholds

— Organizational training targets (e.g. 80% of all technical personnel trained
prior to product RTM)



Phase One: Reauirements

Release

) Requirements Design Implementation Verification Response

*

Development team identifies security and privacy requirements
Development team identifies lead security and privacy contacts
Security Advisor assigned

Security Advisor reviews product plan, makes
recommendations,
may set additional requirements

Mandate the use of a bug tracking/job assignment system
Define and document security and privacy bug bars




Phase Two: Design
R T—

Implementation Verification Release Response

*

- Identify design techniques (layering, managed code, least privilege, attack
surface minimization)

* Document attack surface and limit through default settings

+ Define supplemental security ship criteria due to unique product issues
— Cross-site scripting tests
— Deprecation of weak crypto

* Threat Modeling
— Systematic review of features and product architecture from a security point of view
— Identify threats and mitigations

* Online services specific requirements



Phase Three: Imnlementation

» Specification of approved build tools and options
- Static analysis (/analyze (PREfast), FXCop)

- Banned APIs

+ Use of operating system “defense in depth” protections
(NX, ASLR and HeapTermination)

* Online services specific requirements (e.g., Cross-site scripting ,
SQL Injection etc)

+ Consider other recommendations (e.g., Standard Annotation
Language (SAL))




Phase Four: Verification

Requirements Implementation Verification Release

*

- Start security response planning - including response plans for
vulnerability reports

* Re-evaluate attack surface
* Fuzz testing - files, installable controls and network facing code
+ Conduct “security push” (as necessary, increasingly rare)

— Not a substitute for security work done during development

— Code review
— Penetration testing and other security testing

— Review design and architecture in light of new threats
 Online services specific requirements

Response



ase Five:
Release — Reshonse Plan

Requirements

Implementation Verification Release Response

*

+ Provide Software Security Incident Response Plan (SSIRP)

— Identify contacts for MSRC and resources to respond to events
— 24x7x365 contact information for 3-5 engineering, 3-5 marketing, and 1-2
management (PUM and higher) individuals

- Ensure ability to service all code including “out of band” releases and
all licensed 3rd party code.



Final Security Review

 The FSR provides an independent view into “security ship readiness”
. The FSR is NOT:

A penetration test - no “penetrate and patch” allowed
— The first time security is reviewed
— A signoff process

— Key Concept: The tasks for this phase are used as a determining factor on whether
or not to ship - not used as a “catchall” phase for missed work in earlier phases



W
_ Post-SDL

Reatilirement: qun nse

Training Reqmrements Implementatlon Verlflcatlon

f

 Execution on response tasks outlined during Security Response
Planning and Release Phases



/
UTO Takoe Software Integrity (SI)?

/
Bce wyalle 3aaeTcsi BOIPOC O TOM, a MOYKEM JIM Mbl JOBEPSITh
TOMY WJIX THOMY IIPOIPAMMHOMY 00eCIIe4eHUI0

OcHOBHas yrpo3a 0ObIYHO MO3UITMOHUPYETCS KaK «BHYTPEeHHUM
HAPYILIHUTEb, 001aIAI0NINI OTIpe/ie IEHHBIMH TTOTHOMOYHSIMU»

SI mpesHa3HA4YeH /151 CHWKEHWSI PUCKA YMBILLIJICHHOW MTOJMEHBI
PYHKIIMOHATBHOCTHY MPOAYKTA HJIN CEPBUCA.

[IpyumeHsiembie MeTOZ bl XOPOLIO U3BECTHBI U MCIOJIB3YIOTCS IIPU
3aIIMUTE UHTE/IJIEKTYaIbHON COOCTBEHHOCTU OT KPaXKH.

® YmpaBjieHHe JOCTYIOM K KCXOZHOMY KOJY, 3alllTa CUCTEM,
00pabaThIBaIONINX KPUTHYECKUE TAHHbIE U T.J,.

® lIudposas mogmuich Koaa
HomomHsieT SDL



/ .
Software Integrity

HNpenTuduramus
yrpos Pukcanusa

1e/I0OCTHOCTH BceB0o3MOXXHBIX

Mep Ouenka
Ornpepenenne duxcanus PaspaGorka e

TEKyIIero
M THOJTUTHK Co3gaHHBI
neneu, CymecTByromux CooTBeTcTBUS. X

ILrarupoBanue
= TIOJIUTUK
H3MeHeHHH

BuHeapenn

I'PaHHUII ¥ IIOAXO0X0B Mep " periaMeHTOB
OueHka
adPexTuBHOCTH B

3a¢puKcupOBaHHBIX MPOLeCcChl
Mep KOMIIAaHU U

MopemupoBan
ne
IpoIeccoB

® OueHKa yrpos 11eJIOCTHOCTH B paMKax CYIleCTBYolel Moaenn
pa3paboTKu U uaeHTUUKAIMSA Haubojiee BBICOKUX PUCKOB

©® OOBIYHO NIpeaIPUHUMAIOTCS C/IeAYyIole KaTeTOpUU Mep:

Iloka3aTenbCTBO MOAJIUHHOCTH

YrnpaBieHue JOCTYIIOM

Paspaborka mpoieccoB KOHTPOJISI © MOHUTOPHHTA (ayauTa)

Ckanuposanue [10 Ha Bupychl

LIupposast moammck Koga
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Bbiroabil

HenaBHue viccieioBaHUS BbIIBUIM B3aUMOCBSI3b MEXY
CTpeMJIEHHEeM MOBBICUTH 0€30MaCHOCTh Pa3pabOTKU U
3P PeKTUBHOCTHIO OM3HeCa

— Aberdeen Study Findings:
* Prevention of a single security issue nearly offsets the total
annual cost of average application security
* 4X return on investments in applications security
— Forrester Study —Key findings:
- Application security is not a mature practice for many
» Coordinated approaches experienced a stronger ROI
» Those using SDL specifically reported visibly better ROI
results than the overall population



OO01Iee KOIU4IeCTBO
ySI3BUMOCTEU,
HAalJeHHbIX B

Te4eHHue rojaa rmocjie 242
penmnsa
157
119
66
Windows XP Windows Vista : 0S| OS |l oS I
o Ilocnae

45% cHVD>KeHUs 1o
KOJI-BY
Source: Windows Vista Oyﬁ@mmlf@ﬁMicrosoft Security Blog 23 Jan 2008



Microsoft SDL and SQL Server

187

OO01ee KOTUYECTBO YSI3BUMOCTEH,

HaWJEeHHBbIX B Te4eHue 36 MecsieB nocie

pennsa

34
1 :
SQL Server 2000 SQL Server 2005 Competing commercial DB
o SDL Ilocne SDL
|

)

Y
91% CHMKeHUSsI 110 KOJI-BY YSI3BUMOCTEM

Sources: Analysis by Jeff Jones (Microsoft technet security blog)



esources

http://www.microsoft.com/twc

Microsoft Security Development Lifecycle

http://www.microsoft.com/mscorp/twc/bl
R e e : ogs/default.mspx

Process Guidance Forums Support

http://www.microsoft.com/sdl

)

Highlights Microsoft®

Security Development Lifecycle

»  SDL Guidance Updated for Agile Development
latest SOL tha
ment, a streamined approach that
riy.

includes SOL for Agie Deve
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S —— http://msdn.microsoft.com/en-us/library/
€C307748.aspXx

security vulnerabilties during the development of “client and cloud

applcations using the SDL. HOME EMAIL RSS2.0 © ATOM 1.0
» Microsoft Silverlight 1.0: An SDL Implementation Story

Learn how the Microsoft Siiveriight team met and exceeded the

Securty Development Lifecycle (SDL) requirements for every phat  Recent Posts Introducing the InfoSec Assessment & Protection Suite
of the Silverlight 1.0 release.
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Phase 4: Verification
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