Be3zonacHOCTbL ANIEKTPOHHOro
[lpaBuTENbLCTBA C peLueHuaMu
JTabopaTtopuun Kacnepckoro

Ceprein KynbkoB

3amecTuTenb pyKoBOAMTENS YNpaBeHUst KOpropaTMBHbIX Npoaax



ANEeKTPOHHOE NpPaBUTENbCTBO

- CUCTEMA  O9fIEKTPOHHOro  [OOKYMeHToobopoTa
rocyaapCTBEHHOro ynpaBneHunsi, OCHOBaHHasA Ha
aBTOMaTMn3aLuu BCEW COBOKYMHOCTHU
ynpasrieH4YeCcKMx npoueccoB B Maclutabax ctpaHbl n
cny)kawiad uUenu  CYWEeCTBEHHOINo  MOBbILWEHUS
9PPEKTUBHOCTU TOCYAAPCTBEHHOINO YyNpaBneHUs WU
CHWXXEHUA wu3sgepxek coumarnbHbIX KOMMYHUKaLUN
AN KaXkaoro vneHa odwecTsa.
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3apayum InekTpoHHoro lNpaButenbcTBa:

- OnTMKn3aymsa npeaocTaBneHuns
NPaBUTENbCTBEHHbIX YCNYr HaceneHuto n bU3Hecy;

- [opoepka un paclimpeHne Bo3MOXHOCTEN
camoobcnyXXuBaHUA rpaxaaH;

- PocT TexHonornyeckom ocBegoMI1IEHHOCTU U
KBanuunkaumm rpaxkaaH;

- CHMmXeHne BOo3OencTBua pakropa
reorpaunyeckoro MecTornonoXeHus;

- CHWXeHne BpeMEeHHbIX 3aTpaT npu nonyvYeHnn
YCRVT.
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Bbe3onacHocTb AneKkTpoHHoro lNpaBuTtenbCcTBa:

e KoHduaeHunanbHOCTb
(yTeyka nHgopmaumn)

e [JHNocTynHOCTbL
(ne3opraHusauuna padotsl )

e LlenocTtHOCTb
(nckaxkeHune, panbcudukayms,
YHUYTOXEHME)
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Ctatunctuka DDoS aTak no orpacnam
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3aronoBkKy HOBOCTHbIX NEeHT

1 Xakepbl atakoBanu cantbl 40 muHuctepcTB KOxxHou Kopeu

Xakepbl opraHmnsoBanu DDoS-ataky Ha cauT "EanHon Poccun"
LiveJournal noaBeprca maccupoBaHHou DDoS aTtake

Security Lab
by Positive Techlogies XaKele YCTQOMHM MOgH!l'O DDOS'aTaKV Ha WOI"dPI’ESS

Aotmre qom? g

«HoBad»: nposMraiiTe CpOUHO HyxHa «HOC» vwer aetopa
M — noAnuwmMTECE. noMoLE 15 WapTa— 31 1OA 1pIeN Cnpocure —kak §
Mo ALIOT 1N Ue1am & B3 e apeT 83 Mpa MaweT 331804 13 COICHAIE = ARyA cHoEOT F0T ko
GABIALY 10A 1IN C 1210 10TepAT b 3pe 11E Mirepanprof ipemnn = CUITE N, ENOIPRN 1
2un § «HOC CTPOIR BAEANBINT ANVINT

OKC-KAHOWOATY B NPE3WAEHTbI BENIOPYCCHH AHAPEIO CAHHHKOBY —

I 5 JIET YCHJIEHHOT O PEXXHMA .
/ # WOET NOANMCKA! / PEOAKLMA / $OPYM / FONOCOBAHWA / ENOT / OBPATHAR CBA3b / OH-NARH KOHDEPEHLIMM / PEKNAMA
[ o me— R ‘

Na$10T 16 Masi 2011 rom NOVAYA GAZETA. ENGLISH VERSION 88 EN | ) RSS | BMOEO | APXHE | g | nomex

€NPABCA | TONBKD | MECTO N |nm|3mmmocrb » Irdrodothon The Covernanent of 1he Rﬂ!l)‘!( of

MHEHWA W

BECb " bk s 0y
nonuTmA{PAcx:n EQOBAHK ﬁ|rmwnkn}skonoub‘kb+aBuJEc'rBo|wan\/PA+:no KOMMEHTAPHH

HOMEP YNAMA [HACARTE| AMCKYCCHR

HOBOCTH 1552011115064 Prive Mniiter Estonia

WIR BEADURCES

GONRImemank oF T Bap A0S R DI € etuve
P asil 8 Dup Cortihiah 40 P Limvy of he Abind 13 wive
ayHT unw BoiTi yepd TSR 1Ty

Vot Db

feno Q . % J
el <) L- VEJOURNAL * A Coverreren Was By Freve Moviber Ardrus Ao g
OceegomMnenHod %, webd e o0 S Bped 2020, Fer@ Ol o
© ApYTHX o » . .
ApecTYNACHMAX S . : 3 3 LT CAVRITNIL LOAMGN (T of Taes paitin Trrdatoes of lood sdx
rapaHTMpyer g ABHAR L T e o T 20: Eatorean S otorm 7oty IEesh Baforraeredondl .
BesonacHocTs [ 2 ¢ = L = B s L . o Fro Pwmna and Res ubhcs (liamans ja Rec Patica 2w 'wk Cwvtm
o;;raumampos = et = + 004 Uxdoranh Sotns! Dewsicr ghe 7oty I0esh
24 ’- o
)uweHuA 5,4 mn| paddevoh raans frecond), Cvetrg promect
pyGneit Eataran Féormaon Socecy

oHeaaroniu T oenaepal Sracegy 21)

1aN0roes ARNARTCA, 1) ~ R
Boe  BILINOCTE, >'KM BOU >+<ypHan I S 3 ales Prograveve of 2 Coslecn for 200700188 0w Whmmgins Colry

OCIOEIW M CIOCOTON 9) .
epuiporai 3T0 BO3MOXHOCTb BbIpa3uTh ce6s, NoAeNUTbCA YUTAR s LITIMES

1l
: CBOEN XMN3HbIO 1 CBA3ATLCA C APY3bAMU B CETU. :»‘ Lrpacaca of e ABazce wat Zeded woon $LRATO
3500 Prove Meurer Ao wil wzans tha NATO e oL
Bbl moxxeTe ucn LiveJournal : KaK NMUHEI AHEBHUK, BA0r, AUCKYCCUOHHBIA Y o tht Maras o Foresgn MY arg and v Marsster of Addrery:
* The nardack Mane

HopyM, COUMANEHYHK CeTb W Tak ganee.

P00 P Mewar Aoag conlamed Evonda™s wppant of L) v NV 2

P s ACow Wi Bow ards MATO Mhone e 302 490 $55%
Fan #3020 4

2008 Aesd Ler C!

O

R Qummes ?

KASPCR{KY




18.11.2010, 22:48

rosgosdos

HoBHYOK

PerncTpauma: 18.11.2010
Coobwennd: 15

Penytauma: 1

Bbl ckazanu Cnacubo: 0
Nobnaroaapunu 0 pas(a) & 0
coobWeHnax

@ DDoS Cepsuc "RosGosDos" v2.0 (DDoS ¥cnyru, Npogaxa DDoS 6orta, Apenga DDoS boTHera)

Cepsuc "RosGosDos”

KayecTtBeHHble

ycnyru

OcobeHHOCTM CcepBUCa:
|=OnbiT pabotbl (Mbl M3y4nnK ocofieHHOCTH BeficepeepoB)
|=Bce Buabl atak (udp,syn,http,post,get,icmp)

| =>MoNHAA aHOHUMHOCTb (MCTOPKA HE BEAETCA, TRETLUK NKULL HET)
| >MoOHUTOPUHT atakyemoro obvekTa (0OLeKT BHE3aNHD He "BCTaHeT")

|>Tect 10 MUHYT W KOHCYNbT AL MA
|>Bo3Bpawiaem geHbru

Hawwu ycnyru:

< |DDoS Ataka ot 50$ 3a 24 yaca,or 250% 3a Hepgeno | >
KOHEYHAEA CTOUMMOCTL HanpAMYyH 3aBHUCAT OT CNOXHOCTH Uenn U CPOKa 33Kaza,

< |ApeHaa 3gMWH NaHenen Ha ocHoee G-Bot 33 200$ e Mecay | >
KonuuyecTeo DOTOB OHN3MH HAa BAWE YCMOTPEHKWE 33 A0N.NNaTY,
<|Npoaaxa DDoS komnnekr 400% (G-Bot aka Piranha)| >

3a noapobHocTaMM No BoTy cTyumM B ICQ 603226303,

< |O6yyenne BceM azam DDoS + komMnnekT g-bot + cTapTOBLEIM OHNAMH] =

3a nogpobHocTAMK NO yonyre cTyduM B ICQ 603226303,

< |AHTMDD0S cepsepa ot 200$ B MECAL MNK XOCTHMHr 0T 60§ B Mecay | >
YCnyra A0OCTYNHAa TONBKO KNWEHTaM 33Ka3zaewmnM v Hac DDoS artaky.

K onnarte 3a ycayru mMbl NpUHAMaem:
| >WebMoney \WMZ \WMR,\WME
|>Yandex eHeru

MnaTexu ¢ TepMUHanoe/0aHKOMaTOE,







Kaspersky DDoS Prevention

be3 aTtaku

Bo Bpems

dTadKW
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Bbl ¢ HaMu?...
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Mpoayxre: Wareprer-Marazus Kynure y napmeepa Yrpozui Texnoanepxka

KAYPERIKYE

3aluTa Ha onepexeHue
AN Balwlero 6usHeca >

Kaspersky 9 Kaspersky

Internet Security Internet Security A Small Office Security
Special Ferrari Edition

Securelist [na busHeca Hoeoctu
Axryanchan nndopuaunn o5 HHTEDHET- ' ' .
yrpasax
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> AmamiTuxs

http://www.kaspersky.ru/ KAJPCRIKY
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