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O yem byngem roBopuTb?

e OCHOBHbI€ npobriembl 6e30nacHOCTU
YyaCTHbIX OO6N1akoB

e [locTpoeHune be3onacHOro YacTtHoro
obrnaka

e HoBuHku b B Windows Server 2012
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Kak Microsoft BUOAUT YaCTHOE

oon-

(" YacTHoe obnako h

npenoctaensietr OC u
Habop
BUPTYanu3oBaHHbIX
pasgensieMbix

< pecypcoB y

Habopkl pecypcoB
C034al0TCA Ha OCHOBE
BGusHec npaBun c
nomouybto MO
aBTOMaTmM3aunn

( )

\ J

Qw0

BupTtyanusay,
ns

YnpaBneH

4 Bu,eHTpe BHUMaHUA

npunoxeHus. Habopsol
pecypcoB
co3gaBaeMble
aBTOMaTUYECKN

OTXOAAT Ha BTOPOU
\_ ahad J

[ uHdpacTpykType B |

TepMMUHax
Konu4yecTtsBa BUPT.
MaLLMH U YPOBHE
KoHconuaauuu, O3Y
WU XpaHunuiia.
[lymaete o pasmepe
BbIYNCITNTENBHOWN

\  MOLLHOCTW OOCTYMNHOW

XapakTepuUCTUKMU:

CamoobcnyxnsaHue
apeHOaTopoBs

Onnara 3a
noTpednsiemble
pecypchbl

ABTOMaTn4yeckoe
pa3BepThbiBaHKE,
yrnpaBneHmne u
MOHUTOPUHT

NHTepdenc
MOHUTOPUHIa n
OTYETHOCTH
OOCTYIMHbIN
apeHgaTopam



OcHoBHble npobremsl
'%&@N%@%TM—IGVIUJMM npenAdaTCcTtBNEM Ha nyTn K

NPUMEHEHNIO 0BNakos

«  OcHoBHbIE NPOBSIEMBI:

- U3onsauus apeHOamoposg Opya om Opyaa u UHpacmpyKkmypsbl
obriaka Ha ypo8He 8bI4HUCIUMESIbHbBIX Pecypcos, XpaHunuwa, cemu

-  AymeHmucbukauusi / Aemopu3sauusi / Ayoum oocmyna K obnayHbIM
pecypcam u ¢gbusudeckou UHGpacmpykmype

- BnusiHue Ha KLI[] cepsucoe urnu 0aHHbIX C MOMOWbI ys3eumocmel
8 10 unu 3rmo8pedHo20 Koda

-  Heasmopu3soeaHHkIU docmyr unu DoS amaku u3-3a HerpasusibHou
HacmpouKu

# KU = KoHdpumaeHumnanbHocTb, LlenocTtHOCTL K
AR IMABTLE nterprise Panel, August 2008
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Customer Datacenter

i

MCS Datacenter
Services Solution

Infrastructure-as-a
Service Deployment

TunoBoe pellueHne obnaka

laaS

INFRASTRUCTURE PLATFORM

122S Building Block ‘

-
l"
X

.‘.
%

o

Py
wm‘ Server A"\MndowsServer 008 2 Mcssmoh
oon Drecory  HyperV e Forefront

1aa$ Building Block “ w
E%
o g3
88
M| =2
$ “|22

y <

v1.1 STATELESS COMPUTE FABRIC

(Resfient Design — no Live Migration)

INFRASTRUCTURE SUBSYSTEM

MANAGEMENT
PLATFORM

§y§iem Center
Operations Manager

@

System Center
Configuration Manager

P

N

.
sz?xem Center

tual Machine Manager

e

System Cent
oy Ay

ORCHESTRATION AND
INTERFACE PLATFORM

System Center
Service Manager

i

Dynamic Datacenter
Toolkit for Hosters

ABTOMaTUn4yeckoe
pasBepTbIBaHMNE BUPT.
MaLUH

PasgenbHoe
agMUHUCTPUpOBaHne
09 apeHgaTopos
NHPACTPYKTYpPHbI

ABTOMaTM4yeckoe
pa3BepTbiBaHNE
IOHUTOB
MacLTabnpoBaHus
(kmactepamu oo 16
y30B)

OOHOBNEHNE XOCTOB U
BUPT. MaLluvH 6e3
npepbiBaHNA cepBuUca

MOHUTOPUHT
NH(PACTPYKTYpPbI U
aBTOMaTu4yeckune

KOppeKTupytoLme
nemcTrRg



Nornyeckas apxutektypa obnaka

] ~
(Datacenter
(c \
Fabric Management Directory, DNS, Management
/\ \/>
[\ L ]
= : DNS & DHCP Active Directory Existing Management Systems
2 DOTK-:’:W Service Mgr im- 2008 3”: <Type & Verons>  <Version, FL, Domain Name> <systom, vorsion>
Roles: IIS sor ser
_(\ O (Resource Pool
il ( \/ }
2 2 / 2 Storage
™) : ™Y N / LUNs 6782 LUNs 166
Ops Mgr Config Mgr VMM Scale Unit Volumes Host Boot Volumes
<servemame> & WSUS <servemame> Quorum + CSVs (If boot from SAN)
Dot Wt ne, Rt sl LUNs / CSVs - SU1 = [
Reporting ' ' 4 Cluster & VM Volumes \ (;;-‘:» |
ISCSI ) Fiber/iSCSI
LUNs / CSVs - SU2 - -
Cluster & VM Volumes
LUNs / CSVs - SU3
% N % Cluster & VM Volumes 9
ad < - 4
Data Warehouse Opalis OPM LUNs / CSVs - SU4
Service Manag se > <servemame> Cluster & VM Volumes
<servermame> <servername>
LUNs 8387
Fabric Management Volumes
Quorum, CSVs, SQL
4 x Scale Units
’ LUNs - FM SOL DB & Log Volumes Ethemet g4 x Hyper-V R2 Hosts
PKI Root CA 000 UM Cepecty
FCS Server (Standalone) <>, B % LUNs / CSVs - FM1 Cluster & VM Volumes
<servemame> N SAN
Rols: N ! Fiber/iSCS|
M;nagmm. 2 21 :
PKI Issuing CA *>—
(Cluster for
redundancy) Fabric Management
s R Pool
<servemame> 2-node Hyper-V R2 Cluster
J \ y,




OTKa3oycTon4mMBOCTb U Fault Domain

[MorpaHn4Hble
. MapLLpyTM3aTopbl

Arpervpytouime
MapLUpyTU3aTopbl

Arpervpytouime
KOMMYTaTOpbI

XOoCTbl / BUPT.
MaLUWVHbI

XpaHunuue



OTKa3oycTon4mMBOCTb U Fault Domain

[MorpaHn4Hble
. MapLLpyTM3aTopbl

Arpervpytouime
MapLUpyTU3aTopbl

Arpervpytouime
KOMMYTaTOpbI

XOoCTbl / BUPT.
MaLUWVHbI

XpaHunuue



Ctek be3onacHOCTU TEXHONOrmMmn
' oft

YnpaBndaemas
MHMPACTPYKTYpPa KJtOY K
6e30nacHOCTH

Information
Protection

Identity &
Access
Management

4| 1 Certificate
™. WIﬂdOWS 7 Lifecycle
Active Directory Management

Federation
Services (ADFS)

' /@' Windows
# | Active Directory

Microsoft

¢ Forefront
~ |dentity Manager 2010

A L SQL
Windows Server
Update Services

o Microsoft
¢ System Center
Data Protection Manager

- \ Microsoft*
N 4 System Center
> Microsoft Operations Manager
¢ System Center P ~
Configuration Manager

Systefn Center



YassumocTtu TOI1 20 nponssoguTenemn

lAJor

# History 2006-11| 2011 CVEs Risk|TrendSyr | 1yr

1 Novell 7 1,113 @ | +81% A +32%
2 Red Hat e 982 D|+45% A 5%

3 Canonical i 625 D | +48% A  +9%

4 Debian O 563 D x15% 4o +33%
5 Gentoo Y 523 D | +28% A +154%
6 Oracle et N 497 D | +27% A +38%
7 Apple il 360 @ | +12% A 1%
8 Google Vi 324 O | +800% A +116%
9 Microsoft st B 231 | 17% A -20%
10 VMware s 205 D [+193% A +63%
11 1BM g 192 D | +21% A -19%
12 Adobe il 179 & | +106% A -16%
13 HP il 175 D| +9% A -38%
14 Cisco o~ 135 | +21% A +7%

15 Mozilla XA 117 Q| +26% A +2%

16 Kernel N 81 Dl +8% A -21%
17 Apache P 45 D | +88% A +18%
18 Xerox Y 43 O | +330% A +2050%
19 Attachmate T 41 @ |+583% 4o +273%
20 Opera AN 41 & | +116% A +28%

cTOYHUK Secunia 2011 yearly



ATaKn Ha CTeK BUpTyanusauuu

Pooutenbckuu pasgen BupTt. mawwunHa

[Mpenoctaene
HO

i Windows
E Hyper-V
-

Ring 3: User Mode

Ring 0: Kernel Mode




3allmnTa CTeKa BUpTyanmsaumn

« Kaxnasa BM nony4daet cBomn
cobcTBeHHbIN pecypc O3Y,

auvckos, LY, ceten Parent Partition Child Partition
« OToenbHbIN Npouecc Virtualization Stack —_—

obcnyxmnBaHua ans kaxgon BM 0500 b Guest Applications
. |/|3OJ'II/IpOB?HHbIe KaHanbl i =

B3anmogemnctesns BM u

POOMUTENBCKOro npoLecca , e | Vréélr'vtt

"~ Service ik

. “WRIWE™  Provi eCe)

BM He moxeT BN STb Ha Aipyrve el Devs Provers

BM, poautensckuu pasgen u e ] g et

rnepensop T wnsowshypenee ¥

 Bsaunmopenctsne BM Tonbko erver Haraware
Yyepes poanUTeENbLCKNN pasaern




Server core Nyyunn BbIOOP

HVSO0T.CONTOSOTOCAL 5 4 ] Server CO re
, yMeHbLLaeT
Administrator. CA\Windows\system32\cmd.exe
CAWindows\System32\cmd.exe - C\Windows\system32\sconfig.cmd 3| [ I-I O Be p X H O CT b aT a KM

Server Configuration

> DomainVorkgroup: Domain: CONTO0S0.LOCAL
2) Computer HUSB81

37 Add Local Adninistrator
1

Conire Bl R v | « ~50% MeHbLUe

52 Windows Update Settings: Manual
b) Download and Install Updates

note Desktop: Enabled (more secure clients O6HOBJ-IeHMm M

> Network Settings
2) Date and Tine

18> Help improve the product with CEIP Not participating
it \ pectapToB
2)

) Shut Down rver
> Exit to Command Line

Enter number to select an option:




Hyper-V Authorization Manager

EavHaa cucrtema aBtopusaumm U naeHTudmkaumm

’E r SN I DY VA

Ik @ File Action View Window Help

« PoneBoe ynpaBneHue
rpynnamum xoctos 1 BM

g & | 7[mXE o= |HFE
* rlpMB;BKa pOJ'IGI/I n rpyrlrl KAD E Authorization Manager | Name
= S InitialStore. xmi ﬁ}Admlmstrators(comosomdm
(] Groups
= @ Hyper-Y services
(] Groups

# [ Definitions
= [ Rale Assignments

@ [

 PekomeHoyetcsa co3gasaTb
OOMONTHUTENbHbIE POSIN
— KombuHauwms u3 33-x onepauuy
Ons Kaxaowu ponu [ i
« Ob6cnyxmBaHue xocTta Hyper-V
« O6cnyxmuBaHuem ceten Hyper-V
« O6cnyxuBaHne BM Hyper-V




Virtual Machine Manager

EavHaa cuctema aBtopusaumn U naeHTudmkaumm

Ponwu: ?@l
. 8" Virtual Machine Permissions
* Administrator -
MonHbIn gocTyn Ko Bcem xoctam, BM u
General
cepsepam bubnmnotek BM. Grant Parmissions
e Dele g ated Administrator Add Members Specify the actions that members will be able to perforr
~ (.\ .
AOMVHUCTPATUBHbIN OOCTYN K rpyrne XocToB Select Scope A ACys
n cepBepoB BMbNnoTek Yirtual Machine Permissions " Only selected actions
. : : y Approved actions:

* Self-Service User ‘gg‘t‘ggg;‘a‘?hme Creation Tk [ Desaiption
Aﬂ.MMHMCTpaTM BH b“7| D,OCTyI'I K Librare Share @ Start Start wvirtual machines
orpaHuyeHHomy Habopy BM yepes Beb LA (®stop 30 st e e

P . y Py P Gt [4 (1) Pause and resume  Pause and resume virt
I/IHTepCbeI/IC noptana CaMOO6C”y>KV| BaHUA = d %4 Checkpoint Create and manaae vir

X Remove Remove virtual machir
ﬁa Local &dministrator  Grants local administral
ri- Remote connection  Remotely connect to v
(D Shut down Shut down virtual mac




3onauma ceTteBoro Tpadduka

VHD Pass-through

« TONbKO Da3oBble
Disk(s)

BO3MOXHOCTU i
BMPTYarbHOrO @
3

KOMMYyTaTopa

« CermeHTauus cetu
xoctTanBMc
nomowbio VLAN
802.1Q

. PaspenbHble S
donsnyeckune ceteBble S
afjanTepbl Ha XOCTe @
H y p e r-V Live Migration Network

®;

+ QunbTpauus e el
Tpauka mexay
VLAN c nomouwbo
MEXXCETEBOIo 3KpaHa

3
%




3awuTta cetn B Hyper-V

HoBble BO3MOXXHOCTU BUPTYanbHOIO

|<0|V||V|yTaTopa Windows Server 2012

PVLAN

- 3awwmrTa oT ARP/ND Spoofing

- 3awwmTa oT noanoxHoro DHCP

- PasrpaHuyeHune goctyna K noptam BUpPTyasribHOro KommytaTopa ¢ NoMOLLbLO
Virtual Port ACLs

- Trunk Mode ans BupTyanbHbIX MaLUWH

- MoHuTOpUHr 1 NnpoBepka Tpaddurka noptos BUPT. KommyTaTopa

[lapTHepcKne paclumpeHuns

- Cisco: Nexus 1000V & UCS Virtual Machine Fabric Extender (VM-FEX)
- NEC: OpenFlow

- Bnine: Virtual Firewall 3.0

- InMon: sFlow



N3onauma cermMeHToB C
NOMOLLBLIO IPSe

KoHTponnep Active
Directory

KopnopaTtuBHas - L .
ceTb [loBepeHHbIN 2 A o ©
cepsep

‘-f“) < lll>
- ’37: r

c ' LlWCTHOFO
TaHUUSA s W6naka

‘_ynpaBneuM;hLl,O,D,
‘ *
‘. Usonsauuna

cepBepa

; JYnpaensgembl e e
Ynpasnsembii n MK
MK

domeH
n3onsauumn




dunbTpauuns ceTeBoro
Tpaduka

icnonb3oBaTtb Windows Firewall
with Advanced Security (WFAS) Ha
xocTte n BM

HacTpounku mexceteBoro
9KpaHa pacnpocTpaHATb C
MOMOLLBKO rpynnoBbIX NOJTINTUK

[1paBua MexxceTeBoro
9KpaHa MOryT NMPUMEHSTbLCS
yepes nopran
camMoobCcnyXnsaHus

cnonb3oBaHue IDS/IPS angd
obOHapyXeHusa aHoManum
ceTeBoro Tpaumka u
pearmpoBaHUA Ha HUX.



LleHTpann3auna ynpaBneHns

Pa3BepTbiBaHMe BUPTYarbHbIX MallUH OOHOU KHOMKOW
npekpacHo....

BHenpeHue BupTyanusauum 6e3 ynpaBneHusi CnocobHoO
npuHecTn 6onblLue Bpeaa, Yem Nosib3bl.

Pesynsratom aBTOMaTu3auum bapaaka Bcerga CTaHOBUTCSA
asmomMamu3upo8aHHbIU bapoak!

DRINK
COFFEE

Do Stupid
Things

Faster \ i
with More s

Energy A

.



ABTOMaTU3aLUS yrpaBJieHNA,
MOHUTOPUHIA N OTHETHOCTU

CrOXHOCTb yrnpaBreHns

NH(PpPACTPYKTypOu ) System Cente

yxyaliaet 6e30nacHOCTb MopTan.l
Py4Hble onepauun Ha W OTHETDI
MHOXeCTBEe CUCTEM
BbIMNOJIHAEMbIE System Center
MHO>XECTBOM . —
alMUHNCTPaTOPOB SystermCenter R+ BRemCenter
NPMBOOAT K OLLNOKaM
Ecnun Bbl HE 3HaeTe YTo & Sem center ‘ rero
ecTb B Balll el‘-/'l Configuration Manager g%;iisge%%qtsrmger
NH(PPACTPYKTYpE Bbl HE

MOXETe 3TUM yrnpaBnATh!



ABTOMaTM3aLNA yripaBreHus,

MOHUTOPUHIA N OTHETHOCTH

T 3apgauun
Event Mgmt
Service Desk
Asset/CMDB
Configuration
Virtual
Security
Storage
Server

Network

[Mpouecc passepTbiBaHns BM

Remove from Add to

Cre

0 270

Test VM Deploy Verify

h ApplicationsApplication
= I —
I Lt I
. S0
Stop VM Clone new Update
l VM  properties
j%
Detach Storage

Detach Network Adapter

ate

g Ops Manager ﬂ Ops Manager
Monitor [ Create Update Update e | Upd te & ¢ I
ervice incident request request

" e © =
Retire /

OcTaHOBUTb
ycTtapesLuyo BM,
ocB0OOOAUTDL
pecypchbl, yoanuTtb u3
CMDB

KnoHunposaTts BM

ObHoBUTL BM,
pa3BEPHYTb
NPUNOXEHUS
3aperncrtpupoBaTb
HOBbI OOBEKT B
CMDB n nogkntoyntb
MOHUTOPUHI



OOHoOBMEHNEe XOCTOB KnacTtepa Hyper-V C
NOMOLLbIO System Center U Orchestratgr

Iretdlation

Gorredivity

Service @ @
Management /’m; Investigete lnmsltigteAny
||Les FERS
Q- @ 0
eived
e 4 & —o— §— <
IeResTation Initizte Udete Cortinue Reprt Worlfiow Cortirue hepsSakion
Warkflow Werkflow Reats y Werkflow Realts
Management _& _’ E@ - _ L’ @ == &
MgaeMvE  |Iriizeivbint.  PachPhysicd  PachMester “ierify Host gy End eIt MWgrahe v
dfHost | Wbde cnbbe: st Image Avzilakility Ird 6 Ihde cntbe: off Host
~ O = —
Automation — — N ’/ YV
MgateMve Runtbet Mrete \ive
Freure Separation Hedth Check |_> Back
Virtualization ] W
ve Wrify Hypery iviLive
em Y Heslth Mgration
* -
Servers i N
“iarify Server
Iretallation Hesith
e
Network —
erify Network
Grredivty
. <
Storage *
Pach erify Storage




CooTtBeTcTBMe XoctoB, BM, npunoxeHuun
TpeboBaHuaM nonutukmn Nb

[TpoBepbTe 6a3oByO KOHUrypaumto pekomeHgyemyro Microsoft ans:
UneHoB gomeHa, XoctoB Hyper-V, KoHTponnepos JoMeHa WU.T.A.

[TpmeHeHne 6a3oBon KOHUrypauum

kenopT n3 bubnuotekn Microsoft Security Compliance Manager B
rPynnoBY NOSNUTUKY

N3mepeHne cooTBeTCcTBUS BazoBon KOHUrypauum

JkenopT u3 bubnuotekn Microsoft Security Compliance Export 8 DCM
naket Configuration Manager n cosgaHume OT4eTOB MO COOpPaHHbLIM

LOaHHbLIM i

¢ i
Monitor, Verify, ]
t Comply

- Export formats enable you to

Qutcenale configuration policies,

- monito .wm

| compkance against your seouity

| s

Customize
Once - ¥h

. , " |
Merge ke Centralize
l Best Practices Decision Making

Contrally manage, customize, and

1o your security baselines
e hrackiomoger
fastor, easier, and more securely
fhan aver before, J
\




bubnunoTteka pekoMmeHgaunm Microsoft Security
Compliance Manager

* Windows Server 2008 R2 AD Certificate Services Server Baseline
*  Windows Server 2008 R2 Attack Surface Reference.xlsx

* Windows Server 2008 R2 DHCP Server Baseline

*  Windows Server 2008 R2 DNS Server Baseline

* Windows Server 2008 R2 Domain Baseline

* Windows Server 2008 R2 Domain Controller Baseline

*  Windows Server 2008 R2 Member Server Baseline

* Windows Server 2008 R2 File Server Baseline

*  Windows Server 2008 R2 Hyper-V Baseline

* Windows Server 2008 R2 Network Access Services Server Baseline
* Windows Server 2008 R2 Print Server Baseline

*  Windows Server 2008 R2 Remote Desktop Services Baseline

* Windows Server 2008 R2 Web Server Baseline

* Windows Server 2008 R2 Setting Pack

*  Windows Server 2008 R2 Security Guide.docx

* Windows 7, Windows Vista, Windows XP,

*  Windows Server 2008 R2, Windows Server 2008, Windows Server 2003, Internet Explorer
8

*  Microsoft Office 2010, and Office 2007



3allmnTa AaHHbIX OT YTEYEK U
MHCaNOepoB

e 3awuTta nudopmauum B o LundposaHue e 3awmTa gaHHbiXx 1 OC
TE4eH1 BCEro Linkna OMPEKTOPUI C OAaHHbIMU » BesonacHas nepegaya
KNU3HN AaHHbIX NapTHEpam u

o XpaHeHue Kroven EFS KnneHTam

e LllndpposaHne gaHHbIX
Ha cMapTKapTe

OCHOBHbIX MPUSTOXEHNN
Microsoft



[laHauea?

Bce npobnembl 6€30nacHOCTM YaCcTHOro obriaka TeEXHUYEeCKU
cpeacTBaMun He peLLnTb:

« EauHaga cuctema ayteHTUdmKaumum n asTopmsaumnm
gocTtyna K nusanyeckum n BupTyanbHbIM 3anemMeHTam
obnayvHoro LIO/

- EpunHaa cncrtema MOHUTOPUHra, yripaBneHus,
pa3BepTbiBaHUA, OOHOBIIEHUSI System Center

- PasgeneHne nonHoMo4mMin pa3BepTbiBaHUSA, 3aLLUTHI,
ayauTa

- BkritouyeHune B NpoekTbl COTPYAHUKa oTAena 6e3onacHOCTH
« Crpoxauiume nonntmku pusmnyveckoro goctyna s IO



Pecypchl

Microsoft Virtualization:
— http://www.microsoft.com/virtualization

Microsoft Virtualization TechCenter
— http://technet.microsoft.com/ru-ru/virtualization/default.aspx

Microsoft Hyper-V Security Guide
— http://technet.microsoft.com/en-us/library/dd569113.aspx
Windows Virtualization Blog Site:

— http://blogs.technet.com/virtualization/default.aspx

Windows Server 2008 Virtualization & Consolidation:

— http://www.microsoft.com/windowsserver2008/en/us/virtualization-consolid
ation.aspx

System Center Virtual Machine Manager (SCVMM)

— http://www.microsoft.com/systemcenter/virtualmachinemanager/en/us/defau
lt.aspx

Hyper-V FAQ

— http://www.microsoft.com/windowsserver2008/en/us/hyperv-fag.aspx




Pecypchil

* Virtualization Hypervisors™ evaluation criteria:
http://www.burtongroup.com/Client/Research/
Document.aspx?cid=1569

» Security Best Practices for Hyper-V and Server
Virtualization http://bit.ly/hg6chE

* Virtualization Security Overview by Cisco
http://bit.ly/e]qiOZ
. Private Cloud Solution Hub
www.technet.com/cloud/private-cloud
- Private Cloud laaS Page
wwWw. microsoft.com/privatecloud




Bonpochbl?

abeshkov@microsoft.com
http://beshkov.ru
http://twitter.com/abeshkov




