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OCHOBHbIE macnbl

® Buiecti u3 ctposs DNS )

® MoameHuTb cooTtsetcTemne B DNS (DNS-
NpoBanAEpbI)

® Ucnoab3zosatb DNS B KauecTse cpeacTBa

AOCTABKM (MAOXOro» KOHTEHTa
(npoBanaepbl U DNS-cepsuchli)

® MocTpouTb 06Y30yCTONUMBLIN XOCTUHT
MAU perncTpaTtopa AOMeHoOB (XOCTUHT-

ADORAUACDKRI U DAFUCTRATONKI)



KAIOYEBOU IAEMEHT
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DDoS DNS

® LleAb: 3aTpyAHUTb BO3MOXKHOCTb MOAYYEHUS
|IP-appecos

|2 peBpara 2012 o noAroToBke K TaKOM aTake
coobuimaa KomaHaa Anonimous, MOTOM MpaBAa OT
3TOro 0ObSABAEHUA OHU OTKPECTUAUCD.



DNS amplification

CyTb 60pbbbiI:
Resolver - dUAbTpOBaTb Ha BXxoAe resolver-a no IP-
Front line — . e OTMPaBUTEAS,;
s - BXOAHAasi PUAbTpPaLLUS;

- HenybAu4Hble resolver-bi;
- KOppeKTHas obpaboTKa 3anNpocoB;
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DNS amplification

CoraacHo VeriSign Ha KOpHeBbIX cepBepax 3a MecsiLy
oTMeTUAOCb NpuMepHo |0 MAH. pe3oABepoB

CoraacHo pAaHHbIM TLLA Ha aBTOpMTaTUBHBIX cepBepax

RU 3a cyTkn oTmevaeTcsa B cpeaHeM |,5 MAH. pe3oABepos
CO BCEro mupa

|/4 oTBevaeT Ha spoof-nakeThbl
|/8 - oTKpbITble pe3oABepbI

Power dns resolver - 100 TbiC OTBETOB B CeKyHAy, Y
bind npon3BoanTeENbLHOCTL B 4-5 pa3 MeHbLLE.



DNSChanger
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4 MIH 3apa)keHHbIX KOMIMbIOTEPOB;

Resolver Rttt peructpatop EstDomains - Rove
DNSCanger Z ?' DNS Digital;
, 2 ropga paccrnegosaHnn ObP;

o MpuBneYeHne NMOepPoB PbIHKA;
Stub\b 8 mecsaueB «nevyeHusa».
Resolver N
‘ m DNS - cepsepbl
Fake Fake
eSOIVer Authoritative 85.255.112.0 through 85.255.127.255

DNS 67.210.0.0 through 67.210.15.255

93.188.160.0 through 93.188.167.255
77.67.83.0 through 77.67.83.255
213.109.64.0 through 213.109.79.255
64.28.176.0 through 64.28.191.255



YTO MOXHO XpPaHUTb B PanAe

30HbI?

Carlos Diaz Hidalgo
intaciad Load malware CNAME chain FranCISCO JGOIIl@Z ROdI’lgUGS

SVt “Malware Cloud Distribution”
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DNS Cache infection

Wbdgtsnhdfte.cmdns.fr.am IN CNAME
Mdnhbvhunjft.cmdns.fr.am.
Mdnhbvhunjft.cmdns.fr.am IN CNAME ...




N Becb atoT cnam (2010)

HauuHana c peBparsa 2010 ropa MHTEpHET-AOMEH .ru HAXOAUTCA Ha NEPBOM MecTe No
KOAMYECTBY 3apErMCTPMPOBAHHOIO Ha HEM HEXXEAATEAbHOro KOHTeHTa (cnama), oborHas Takue
AOMeHbI, Kak .com, .net, .cn u .info.

Cpeam cTpaH, rae G1U3nYECKM pacroAOXKEHbI CEPBEpbI, C KOTOPbIX OTNpaBAseTcs cnam, Poccua 3aHumaer 4
nosuumio c 5,3% ot obuero o6svema HexxeAaTeAbHOM NoUTbl. [epebie Tpu MecTa poctaance CLUA
(9.7% cnama), bpasuammn (8.4%) n Unamm (8.1%).

[Mpn 3TOM 60Aee 60% 3aperncTpupoBaHHbix B Kutae cnamepckmnx URL-appecoB UMeEIOT AOMEH .ru.
TaknuM obpa3om, COrAaCHO UCCAEAOBAHUIO, TUMUYHOE CMaM-COObBLLEHNE pacChbiAaeTCs C KOMMbIOTEpa,
dusmnyeckun pacnoaoxxeHHoro B CLUA, MHAMM nan Bpasnaun, Ho umeet URL Ha AoMeHe .ru,a ero
XOCTUHI HaxoauTcs B Kutae.»

2010 Mid-Year Trend and Risk Report

TpPeTb BCEX AOMEHOB, 3apPErMCTPMPOBaHHbIX MOA CNaM B MUpe OblAu 3aperucTpMpoBaHbl B 30He
.RU.TTouTH BCe 3T AOMeHbI BbIAM 3aperMcTpUPOBaHbl Yepe3 ABYX POCCUMCKUX PErMCTPaTOpOB
NAUNET u REGRU.

«Russian Pro-Spam Registrars», M86 Security Lab, 09,2010



N Becb atoT cnam (201 1)

Russia and the USA maintained their status as the countries where malware was detected
most frequently in mail traffic. Russia was the overall leader, with the amount of blocked emails

with malicious attachments decreasing slightly.

e—— Spam report: June 201 |. Kaspersky Lab
0:’/0 2% 4‘1’/0 6‘1’/o 8% 10% 1 2.% 14% 16%
14.16%

Russia

0, Ll Ll Ll Ll
Ll «the top five countries sending spam include India,
Russia, Brazil, South Korea and Indonesia.».

USA
Vietnam
Italy
201 | Mid-Year Trend and Risk Report

Great Britain

Germany
Poccusa 3aHumaeT nepsoe MeCcTo B MUpe NO YpPOBHIO ClaMa

(82,2%)

India
Australia

China
Intelegence Report , Symantec, May 201 |

Spain

Cooperation from ICANN and Top Level Domains.Members of the Working Group were especially pleased with the cooperation
and coordination of ICANN and the ccTLDs in the33process.They view ICANN and ccTLD cooperation as a precedent that will help

future efforts and discourage malware authors from believing they can easily exploit that portion of the DNS system. Several said they want

this emphasized publicly to reinforce that message and thank those organizations for the job they did.

Conficker Working Group: Lessons Learned. June 2010 (Published January 2011)



N Becb aToT cnam (2012)

«CoraacHo ctatuctuke ZeuS Tracker no coctosHuio Ha | dpeBpaas, umcao
aKTUBHbIX LLeHTpoB ynpaBAeHus ZeuS B Cetu npubamkaetcsa K 200. boablie
MOAOBUHbI U3 HUX HaxoaaTcs Ha TeppuTopun CLUA, BaABoe MeHblie — B Poccum.
N3 peructpatopoB xyxe Bcex cutyaums y poccurickmx «Hayrner Clly» (94
AOMeHa, accouymnmpoBaHHbix ¢ ZeuS) u REG.RU (78), n3 AS-npoBaraepoB — y
azepbamaxkaHckon ADaNET (15 C&C cepeepoB) n amepukaHckon GNAXNET
(12)»

«3eBC HalleA TUXYIo raBaHby, Kaspersky Lab, (2 ¢eBpars 2012)

“Spamhaus also recommends that networks use our Don't Route Or Peer list to
drop all traffic originating from or destined for NAUNET's IP address space.This
will help protect end users from the activities of the cybercriminals to whom
NAUNET persists in providing services.”

Russian registrar NAUNET knowingly harbours Cybercriminals. Spamhous,
22.03.2012



Microsoft npoTus

AxxoH Aoy |-39
AGAVA-REG-RIPN 1
NAUNET-REG-FID 90
RO1-REG-RIPN 4
REGGI-REG-RIPN 1
REGISTRATOR-REG-RIPN 5
REGRU-REG-RIPN 107
REGTIME-REG-RIPN 25
RU-CENTER-REG-RIPN 39

Bcero Ha aHKeTax, KOTOpPbIM MPUHAAAEXAT 3TH
AoMeHbl, ~2 1000 AomeHOB



PaboTa no HOBbIM NMpaBUAaIM

Koraa aAMMHUCTpaToOp He BUHOBAT (He
KOHTPOAMUPYET KOHTEHT)

®Mapkoska
®BAOKM KOMMepUeCcKoi peKAaMmbl

® AedekTbl MO xocTUHr-nposainaepa



KAaaccudumkatop Leaen
e MCIIOAB3OBAHMUSI AOMEHOB

® Uma AomeHa

® BpeAoHOCHas aKTUBHOCTb
® B3AOMaHHbBIN XOCTUHT

® Fast-Flux

® DkcnepTHas oueHKa



BpeAOHOCHas aKTUBHOCTb

Malware

Phishing

Botnet

KoAnuecTBo 3apernctpupoBaHHbix B BA ¢pakToB pasmelteHna malware Ha AaHHOM
AOMeHe

Tun(b1) Malware ecAn BO3MOXXHO OMNpeAEAnTb — B CAyYae €CAM Mbl paCroAOraem
TaKon MH$opMaLnen.

First seen / Bpems HayaAa akTUBHOCTM (Bpems nepBoro 3aperucTpupoBaHHoro B bA,
pa3meLLeHMs malware Ha AaHHOM AOMeHe)

Last Seen / Bpems nocAepHen akTUBHOCTU (MOCAEAHUE AaHHbIE O pa3MeLLEeHUM
malware no AaHHOMY AOMEHY)

YposeHb poBepus (0-10) — B 3aBUCMMOCTM OT AOCTOBEPHOCTU UCTOYHUKOB U

4acToThbl XXaAob (No ¢pakTam pasmelneHMs malware) Ha AaHHbIM AOMEH
MPpUCBaMBAETCS YMUCAO.



BpeAOHOCHas aKTUBHOCTb

® Malware
®  Phishing
® KoaAunuectso 3aperectpupoBsaHHbix B BA, dakToB pasmeLeHus
phishing Ha AaHHOM AoMmeHe
® Phishing Target(s) (Ebay, Paypal, AHaekc AeHbru etc..) ecAM BO3MOKHO
ONMpeAEAUTD
® First seen (no aHaAorumn c malware)
® Last Seen
°

YpoeeHb pAoBepus (0-10)

® Botnet



BpeAOHOCHas aKTUBHOCTb

® Malware
® Phishing
® Botnet

® KoanuecTso 3aperectpuposaHHbix B BA, dakTos
Pa3MeELLLEHUS SAEMEHTOB YNpaBAeHMS BoTHeTaMM

® Botnet type (Zeus, Spyeye etc..) €CAM BO3MOXKHO
OMpPEAEAUTD

® VYposeHb aAosepusa (0-10)



[ lopsiAOK HaKOMAEHUA MHOOPMALMU U ee

UCIMOAb3OBaHUA

Cnwucok
"nopospuTtenbHbIX"
OOMEHOB

e -oc

>

ArperaTt oOMEeHOB
- aHKeTa
- XOCTUHI
- no

Arperart
OOMEHOB C

npu3Hakamm

Basa paHHbIX C
exXegHeBHbIM
obHOoBNEeHuemM

[peaynpexkaeHue
AAMUHUCTPaTOpa O HAAMYUMU
npobAem No aHaAormm ¢
MOUCKOBBIMU CUCTEMAMMU
[NpeaynpexkaeHne XoCTUHT-
NPOBaNAEPOB O HAAUYUM
npobAem
[peaynpexkaeHue
PErMCTPaTOPOB O HAAUYUM
npobAem

[MoaroToBka uHbopmavmm
AN apAMUHUCTpauun KL, u
TU

B3sanmoaeicTeume c
KOAAEraMu U «bpaTtbsamu no
OPY>KMIO»



YTO MOXXET MOAYYMUTDHCS

0bc6652ff9740520d881c93cf6b8799b
917a9b9c9e188e1558391eb5affdc125
4bfb6cefe8a603081168b38017ff000e
456e830a10f9b1a99eab41a9f48cb5f4
ce76fd52928d523d8d21a8e411b0ba81
c7556a0ea7b1c75c6fc5e0b93a340aaa
654beadc3d0d74bf532634563b4488a8
d9e7f1fd3f30c53a3154e934bfbde0fd
058fbfc98638b324d6e8d582e1431285
e96bb0fda446f0f696062861e588c543
2b870324c21be6679773ccf77fbed1d2
d4491dfd1bf9c9e0e207923ef88ab858
49748d8a5cbd622ca74ad0c51e8fd268
6ba2f1af9542ccf4ca92c488f615763e
d8d689813feabf49a0a55ecf2e652687
26638c291b37079df0d5cc9bb16fceab
3d0d5407b77ad303fe0489033eec96bc
83595a2345dd16e40f5e3f0f2c68b6ab
a83fc781¢c767ca42192b119da03116b8
84a44aa8a0e93fc013d78c2c5ccbe438
2a5e5a32a21166a24f58ced41ce7afa08

NAUNET-REG-RIPN 9
NAUNET-REG-RIPN 158
RO1-REG-RIPN 373
RO1-REG-RIPN 524
REGRU-REG-RIPN 2
REGRU-REG-RIPN 10
REGRU-REG-RIPN 11
REGRU-REG-RIPN 27
REGRU-REG-RIPN 28
REGRU-REG-RIPN 130
REGRU-REG-RIPN 260
REGRU-REG-RIPN 310
REGRU-REG-RIPN 338
REGRU-REG-RIPN 552
REGRU-REG-RIPN 588
REGRU-REG-RIPN 592
REGRU-REG-RIPN 4506
REGRU-REG-RIPN 8232
REGRU-REG-RIPN 11363
REGRU-REG-RIPN 18164
REGTIME-REG-RIPN 4

56
170

136

18
72
12

50
232
10
392
1305
96
438
1098
1512
9328
266
10

B AonoAHeHue K
cywecTBytowemy H6aHy 6bIA0
npoBepeHo n pAobaeaeHo 13400
AOMEHOB

A Bcero B 6aHe 46181 pomeH



Pesiome

® BbIThb M3rossMu MAOXO

® Hy>kHo peaAbHO MOHMMaTb «KapTUHY

MUPpay

® Hy)Ho uHTerpupoBsaTbca B obLyyto

CUCTEMY MEPOMPUATMI NO Be30MacHOCTH
DNS

® Hy)kHO 1 AeMOHCTpUpOBaTb M peaAbHO
y4aCTBOBaTb B ObLLEM AeAe
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p.khramtsov(@faitid.org




