besonacHocTb B \Web

[1naH nekunm
—  Ortyet ¢ YUT CodeGate 2012, npumep 3agauu
— Hex-editor
—  ®awun robots.txt
— .svn - vulnerability
— Toolchain: ping/nslookup/traceroute

ApbikoB HukuTta, nikita.arykov@gmail.com
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YUT CodeGate 2012

Mbl 3aHanm 102 mecTo
Pa3nenbl 3agayv:

« Vulnerability(SQL-Injection)
» Binary(Disassembly)
i » Network

e Misc
Coann F100, F200, M300, B100

| W——

* Forensics(KoMn.KpUMNUHaNNUCTUKEo:

Bcero 6b61no 3apernctpnpoBaHo 472 komaHabl
Tonbko 182 komaHabl caano xoTs 6bl 0gHY 3agadvy

99 || i@. ||[Enforcer 800
100] :e: [[Kroot [s00 |
|101]|EE | TwoSixNine [s00 |
|102] || _bs__ 700 |
103 :9; ||ColdTigers [700 |
|104]| B [DigRev [700 |
[105]) :6: [[yoona [700 |
16| :; ||CASPER [700 |
107) :6: [[Yeotgarak [700 |
|108|| B [BrookiyntOverl ||700 |
109 s ||COBAKA 600 |

test 600 |
|111] :e [[PooiC 600 |
D=
113‘ ., ‘helloworld !600 ‘
114)| ; ||IS_Team1 l6oo |
115 @ [Kbb_ Is00 |
116 [InterCEPTeam 500 |
117]/ B8 |skSerz 500 |

[




Forensics 100

YcnoBue:

[NaH «backup» cuctembli(\Windows7)

M3BEeCTHO, YTO C KOMMNblOTEPA ObIN YKpaaeH Excel
OOKYMeHT. Heobxoanmo HauTu NOSHbIN NyTb A0
OOKYMEHTa U ero pasmep.

PelwleHue:

Haxogum dpaunel ¢ pawumpeHmem Xxlis;
Cpa3sy bpocaetca B rnasa gpaurn
[Top-Secret] 2011 _Financial _deals.LNK
Camoro dpaunna B «backup» HeTy :(




Forensics 100

LNK — 00bI4HbIN apnbik(shortcut) B
windows(aHarnor B Unix symlink);

Ecnn nocmMoTpeTb ero CBOUCTBA, TO pa3mep
McxogHoro goamna He dyaeTt BUAOEH;

buHapHbIN popmMaT MMEET OTKPLITYIO crieunduKkauuto
[IMS-SHLLINK]: Shell Link (.LNK) Binary File Format:




3.1 Shortcut to a File

p 1out of 2 rated this helpful  Rate this topic

| This section presents a sample of the Shell Link Binary File Format, consisting of a shortcut to a file with the path "C:\test\a.txt".
The following is the hexadecimal representation of the contents of the shell link.

x0 x1 x2 x3 x4 x5 x6 x7 x8 x9 XA xB xC xD

0000 4C 00 00 00 01 14 02 00 00 00 00 00 Cco 00 00 00
0010 00 00 00 46 9B 00 08 00 20 00 00 00 DO E9 EE F2
0020 15 15 Cc9 01 DO EQ EE F2 15 15 c9 01 DO E9 EE F2
0030 15 h Cc9 01 00 00 00 00 00 00 00 00 01 00 00 00
0040 00 00 00 00 00 00 00 00 00 00 00 00 BD 00 14 00
0050 1F 50 EO 4F DO 20 EA 3A 69 10 A2 D8 08 00 2B 30
0060 30 9D 19 00 2F 43 3A 5C 00 00 00 00 00 00 00 00
0070 00 00 00 00 00 00 00 00 00 00 00 46 00 31 00 00
0080 00 00 00 2C 39 69 A3 10 00 74 65 a3 74 00 00 32

CreationTime: (8 bytes, offset 0x001C) FILETIME 9/12/08, 8:27:17PM.
AccessTime: (8 bytes, offset 0x0024) FILETIME 9/12/08, 8:27:17PM.
WriteTime: (8 bytes, offset 0x002C) FILETIME 9/12/08, 8:27:17PM.
FileSize: (4 bytes, offset 0x0034), 0x00000000.

IconIndex: (4 bytes, offset 0x0038), 0x00000000.

Kakon makcumarnbHbIM pasmep
danna MoxeT ObITb NPU 3TUX
NAHHbIX?




Hex-editor

1 Byte — 8 bit, moxeT npuHumaTb ogHO 13 278 =
256 3Ha4YeHuw.

1 Byte ~
2 Byte ~

0x00, OxFF], . =1[0,259],..

0x0000, OXFFFF] _ =1[0,65535]

Hex-editor — npunoxeHne ana peaakTmpoBaHuUs
OAHHbIX, B KOTOPOM AaHHble NpeacTaBrieHbl B
«CbIpOM Buae»(raw) — Kak
nocniegoBaTeflbHOCTb OanNTOB.

Mbl ncnonb3oBanu 010 editor, Tak ke ecTb U

apyrue, Hanpumep, OCTaToO4YHO MOMNyNsAPHbIN
WIinHEX
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\Workspace & X | [Top-Secret]_2011_Financial_deals.LNK @ |

. Open Files ! 0 1 2 3 4 S5 & 7 & 9 A B C D E F 0123438789ABCDEF
¥ Favorite Files 0000n: 4C 00 00 00 01 14 02 00 00 00 00 00 CO 00 00 00 L....eeeo... A...

~? Recent Files 0010n: 00 00 00 46 8B 00 00 00 20 00 00 00 5D 6C B6 BC  ...F<... ...]1
*" Bookmarked Files 0020n: 48 E9 CC 01 5D 6C B6 BC 48 E9 CC 01 66 09 E5 E1 Heél.]lqHéI.f.44
0030n: 7E 70 c9 01 ERNETEGEEEE oo oo 00 00 01 00 00 00  ~pE.GENN........
0040n: 00 00 00 00 00 00 00 00 00 00 00 00 CF 01 14 00 | .covueevennn. i...
0050n: 1F 50 EO 4F DO 20 EA 3A 69 10 A2 D8 08 00 2B 30  .PaOP &:i.c¢@..+0
0060n: 30 9D 19 00 2F 43 32 5C 00 00 00 00 00 00 00 00 0.../C:\eveuo...

0070n: 00 00 00 00 00 00 00 00 00 00 00 52 00 31 00 00 | .ueeeenann. R.1
0080n: 00 00 00 4C 40 F6 2C 10 00 49 4E 53 49 47 48 54 ...L@3,..INSIGHT
0090n: 00 3C 00 08 00 04 00 EF BE 4C 40 EO 2C 4C 40 F6 | .<..... i%L@a, Les
00AOR: 2C 2A 00 00 00 4D D3 00 00 00 00 05 00 00 00 00 ,*...MO.........
00BOh: 00 00 00 00 00 00 00 00 00 00 00 49 00 4E 00 53  .....eueen.. I.N.5
_ - 00COn: 00 49 00 47 00 48 00 54 00 00 00 16 00 5A 00 31 .I.G.H.T..... z.1
(5 Fies | |/ Explorer 00DOR: 00 00 00 00 00 4C 40 F8 2C 10 00 41 43 43 4F 55 | ..... L@z, . .ACCOU
Inspector 8 x| |00EOn: 4E 7E 31 00 00 42 00 08 00 04 00 EF BE 4C 40 F4 N~1..B.....i%L@4
0OFOh: 2C 4C 40 F8 2C 2A 00 00 00 4E D3 00 00 00 00 06 | ,L@z,*...NO.....
Type Value *||o100n: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 41  .cvuveevnenennnnn a
Signed Byte 80 0110n: 00 63 00 63 00 6F 00 75 00 6E 00 74 00 69 00 6E | .c.c.o.u.n.t.i.n
Unsigned Byte 80 =|| |0120n: 00 67 00 00 00 18 00 S5E 00 31 00 00 00 00 00 4C  .G..... S b o L
Signed Short 9296 0130nh: 40 63 2D 10 00 43 4F 4E 46 49 44 7E 31 00 00 46 @c-..CONFID~1..F
Unsigned Short 9296 0140nh: 00 08 00 04 00 EF BE 4C 40 F7 2C 4C 40 63 2D 232  ..... i%L@=<,Lec—*
Signed Int 0150n: 00 00 00 4F D3 00 00 00 00 05 00 00 00 00 00 00 | ...00...........
Unsigned Int 0160h: 00 00 00 00 00 00 00 00 00 43 00 6F 00 6E 00 66 ......... C.o.n.f
Signed Intbd 2% 0170h: 00 69 00 64 00 65 00 6E 00 74 00 69 00 61 00 6C | .i.d.e.n.t.i.a.l
insened Ingd— 2% 0180h: 00 00 00 18 00 96 00 32 00 50 24 00 00 27 3& 35  ..... ~.2.P$..':5
Elpat 120308 ]e- 1 “||o190n: 22 20 00 SF 54 4F 50 2D 53 7E 31 2E 58 4C 53 00 " . TOP-S~1.XLS.
(7] Auto Variables | [f¥] Bookmarks  » |01m0n: 00 7A 00 08 00 04 00 EF BE 4C 40 F9 2C 4C 40 F9  .z..... i%L@u, Lea

FileSize(4 bytes, offset 0x0034), 0x00000000;
0x00002450=9296 — pa3mep pauna(zanmuce 6antoB B 06paTHOM NMopsake)
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\Workspace B X | Startup - | [Top-Secret]_2011_Financial_deals.LNK & |
. Open Files 0 1 2 3 4 5 6 7 & 2 & B C D E F 01234567293ABCDEE
“¥ Favorite Files 0000nh: 4C 00 00 00 01 14 02 00 00 00 00 00 CO 00 00 00 Luvueeeeennn. A..
4_? Recent Files 0010n: 00 00 00 46 8B 00 00 00 20 00 00 00 5D 6C B6 BC ...F<... ]1111
** Bookmarked Files 0020n: 48 E9 CC 01 5D 6C B6 BC 48 E9 CC 01 66 09 E5 E1  HéI. ]IMeI £.84
0030h: 7E 70 C9 01 00 00 00 00 01 00 00 00 ~pE.EMN........
0040h: 00 00 00 00 00 00 00 00 00 00 00 00 CF 01 14 00  +uvuvuevonons T
0050nh: 1F 50 EO 4F DO 20 EA 3A 69 10 A2 D8 08 00 2B 30 .PaOP &:i.c¢@. g
0060nh: 30 9D 19 00 2F 43 3A 5C 00 00 00 00 00 00 00 00 0.../C:\........
0070nh: 00 00 00 00 00 00 00 00 00 00 00 52 00 31 00 00  ..oeuveueennn. R.1
0080n: 00 00 00 4C 40 F6 2C 10 00 49 4E 53 49 47 48 54 L@s, . . INSIGHI
0090h: 00 3C 00 08 00 04 00 EF BE 4C 40 EO 2C 4C 40 F6 .<..... i%L@a,Le¢
00AOh: 2C 2A 00 00 00 4D D3 00 00 00 00 05 00 00 00 00 ,*...MO.........
00BOh: 00 00 00 00 00 00 00 00 00 00 00 49 00 4E 00 53  ...ueuvenen. I.N.S
: 00COn: 00 49 00 47 00 48 00 54 00 00 00 16 00 SA 00 31 .I.G.H.T..... ZA
(5 Fies | -7 Explorer ‘Template Results - LNKTemplate.bt
lmem & X Name Value Start Size Color
4 struct ShellLinkHeader sShellLinkHeader Oh 4Ch Fa: Bg:

Type Value 1= DWORD HeaderSize 76 oh 4h Fg: Ba:
Signed Byte 80 > BYTE LinkCLSID[16] i 4h 10h Fg:  Ba:
Unsigned Byte 80 = I> struct LinkFlags sLinkFlags 14h 4h Fa: Ba:
Signed Short 9296 > struct FileAttributes sFileAttributes 18h 4h Fg:  Ba:
Unsigned Short 9296 L2 FILETIME CreationTime 02/12/201205:39:43  1Ch sh Fg: Bag:
Signed Int 9296 FILETIME AccessTime 02/12/201205:39:49  24h gh Fg: Ba:
Unsigned Int 9296 FILETIME WriteTime 01/07/2009 04:17:41  2Ch sh Bg:
Signed Intb4 9296 _——I
UnsignedIntb4 9296 DWORD IconIndex 4h Ba:

Float 1.302647e-41 b DWORD ShowCommand SW_SHOWNORMAL 3Ch 4h Fg: Bg:
(& Auto Variables | [f] Bookmarks  » POy 0 I o Fo:  Ba:

EcTtb nnarnH kotopbin noHUMaeT dpopmat .LNK
LNK Template http://blog.didierstevens.com/2010/08/08/quickpost-2-Ink-tools/




daunn robots.txt

CTtaHgapT ucknodeHumn ans pobotos (robots.txt) —
doann orpaHn4YeHnsa OocTyna K CoOaepXMmMomy
nomnckoBbIM poboTam Ha http-cepBepe. Pann gormkeH
HaxoanTbCA B KOpHe canTa (TO eCTb UMETb NYTb
OTHOCUTENbLHO MMEHN canTa /robots.txt).

ilcnonb3oBaHue:

3anpeT goctyna pobota googlebot k katanory /private/:

User-agent: googlebot
Disallow: /private/

3anpeTt gocTyna Bcex poboToB KO BCEMY CaunTy:

User-agent: *
Disallow: /




daunn robots.txt

Cnepyowmn npuMmep AaeT SBHYH NOACKa3Ky Xakepy

User-agent: *
Disallow: /admin/
Disallow: /secret/

kennyaraums
« http://mail.ru/robots.txt
« http://en.wikipedia.org/robots.txt




daunn .htaccess/.htpasswd

.htaccess (oT. aHrn. hypertext access) — doann
OOMNOSTHUTENbHOW KOHMUrypauumn Beb-cepBepa
Apache, a Takke nogobHbIX eMy CEPBEPOB.
[lo3BONSEeT 3agaBaTtb OOMNbLLUOE KOSIMYECTBO
OOMNOSTHUTESNBbHbLIX NAPaMETPOB N Pa3peLLEHNN
Onsi paboTkl Beb-cepBepa B OTAENbHbIX
KaTanorax (nankax), Takmx Kak ynpasndembii
OOCTYN K KaTtanoram, nepeHasHavyeHne TUnos
doannoB n 1.4., 6€3 NSMEHEHUS TMaBHOIO
KOH(UrypaunoHHoro gauna.

I'1AHanor robots.txt(ncnonb3oBaTb aHaNoOrM4yHoO)

—— = .




.svn - vulnerabillity

B cnuny ocobeHHOCTEN apXUTEKTYpPbI, Subversion
XPaHUT B KaXXO0W OUPEKTOPUN MPOEKTA CBOU
MeTadpaunnbl, akKypaTHO CITOXXEHHbIE B
CKPbITYIO ANPEKTOPULIO .SVN.

TamMm HaxoauTca MHpopmMauma O pacnofioXXeHumn
PENO3UTOPUSA, pasmMmepe pannos, AaTbl UX
M3MEHEHUSA U INTOTMHbI NONb30BaTENen,
paboTaroLmnx Hag NPOEKTOM.

JKkcnayaraums

http://site.com/.svn/entries
http://site.com/.svn/text-base/index.php.svn-base

.




.svn - vulnerabillity

HeMHOro ctTatTUCTUKWA:

[1IpockaHMpoBaHO AOMEHOB: 2253388
Yassumbix: 3320
B nx uncne cantol Yandex, Rambler, Opera...

[1lpnymnHa

Mcnonb3yeTca svn checkout BMecTo svn export, B
crnencTeue Yero nosb3oBartenb N3BHe obnagaer
npaBamMu gocTyna K pannam

IIIMoxxHO oobaBuTb B Haw Filter 6besonacHocTU

Ccblrika
http://habrahabr.ru/blogs/infosecurity/70330/

.




ping

ping — yTuUnuTta ansg npoBepKu coeanHeHnn B

ceTsx Ha ocHoBe TCP/IP;
[lpakTnyeckoe ncnonb3oBaHUe

Mo>xHo y3HaTb |IP-agpec no JOMEHHOMY MMEHMW.
Mo>XHO y3HaTb, paboTaeT nu cepsep.

C:\Users\daredevil>ping va.ru

Pinging va.ru [87.250.250.3]1 with 32 bytes of data:
.250.250.3: bytes=32 time=240ms TTL=51
.250.250.3: bytes=32 time=273ms TTL=51
.250.250.3: bytes=32 time=248ms TTL=51

.250.250.3: bytes=32 time=246ms TTL=51

Ping statistics for 87.250.250.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss>.
Approximate round trip times in milli—-seconds:

Minimum = 240ms, Maximum = 273ms, Average = 251ms




Ping of Death

Ping of death — T1n ceteBon ataku, npmn KOTOpPoOu
KOMMbIOTEP-KEPTBA Nony4yaeT ocobbiMm ob6pasom
nogaenaHHbIn 9X0-3anpoc (ping), nocne KoToporo oH
nepecTtaeTt oTBeYaTb Ha 3anpockl Boobule (DoS);

Mo ctangapty RFC 791 IPv4 cymmapHbin 0O0bem
nakeTa He MOXET npeBbIaTbh 65 535 6aunT;

[Tpumep
ping -I 65500 example.com
http://en.wikipedia.org/wiki/Ping_of death




DNS

DNS (Domain Name System) — komnbtoTepHas
pacnpeneneHHas cuctema gngd nonyvyeHus
MHopMaL MM o JoMmeHax. Halle Bcero
ncrnonb3yeTca ang nonydyeHuna |IP-agpeca no
MMEHN XOCTa.

3anucu Tnn A (ARECORDS)

3anucb TMna A No3BonseT yCTaHOBUTb
COOTBETCTBME MEXOY MMEHEM XOCTa B OMEHE
n ero |IP-agpecom. Hanpumep, ecnu Bbil
XOTUTE, YToOBLI Mycomputer.yourdomain.com
ykasblBana Ha Balwl gomaluHum KoMnbloTep

(KOTOPbIN UMEET agpec, Hanpumep,
192.168.0.3); —




DNS

3anucu cepeepa UMeH (NS)

3anucu tmna NS (Name Server - cepBep MMEH)
onucbliBatoT authoritative DNS-cepBepbl ans
OAaHHOro AoMeHa.

3anucu MX

3anucb Tuna MX (Mail Exchange - no4ToBbIN
cepBep) onpenensieT NoYTOBbLIN CEPBEP -
MaLLWHY, KoTopasa obpabaTbiBaeT no4vTy ans
BaLLlero goMeHa.




nslookup

nslookup (name server lookup) — yTunura,
npegocTaBnatoLas nonb3oBarTento UHTepdenc
KOMaHOHOW CTPOKU anga obpawleHusa Kk cucteme DNS

:\Users\daredevil>nslookup
Default Server: UnKnown
Address: 192.168.43.1

. »:  UnKnown -
Address: 192.168.43.1 IP a,l:l,peCOB y>Ke .
_ BorbLle YemM C NOMOLLbIO ping
on—authoritative answer:
a.ru nameserver nsl.yandex.ru

a.ru nameserver = nsS5.yandex.ru
> set g=MR

UnKnown
192.168.43 .1

on—authoritative answer:

a.ru MZ preference = 10, mail exchanger = mx.yandex.ru

: UnKnown
Address: 192.168.43.1

on—authoritative ansuwer:

ya.ru
es: 87.250.250.3

?7.88.21.3
213.180.204.3
213.180.193.3
923.158.134.203
23.158.134.3
87.250.251.3
87.250.250.203



nslookup

C:\Users\daredevil>nslookup
Default Server: UnKnown
Address: 192.168.43.1

e set d2 - BkntovaeTr

> mail.ru

hadoss: 195 168.43.1 AONOJIHUTENbHYIO
OTNago4Hy0 MHGOPMaLMIO

SendRequest()>, len 25
HEADER:
opcode = QUERY, id = 2, r»code = NOERROR
header flags: query, want recursion
gquestions = 1, answers = [0, authority records = 0, additional

QUESTIONS =
mail.ru, type = A, class = IN

answer (89 hytes):

HEADER:
opcode = QUERY, id = 2, rcode = NOERROR
header flags: response, want recursion, recursion avail.
gquestions = 1, answers = 4, authority records = 0, additional

QUESTIONS :
mail.ru, type = class IN
ANSWERS :
-> mail.ru
type = A, class = IN, dlen = 4
internet address = 94.100.191.204
ttl = 46 (46 secs)
mail.ru
type = A, class = IN, dlen = 4
internet address = 94.100.191.201
ttl = 46 (46 secs)
mail.ru
type = A, class
internet addres
ttl = 46 (46 se
mail.ru
type = A, class = IN, dlen = 4
internet address = 94.100.191.203
ttl = 46 (46 secs)

= IN, dlen = 4
94.100.191.202

s =
cs)

Non—authoritative answer:

Name = mail.ru

Addresses: 94.100.191.204
24.100.191.201
94.100.191.202
24.100.191.203




traceroute

Traceroute — 310 crny>xebHasa KOMMbOTEPHAA
nporpamMmma, npegHasHavyeHHas ans
onpeaeneHnsa MapLUpyToB clieaoBaHUS
naHHbIX B cetax TCP/IP;

B windows Ha3biBaeTcd tracert

C:\Documents and Settings\Administrator>tracert ru.wikipedia.org

TpaccupoBka mapuwpyTa K rr.esams.wikimedia.org [91.198.174.2]
C MaKCUManbHbM YWCNOM MNPLOKKOB 30:

1 ms <1 ms
2 ms <1 ms
1 ms 1 ms
1 ms <1 ms

79 ms 79 ms
131 ms 131 ms
131 ms 131 ms
133 ms 134 ms

OOV B W N

TpaccupoBKa saBepuweHa.

<1 ms
<1 ms

4 ms
<1 ms
98 ms
132 ms
131 ms
133 ms

vpn4.kras.gldn [10.10.1.14]

C7684-BRAS4-FTTB.ranetka.ru [80.255.150.41]
C76-External.ranetka.ru [80.255.128.162]
pe-1l.Krasnoyarsk.gldn.net [195.239.173.37]
cat@l.Stockholm.gldn.net [194.186.157.62]
ams-ix.2ge-2-1.brl-knams.wikimedia.org [195.69.145.176]
te-8-2.cswl-esams.wikimedia.org [91.198.174.254]
rr.esams.wikimedia.org [91.198.174.2]




INntepatypa
Kanengoapb CTF http://capture.thefl.ag/calendar/

bonblas Yactb peweHun(eng) http://eindbazen.net/

YacTb pelueHunin(rus)
http://darkbyte.ru/2012/35/codegate-2012-writeup/

http://blog.0x01000000.0rg/2010/08/10/Ink-parsing-you
re-doing-it-wrong-i/




