Mo6unbHbIN OpUC rnazaMm neHrecrepa
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NpeaucnoBue

e bBbusHec tpebyer pocrtynHoctu Bcex UT-cepBucos 13
NO60M TOUKMN 3€MHOro wapa m € nrbbiX MOBUIbHbIX
YCTPOMCTB...

¢ Yem 310 MOXKeT 06epHyTbCA?
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OCHOBHbIE TOUYKM BXOAa B KOprnopatTuBHbIE CETU

e Beb-npunoxxeHus

¢ uHTepdencbl yaaneHHoOro agsMMHUCTPUpPOBaHUA

® yaaseHHbIN AOCTYN K CeTH
e

e [locTaBKa NpuUJIo>KeHU yepe3 Beb6-cepBUCHI

e pabouume cTaHUMM NONb30OBaTeNnem
e ©6OecnpoBoaHble CceTH

® cepBuUCbl MHPpPACTPYKTYpPbI (6a3bl AAHHbIX, CTOPOHHUE
NMPUIOXKEHUA U T.MN.)
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CtaHaapTHas cxXxeMa NocTpoeHna koprnopatuBHou UC

e TwvnoBble cUeHapUM aTaku

e Ha Active Directory 5i (
V 3 ¥ K é
e Ha cepBepa ayteHTUdPUKaLUUM
e Ha o6opynoBsaHue ' ill II> l ill II>
e Ha kaHanbl CBA3MU ACS Radlus
Actlve Dlrectory @
e Ha VPN-wno3bl &
P——— A
¢ Ha nonb3oBarensa raedl "
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Kak nencreyer aTaKyrowmm

e ATakymHOLWMM umaeT no NyTm HaMMEeHbLUEero conpoTusJsieHun!

o AapecHan KHura
3. Cnucok gencrtyrowmux (!) ngpeHTudpmkaTopoB
[{ Default Global Address List
G All Rooms
CKpbITb Apyrie CNUCKK agpecoe A
G Al Address Lists

G All Contacts

& All Groups
TR Al Licare
KoHTaKThbI
CIOEA T . v
1. Cnnucok naeHTUPMKATOpPOB 4.
2. Nepebop
[y sosronc
‘ —
 —— Prians by Aammest Canangs Sarvar 2003

3. Bepudmkauusa poctyna;
nepebop AencTBYOWMNX nAeHTU(UKaTopoB T -d
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NMpo6sanemMma NnapoJibHOM 3aLLUTDbI

° BoJsiee NoO/I0OBUHbI Nosib3oBaTtenen B POCCUUCKUX

KOMMNaAaHNAX MCNosib3yroT LIMCI)pOBbIe napojim
http:/ /www.ptsecurity.ru/download/PT-Metrics-Passwords-2009.pdf

eMoNnTUKA C/ZI0XKHOCTU UCNOJIb3YyEMbIX Naposien B
ceTtax Microsoft nMmeeT n3BeCcTHblié HelOCTaTKu

eYemM 60JsibLLE COTPYAHMKOB B KOMMNAaHUN, TEM Bblllue
BEPOATHOCTb YCMNeLwHOM aTakun

e3a nocnepHuve Tpm roaa (!) B xoae nposeaeHusn
TeCTUPOBaHUM Ha NPOHUKHOBEHUE He 6bIJ1I0 HU OAHOIo
c/Qlyyas, Korga He yaaBaJZioCb NOJIy4YnUTb CNMCOK BcCeX
naeHTudpukaropos Active Directory c
MCNOJIb30OBaHMEM YKa3aHHOMN aTakKu
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ArpeccuBHbin pexxuM IPSEC

] Coprtuposka ~ Ysen v XKyphan

~® 500 /udp - Internet Key Exchange

---- 4 MoaobpaH KN4 3aUMLLEHHOTO PEXUME
«««««

..... ﬂOCTYﬂ K VPN

[=l-<® 4500 /udp - NAT-traversal

---- 4 MoaobpaH KN4 3aUMLLEHHOTO PEXUME
---- »  [ocTyneH arpeccMBHbIN PEXUM

----- Loctyn kK VPN
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y [loCcTyneH arpeccHBHbDIN PEXHM

-
N 811’ a1 Ta
~ ‘-.—,?J icanmnnec

BrntoueHa NoAAEpKKa arpeccMBHOr0 PEXMME C NaponbH

Initiator KE :

’ MoaobpaH KU 3aLMLIEHHOTO PeXXHMa




OcHoBHOM pexxum IPSEC

e Pre-shared key u GroupName MoryTt 6bITb
BOCCTAHOBJIEHbl NyTeM nepebopa

e MoryT 6biTb HaAeHbl B CBO60AHOM KOPNOPAaTUBHOM
pocrtyne
e NMoapo6HbIEe MHCTPYKLMM NO HACTPOMUKeE

e CoxpaHeHHble KOH(pUrypaumm

e MoryTt 6biTb NOJIyYEHbI C UCNOJZIb30BAaHUEM APYIrUX
cLileHapueB aTak

~POSITIVE TECHNOLOGIES




YeM onaceH yaaJjieHHbIA AOCTYN K CEeTU

e Kiaccumueckui yaasieHHbIN AOCTYN K CeTU
(IPSEC/PPTP)

e NMonb3oBatenb obnapaer AaAMMWHUCTPAaTUBHbBIMMN NpUuBUIErNdAsMmn B

CBOeM cucreme

e [locTtaBKa npunoxxeHun yepes sBeb-cepsuchbl (eq Citrix)
e NMonb3oBartenb obnapaer NnokasibHbIM AO0CTYNOM K OC

e NMonb3oBaTesib MOXKET pacClWMpUTb CBOU 3HAHUSA O CyLLEeCTBOBaAHUM

BCeX ony6/IMKOBaHHbIX NMPUJ10XKEeHNAX
e NMonb3oBaTesib U3 OAHOMN TOUKMN MOXKET MNOoJIy4YMTb CETEBOMN AOCTYN K
Nno6bbIM onNy6/IMKOBaAHHbIM NPpUIOXKEeHUAM (B calyyae OTCYTCTBUSA

npaBuibHOU pUnbTpaLmn)
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Citrix Jailbreak (1/2)

e CywecrByer100m1 " 0 e

cnocob6! e
Savein: [[i2 Desktop =~ O @
b’ E__’]My Documents
£ :} My Computer
My Recent ‘:J My MNetwork Places
Documents
(4
Desktop
My Documents
My Computer
4 . Motepad E
1@ Startup 4 SIS File name: |she||. bal :J Save I
Places
¥ & Internet Explorer Save as type: | Test Documents (*.tst) | Cancel I
Encoding: I ANSI L'
4
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Automatic Exploitation

Reconnaissance

FileSystem Links

Common Dialogs

Application Handlers

Browser Plugins

J./ / TRAL.TTd.CREU.TTCL] VU IITUUWS
V
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iKAT V - Vengenance Edition

Released at Defcon 19 - Las Vegas.
"Cry havoc and let loose the dogs of
var."

iKAT was designed to aid security
consultants with the task of auditing the
security of internet Kiosk terminals.

iKAT is designed to provide access to the
underlying operating system of a Kiosk
terminal by invoking native OS
functionality.

This tool should be (and is) used by
Kiosk vendors/developers/suppliers to
test the security of their own Kiosk
products.

Donate to iKAT!

The IKAT project is 100% donate-
ware, everything is donated, from
the hosting to the trusted CA
code signing certificate. We
allways need help in the form of
extra donations to continue the
project, so if iIKAT helped you
compromise a Kiosk, or you simply
love the concept and want to
donate, please do..

Donations can be made by clicking
HERE, or on the "Donate Now" link
in the nav.. Help keep iKAT
available, free and well stocked
with Oday.

~POSITIVE TECHNOLOGIES

[eA] C\Program Files\Microsoft Office

C:\Documents and Settings\
akadoNadminad

C:\Documents and Settings\

Windows IP Configuration

Host Name . . . . . .
Primary Dns Suffix .
Node Type . . . -

IP Routing Enabled. .
WINS Proxy Enabled. .
DNS Suffix Search List

Ethernet adapter Local Ard

Connection—specific DN§
Description . . . . .
Physical Address. . .
DHCP Enabled. . . . .
IP Address. . . . . .
Subnet Mask . . . . .
Default Gateway . . .
DNS Servers . . . . .

C:\Documents and Settings\




Pe3omMe

® YpaaneHHbIM AOCTYN K KOpNnopaTMBHOMW CeTu uepes
JIErMTUMHbBIN KaHa/1 OYeHb NpUBJIEeKaTesIeH C NO3ULUUN
aTaKkywlulero

e OCHOBHbIE HEAOCTAaTKMU NPU OpraHn3aummn yaasieHHoro
AOCTYNna K KOprnopaTuBHOM CeTH

e Micnonb3oBaHue naposien, BMecTto umcdpoBbix cepTudpunkaTon
e NMoBCceMecCcTHOE UCNoJib30BaHUe HeCTouMkux naponeu (1)

e OTcyTcTBME 6€30NacCHOMN CerMeHTauum ceTu

e HepocratoyHoe pa3rpaHM4YeHMe CeTeBoro AocrTyna

o OTCVTCTBVIe MOHUTOPMNHIa aHOMAaJZIMMN M HaYana atakm
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Cnacmbo 3a BHMMaHue!
Bonpochl?

devteev@ptsecurity.ru
http://devteev.blogspot.com/
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