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3agaduv no obecne4vyeHuro
6e3onacHocTtn Exchange 2003

« 3awmTa cepBepa Exchange oT BHELWHUX yrpo3

« 3aluuTa NoYTOBbLIX ALWMKOB rMosib3oBaTenen ot
HeXxenaTernbHOM NOYTbl N BUPYCOB

» Obecne4vyeHne besonacHom paboTbl KITMEHTOB U
nepenadun gaHHbIX, ayTeHTUdMKaALMS Npu
paboTe co cnyxbamun Exchange

« Obecrne4veHne H6e3onacHoro
aaAMUHUCTPUPOBaHUA cepBepoB Exchange

« ObecneyeHne BbICOKOM OOCTYMHOCTU CIyX0
Exchange
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3alinta OoT BHELLUHUX Yyrpo3

 TpebytoLwmne BHUMaHNS yrpo3bl

— YA3BMMOCTM KOda ornepaumnoHHON CUCTEMBI,
cepBepa Exchange n otaenbHbIX Cnyxo

— YA3BMMOCTW, CBA3aHHblE C HEBEPHOM
KOH(Urypaumneun cepeepa Exchange

— ATaKku Ha nopThkl onepaunoHHON CUCTEMBI U
cepsepa

— ATaku Ha oTKa3 B 00CIy>XnBaHUN, CBA3aHHbIE
C pasnuyHbiMn cnyxbdammn Exchange
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3alinta OoT BHELLUHUX Yyrpo3

* Y93BMMOCTM KOOA U HEBEpPHAasi KOHdUIypauus

— MoHUTOPUHI BO3MOXHbIX Yrpo3 cpeacteamm Microsoft
Baseline Security Analyzer

— Pabota ¢ nHdopmaumen, npegoctaBnaemMon Ha
cauTe Pabota c
nHdopmaumen, npegocrasndemMomn Ha canTe
www.microsoft.com/technet/security, a Takke

— CnepgoBaHne pekomeHaaumam gokymeHTta «Exchange
Server 2003 Security Hardening Guide»

— CBoeBpeMeHHasi yCTaHOBKa CEPBUCHLIX MaKeETOB U
Tpebyembix 3annaTtok cpeacrtsamu Microsoft Software
Update Services unu Microsoft Systems Management
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3alinta OoT BHELLUHUX Yyrpo3

* ATaku Ha onepaunoHHY CUCTEMY

— 3awmTa cepBepoB Exchange nocpencrtsomMm co3gaHus
MHppacTpykTypsbl Front-End/Back-End cepsepos

— CospgaHne eguHON TOYKM BXoda B CeTb And
9JTIEKTPOHHbIX COObLLIEHN AN YNPOLIEHNE
MOHUTOPUHra n obecnevyeHnsa 6e3o0MnacHOCTU CUCTEMBbI

— 3aluTta nyTem Ncnonb30BaHUA MEXCETEBOIO dKpaHa
TMna Microsoft ISA Server 2004 ¢ nybnukaunemn
TONbKO TpebyeMbix Ansa padboTbl cepBepa Exchange
NoOpTOB
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3alinta OoT BHELLUHUX Yyrpo3

* PekxomeHgyemasa KoHdurypauus cuctemMol

— Firewall 1 nponyckaeT TonbKo BHELUHWE

3anpocskl K nopty SMTP (25), HanpaBneHHbIe
no agpecy ISA Server

— |SA Server nyonukyet nopt SMTP CepBepa
Front-End .

Active
.~ Directory

' Firewal "’2 ¥ L
ISA server Front-end Back-end
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3alinta OoT BHELLUHUX Yyrpo3

 [1ns obecneyeHnss besonacHoOCTU cryxo
Exchange pekomeHgyeTca MUHUMU3NPOBATL
KONMUYEeCTBO CIyXb

* [1ormKHbI BbINOMHATLCSA TOMBKO TE CNyXObl,
KOTOpble TpebytoTcs Ansa obecneyeHns
Tpebyemoun yHKLMOHaNbHOCTH

* Bo3mMoXXHa HacTpounka BPpyYHY Unu
MCNosib30BaHMe pekoMmeHaauum n WwabnoHoB
nonuTuK 6esonacHocTn n3 «Exchange Server
2003 Security Hardening Guide» gns
aBTOMaTu3aLUun HaCcTpPOUKN De30MacHOCTU
Crnyx0
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3alinta OoT BHELLUHUX Yyrpo3

* Cnyxobl, Tpebyemble ana Front-End OWA

Cnyxba

Exchange Routing Engine
IPSec Policy Agent

IS Admin Service

World Wide Web Publishing
Service

2005

PyHKUMOHANBHOCTb

Provides Exchange routing
functionality

IPSec filter on the Outlook Web
Access server

Required by MSExchange routing
engine

Required for client communication
with Outlook Web Access front-end
servers



3aliuta OT BHELUHUX Yrpo3

« Cnyx0bl, Tpebyemble ans Back-End

Cnyxo06a

Exchange Information Store

Exchange Management

Windows Management Instrumentation
Exchange MTA Stacks

Exchange System Attendant

Exchange Routing Engine

IPSec Policy Agent
IS Admin Service

NTLM Security Support Provider

SMTP
World Wide Web Publishing Service

[SA VAV

PYHKLUMOHANIbHOCTb

To access mailbox and public folder stores
For message tracking

For Exchange management

For Exchange maintenance to run

For Exchange maintenance and other tasks

To coordinate message transfer between
Exchange servers

To implement IPSec policy on server
For MSExchange routing engine
For System Attendant

For Exchange transport

For communication with Outlook Web
Access front-end servers



3alimTta NoYTOBbIX ALLUKOB

« Tpebylowme BHUMAHUSA yrpo3bi:

— 3arnosiHeHne NoYTOBbLIX SLLUMKOB HeXenartesibHOu
noyTon (Cnamom), YTO NPUBOAUT K CHUXKEHUIO
npon3BoANTENBLHOCTU cepBepa Exchange,
nepepacxony ANCKOBOro NpocTpaHCcTBa U
4ype3aMepHOMY UCMOSIb30BaHMIO KaHaIoB CBA3N

— ATaku Ha oTKa3 00cnyXmBaHUs NyTEM OTMNPaBKU
9NEKTPOHHbIX COOOLLEHUA C BOMBLUNMMN BNOXEHUAMMU

— [MonagaHne BMPYCOB pa3nunyHbIX TUMOB B NOYTOBbLIE
ALLIMKU noNib3oBaTenemn, 00bIMHO BMECTE C
BIOXEHUAMU
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3alimTta NoYTOBbIX ALLUKOB

o 3alluTa OT HexxenaTenbHOW NoYThI

dunbTpauus No NOYTOBOMY aapecy OoTnpaBUTENS
dunbTpauus no agpecy nonyvarens

TOHKaga HacTpounka paspeLleHnU Ha NOYTOBbIE ALLMKA
nonb3oBaTenemn, Hanpumep, ¢ BNNIOKNPOBKOW AOCTaBKMU
COOBLLEHUN OT HE aYyTEHTUMDOULNPOBAHHBIX UCTOYHUKOB

dunetpauma coegmHeHumn c cepsepamm SMTP no IP-agpecy
cepBepa-otnpasutens (block lists) Ha ocHoBe cTaHOAPTHbLIX
TEXHONOrMn

OTceB HexenaTenbHOW NoYThLl MO €e CoAepP’KaHUo Ha OCHOBE
BCTpoeHHoro cnam-gpunesrpa Intelligent Message Filtering,
npoctaesngemoro Bmecte ¢ SP1

Ncnonb3oBaHne HoBoro cpeactea Microsoft Outlook 2003
Junked E-Mail
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‘g Exchange System Manager

%4 Note Net (Exchange)

-J-[3 Global Settings
F Q Internet Message Formats
l < Message Delivery

@ Mobile Services
{1 Recipients
D Administrative Groups
First Administrative Group

MPsﬁage [)ehvery Properties
RecipientFitering | Details
General | Defauts | SenderFi
EbckLis@Servf Cunﬁg:auon
fRue

3 ExcH

-1 System Policies
-1 Routing Groups

Add, I Edit...

Configure an exception list to the block
service rules.
(Global Accept and Deny List Configurat

Configure IP address lists for accepting|
 denying e-mail from a specified IP addre

Message Delivery Properties

General | Defauts | SenderFiteing | Connection Fitering l
Recipient Fiteiing | Details Inteligent Message Fitering
Configure spam confidence level (SCL) thresholds. Selecting a lower

number for the SCL rating blocks more messages that could be unsolicited
C cial e-mail [UCE), but it also increases the likelihood of false

- Gateway Blocking Con_ﬁgu@ﬁon
Set the threshold for blocking UCE on gateway servers.

Block messages with an SCL rating greater than or I I
equal

No Action l

Store Junk E-mail Configuration
Set the threshold for maving UCE to a user's

Move messages with an SCL rating greater than or
equal to:

l Exchange System Ma... (% C:\Program Files\Exchst... I



3alimTta NoYTOBbIX ALLUKOB

« 3awnTa OT aTakm Ha oTKa3 0bCnyXMBaHUA

— HacTtponka rnobarnbHbIX NapamMeTpoB opraHn3aumm
pasmepa NpMHUMaeMbIX COODLLEHNN

— HacTtponka napameTtpoB otaernbHoro Exchange SMTP
Virtual Server

— HacTpouka napamMeTpoB NOYTOBOIO ALLUKA
nonb3oBartengd

— MOHUTOPUHI COCTOAHMSA CHETHNKOB
NPON3BOANTENBLHOCTN cepBepoB Exchange
BCTPOEHHbIMU cpeacTBamu, cpeactsamm OC
Windows Server unm npu nomoLm apyrmnx
nporpaMMHbIX NpPoayKToB, Hanpumep Microsoft
Operations Manager Server 2005
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3alimTta NoYTOBbIX ALLUKOB

e 3awmTa oT BUpPYCOB, NepenaBaeMblX NMNOCPEACTBOM
BITOXXEHWUN

— 3anpet OTKPbITUS BNOXEHUSI Pa3nnUYHbIX TUMNOB HA CTOPOHE
knmeHTa Outlook

— HacTtpounka pabotbl Outlook B pexunme 30HbI Restricted Sites n
yCTaHOBKa A8 3TOW 30Hbl MakCUMarsibHbIX OrpaHU4YeHN NO
b6e3onacHoCcTH

— ABTOMaTM4eckas brnokmpoBka BnoxeHun npu nyonukaumm SMTP
Server cpeacteamu ISA Server ¢ npumeHeHnem SMTP Filter

— Wcnonb3oBaHMe aHTUBUPYCHLIX cucTeM napTHepoB Microsoft,
pa3paboTaHHbIX crieymansHO ans ncnosb3oBaHus ¢ Exchange, a
TakXXe Ha CTOPOHE KIMMEHTOB

— O0y4yeHmne nonb3oBaTenemn
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B= Microsoft Internet Security and Acceleration Server 2004

Microsoft* =
Internet Security &
Acceleration Server2004
- Standard Edition
{4 Firewal Policy
Virtual Private Networks (VPN) ' Application Filters
;= Configuration

Mame =
SMTP Filter Properties

General | Keywords | Users / Domains  Attachments l SMTP Commands |

Email containing the attachment categories you add here will be
deleted, held, or forwarded. '

add. || Ede. | Remoe | 3] %]

Install the Message Screener to use this functionality. Help about the
Message Screener.

Add-ins

IVendor |Version |
¥ Enable this rule

Attachment properties :
Apply action to messages containing attachments with one of these

: -
—

* Attachment name:

" Attachment extension:
Example: .exe

" Attachment size limit (bytes):

— —
| E|[& o0




3alnTa AaHHbIX U
ayTeEHTUUKALNA KITMEHTOB

» Tpebytoume BHUMAHNA Yyrpo3bl

— [lepexBaTt KOHQUAEHUMANbHbLIX NOYTOBbLIX COODLLEHUI
nonb3oBaTteneun

— [logoenka n moandukaumns coooLeHum

— lNepexBaT Tpaduka npun yaaneHHom pabote
nonb3oBartens ¢ Exchange no npotokonam MAPI,
RPC over HTTP, Outlook Web Access etc

— [lepexBat ayTeHTUPUKaALNM Nonb3oBaTENS NpPU
nogknoveHun Kk Exchange

— [ocTaBka coobLLUEHNN OTNpPaBUTENEN, HE
ABNSAOLLMXCSA Norb3oBatensamm cuctemol (Relay)
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3alimnTa OaHHbIX U
ayTEHTUUKALNA KIMMEHTOB

« [1ns obecne4yeHnsa KOHMPUAEHUNANBbHOCTN Nepegavn n XxpaHeHus
CcoOo0OLLEeHUN

— BHegpeHune nHdpacTpykTypbl OTKpbITOro kntoda (PKI) ans kpuntoBaHms
n umgpposon nognucu (S/MIME)

— Wcnonb3oBaHue npoTtokonioB SMTPS ana 6e3onacHon nepegaym
OaHHbIX Mexay cepBepamu BHYTPU U BHE OpraHmM3aunm

— Wcnonb3oBaHue npotokona IPSec ana obecneyeHnsa besonacHom
paboTbl cepBepoB Front-end/Back-end

— Kcnonb3oBaHue BCTPOEHHOIO pexnma LndopoBaHna nepegasaemMbix
aaHHbIx no npotokony MAPI npn pabote Outlook 2003
« [1na obecrnevyeHna besonacHoro yganeHHoro gocrtyna n sawmTol
ayTeHTndumkaumu

— Wcnonb3oBanue npotokonos HTTPS, POP3S, IMAP4S, VPN
coeIuHEHUN

— Wcnonb3oBaHue npoTtokonoB TLS ans nogaepxku 6esonacHou
ayTeHTUduKauum

— Wcnonb3oBaHne Form-based pexuma ayTeHTUPUKaLUM nonb3oBaTengd
coBMmecTHO ¢ HHTPS gna poctyna k Outlook Web Access
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[lenernpoBaHue

dAOMWHNCTPATUBHbBIX I'IpI/IBI/IJ'IeI'I/II7I

« CTaHOapTHble ponn Npu AenermpoBaHnm c
ncrnonb3oBaHnem Exchange System
Manager Console

— Exc
— Exc
— EXxc

nange Full Administrator
nange Administrator

nange View Only Administrator

* /icnonb3oBaHMe cneunanbHbIX CPeacTB
ESMC n ADSIEdit ona 6onee ToHKOW
HaCTPOMKM AocTyna K obbektam Exchange

Microsoft Ukraine, EnterEx
2005



Obecne4yeHne BbICOKON
OocTynHocTn Exchange

Aicnonb3oBaHMe KracTepHbIX TEXHONOIMN Ans
6e30CcTaHOBOYHOM PaboThI

[TpoekTupoBaHMe CTPYKTYPbI FPYMNN XPaHEHNSA U XPaHUMNWLL
Pe3epBHOE KONMpoOBaHME U HaBbIKWM BOCCTAHOBIEHMS

icnonb3oBaHue cneuuanbHbIX PYHKUUN BOCCTAHOBIIEHUSA
(Recovery Storage Group & Recovery Mailbox Data
Wizard) n ytunnt gna obcnyxusaHuga xpaHunuiy (eseutil,
Isinteq)

MoHUTOPUHI pecypcoB (cBoboagHast NnamMATb, ANCKOBOE
NPOCTPAaHCTBO), NOKa3aTesrien Npon3BoaNTENLHOCTHN,
PaboToCNOCOBOHOCTN U AOCTYMHOCTU CIY>KO N KOHHEKTOPOB

90% cboeB Exchange — oTcyTcTBMEe cBO6OAHOrO AUCKOBOIO
NpOCTpaHCTBa
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