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ok TepMUHbI N onpeaeneHund

* Wb = NlHdopmaunoHHasa besonacHocTb (information security):

— CBOWCTBO MH(OpMauUnUN COXpPaHATb KOH(PUAEHUNANBbHOCTb, LL€JIOCTHOCTb U
AOCTYMNHOCTb. [VcTouHuk: TOCT P NCO/M3K 27001:2006]

 CYWbBb = Cuctema YnpasneHus lHdopmauymoHHon bezonacHocTbHo:
4yacTb 06LWEN CUCTEMbI MEHEAXKMEHTA,
OCHOBAHHaAA Ha MUCMOoJIb30BaHNMN METOAO0B OLEHKU 6M3HeC-pMCKOB

Ana paspaboTku, BHeapeHUns,hpYHKLMOHUPOBAHNSA, MOHUTOPUHIA, aHanun3a,

noAAepXKK U ynydlleHs MHPOPMaLUMOHHOU 6e30NacHOCTU. [UcTouHuk: TOCT P
NCO/M3K 27001:2006]

» AnbrepHatusHoe onpeaenenne CYUB:
— CwucTteMa, ocHOBaHHas Ha ynpaBneHun 6usHec-pucKkamm

— [nsa 3awuTbl akTUBOB (assets) BbI6MpaloTcs U BHeAPSIOTCS COOTBETCTBYOLWME
3aWmMTHbIe Mepbl (security controls)
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L.IF F 3aueM Heobxoaonma CYUDB?

BusHec-pucku cpabaTtbiBatoT, a Bbl 0 HUX gaxe He nogo3peBann?
Bawn napTHepbl He cumTatoT Bac BnonHe HageXXHbIMn?

Balua BHYTpeHHAa nHpopMauma He Bceraa nog KOHTposiem?
Bawwn npoueccekl He coBceM 3penble B obnactn Ub?

Bbl 6onee naccmBHbl YeM NpoakTUBHbI B obnactn Ub?

Y Bac BopytT nantonbi? ©

Nopa BHegpaTb CYUD !
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L,]-" F [lpenmyLLecTBa
===== cepTndpunumpoBaHHou CYUDB

CTaH,EI,apT coaepXKUT pa3yMHyo, BbIBEPEHHYIO NOCI1eJoBaTESIbHOCTb
OENCTBUN, KOTOPYIO BCerga MOXHO noAanpasnTb Nnoa COBCTBEHHbIE HY>Xbl

OpauH pa3 cepTuduLmMpoBaH, NpusHaH Besae!
ExxerogHoe noateepxaeHue ceptudurkaTta nogaepxmBaeT TOHYC




"]FF OcHOBHasa NMpuUYnHa
s cepTudunkaumnm CYNb

« 3akasuuk TpebyeT\NnoBbILLEHNE KOHKYPEHTOCNOCOBHOCTH
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Ckonbko NCO 27001
cepTnunKaTos B Mmpe?

Number of Certificates Per Country ; | o
Macedonia |1 ‘
Japan | 2999* | France [ 12 | Oman - - —
;dia 7 7 441 Iceland | 12 ‘ Peru I.BEIa rus 1
Lus Y- Dalaci |l 12 [
; 5 Standard BS 7799-2:2002 o
TName of the Organization }Country :Ceniﬁcate Number Certification Body ISO/IEC 27001:2005
TietoEnator JLLC Belarus IND82117 SR vanias ISO/IEC 27001:2005
‘ Certification ‘
“USA” = Sfovenia [0 [ RecsRpoaumeee e
Czech Republic 71 | Sweden 9 | Morocq
Hungary | 64 | Slovakia | 6 ‘ Ukrain| _'Ur_"!guay (8 )
Italy 59 : South Africa 6 77‘ _Argent] . \M 3
Poland | 39 | switzerland | 6 | Armen '
~Spain | 35 | Bahrain 5 \ _ Belgium ‘ 1
'Hong Kong |3t Colombia |5 ‘ _Kyrgyzstan ‘ 1
Austria ' 30 | Croatia | 5 | Lebanon IIE
Australia | 2% | Indonesia 5| Lithuania IE
Ireland _: 28 : Kuwait 5 \ Luxembourg ‘ 1
Malaysia | 26 | Bulgaria ‘ B ‘ Macedonia ‘ 1
Brazil ' 21 | Gibraltar | 4 | Belarus ? 1 IJ
Thailand |21 | Norway | 4| mauritius i _f
Mexico | 20 | Qatar |4 | Moldova 1
UAE 18 Sri Lanka || 4 ‘ New Zealand [ 1
Turkey |18 | chile | 3 | uruguay I
Greece 15 | Egypt 3 “ Yemen J‘ 1
s | 15 | Fam | 3| Relative Total | 5333
Netherlands | 13 | =g 3 ‘ Absolute Total \ 5314







Software Engineering Forum

CRF CemenctBo ctaHaaptoB VNCO
i 27000

ISO/IEC 27000:2009(7?) -

ISMS fundamentals and vocabulary

ISO/IEC 27003:2009(?) ISO/IEC 27004:2009(7?)
ISMS implementation Guide | Measurement and metrics
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ISO/IEC 27007:2010 (?)
ISMS Auditor Guidelines




SEF [MTpnHumnel NCO 27001

* [lpoueccHbin noaxon
* Lwnkn PDCA (Plan-Do-Check-Act)




L.I F F [IpoueccHbI noaxon

“ Ynpasngdouiee Bo34encTeme

Bbixoa

M lMpouecc |—)

Pecypcbl T




L}FF [IpoueccHbIM noaxon
——s—— (npumep)

Bxona: YnpaBneHue: npoueaypa

Bbixoa:

- HasesaHwue otaena, «BHYTpeHHnn ayauT»

- MNnaH,
- ImeHa ayamTopos u -CnncoK HECOOTBETCTBUN

ayanpyembilx, -Bceobuiee
- MHdopmaumsa yOoOBIieTBOpeEHNE

ob oTtgene o (satisfaction) ©
| BHYTPEeHHUN [
4 AyouT

Pecypchbl:
-AyauTopbl

-Ayanpyemsble

- OT4eT No ayguty
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SEF Lmkn PDCA (npumep)

[MnaHnpoBaHne AyanTtoB

YcTpaHeHne HECOOTBETCTBUM, |
NaHMPOBaHNE NPEBEHTUBHbIX — ‘
NencTBunmn

OcyuwecTBrieHne

ayauToB

[MpoBepka Ha COOTBETCTBMUE
TpeboBaHnam b




Software Engineering Forum

T ]7  PUCKM — UeHTpasnbHaga TemMa
{:‘.]E‘.}L CYNDB

Mano KTo 3HaeT, YTo ...

3a rog oT nageHns KOKOCOB NOrmbaeTt B AeCATKM pa3
bonbLle nogen, Yem OT akyr
— YacTto Mbl 60MMCS HE TO, YTO HYXHO

My>4nHbl NopaXkaembl MOfTHKEN B 4 pa3a bonee 4acTto
YeM KEHLUVHbI
— B XMn3HW 6bIBAlOT CTPaHHblE 3aKOHOMEPHOCTH

LLlaHC BbIrpaTb B noTepeto 00bI4YHO ~1 13 14mriH.
LLlaHc 3abonetb nTuybum rpunnom 1 ns 100mnH.

— Hawwu oxunaaHuma v ctpaxu 3a4acTtyo nppaumoHasbHbl,
NMoKa HE NpoaHaan3npyellb UX
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117 PUckn - ueHTpanbHasa TeMa
E‘_]:.}L CYNDB

* Puckun HeobxogMMo yunuTbiBaTh
e Pa3sHble pucku gomkHbl 06pabaTbiBaTLCA «MNO-Pa3HOMY»

« CYWB npenocTtaBnsieT HAbop MHCTPYMEHTOB MO YNpaBnNeHUio puckamm
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Sk YnpaBneHune punckamm B CYUDB

 Yrpo3sa - NpuyMHa HeXenaTenbHOro HekTo moxeT npobpaTbes B

NHUMOEHTA, KOTOPbIN MOXET NPUBECTHN ocouC 1 yKpacTb fanTon

K HeraTMBHbIM NOCneacTBUAM Ans
opraHusauum .

*HeT cuctembl goctyna B opuc

YA3BMMOCTb — HEOCTATOK *OTCYTCTBYIOT Kabenu-3amku ans

H(*)OpMaLI,I/IOHHOFO pecypca unu rpynnsbl KOMMbIO

PECypCcoB, KOTOPbIN CNOCOOCTBYET
peanusaunm yrpossol.

HekTo npoHnKHET B opuC 1 ykpaget

Puck - Kom6GuHauusa BepoATHOCTU W”””He OTCYTCTBUA
cpabaTtbiBaHUA Yyrpo3bl YepPe3 YA3BMMOCTb, A-3aMKa

C nocneaylLwmum YpoHOM AN akTUBOB
opraHusaumm

BHeopuTtb B nNpakTuky
NCcnonb3oBaHMe creumanbHbIX
Kabenen-samMkoB Ans BCeX

* 3awmTHasA mepa — AeiCTBS No nopTaTMUBHBIX KOMMbLIOTEPOB
MUHUMU3ALMM pUCKa




ok YnpaBsneHune punckamm B CYUDB

THE ENVIRONMENT




S']‘}F [Ipouecc oueHKN pUCKOB

OnpeaeneHune

AKTUBbLI LLeHHOCTHU
AKTBOB

/

YazBumocTtu

'

Yrpos3bl BeposaTHOCTH

|

KaTteropusauus
pUckKoB
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CRF Cnuncok 3awmnTHbiX Mep (UCO
———— 27002)

[Monutmnka 6esonacHoCTU

P

&

- g
YnpaBsneHne aktnBamm ] [ KoHTponb goctyna

"

YnpaBneHue

HenpepbIBH

4 b 4 N ( Paspabotka,

nepCOHan yl'lpaBJ'IeHI/Ie BHELpEHNE U OCTbIO
OpraHuaa cpeacTeamu obcnyxusaHue

nHdopmauuoH | |OU3Heca
KOMMYHMKaLUK
HA B ° y atl HbIX CUCTEM

dunsnyeckasa | - J VAN
3awumTa 4

YnpasneHnue nHumgeHtamm b

CooTBeTcTBUE TPEDOBAHUSAM




[lpakTUKa
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Sk Boizosbl npu co3paHnm CYUB

HeO6XO,EI,VIMOCTb B YCTaHOBJ1IEHUA CI'IeLI,VICbI/I'-IeCKVIX npoueccoB
— Hanpumep, namepeHmne 3apPeKTUBHOCTU 3aWNTHLIX Mep, ayanTbl No 6e30nacHOCTH

CosgaHne KoMnekTa AoOKyMeHTaumm
— LWabnoHbl, NnpakTuUku, coO6CTBEHHO CaM AOKYMEHTOO60pOoT

HeobxoaumocTb B aBTOMaTU3aLMSA NPOLECCOoB
— Hanpumep, ynpaBiieHNne pUCKOB OUYeHb TPYAOEMKO 6e3 aBTOMaTM3aumm

OpI'aHVI3aLI,VIOHHbIe adCleKTbl

— OTBeTCTBEHHbIE 3a NOJIUTUKU, TPEHUHI NepcoHana, Kak noayynTb
«BOBJ1IEYEHHOCTb MeHeXxMeHTa» (management commitment)

CnoxHbI npoLecc cepTudmkaLmm




CxeMa ®YHKLMOHNPOBAHUA
CYUDB




Software Engineering Forum

QRF [IpuMep onpeaneneHnsa yrpos
LJ 14 v
S=sms N YA3BUMOCTEN

EE Threats and Vulnerabilities : Form

¢ Mn bT pa L" M ﬂ I-I O Filter Settings

Asset Name: Asset Category: Asset Type: Asset Owner:

|D|O CTy I—I H bl M a KT M Ba M ADSL modem [iIcT Access control system A | | Customer

All office equipement Operations Administrative systems Employee

All office infrastructure =z Processes and procedures Backup media — | |ICT Manager
All office laptops Projects Business continuity plan anc Management
All office printers Servers Customer equipment P&N

All office scaners (and all-in-one deWiies E-mail & instant messaging Project manager
All office workstations Employees Site manager

O M p eﬂ. erieHne Crincka et wes ™) mﬂ?::;"z;i:gglndata -
yrp03 ﬂnﬂ Reset Filter
B bl ﬂeﬂ e H H O ro a KT M B a Asset Attributes (for selected asset]

Name: |4l office printers sset Owner: [ICT Manager

Category: [ICT

Type: |Scanners/ printers

OnpepnenexHuve —— ~_Threat for selected Asset
YA3BUMOCTEI, e o

nocpeacrtsom
KOTOpPbIX AaHHasd
yrpo3a MOXeT T

eanM3OBaTbCﬂ :g;;zllso:;vgi:lgs?:arlighl procedures . 1
P List of Vulnerabilities
for selected Threat

QT o T TS S S S ST Y S RV N N G S e SR S W S e
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ES Risk Treatment : Form

— Filter Settings -

1(0-12) [ Low
2 (13-32) | Medium
3(33-64) { High

Reset Filter Risk Rank:

Asset Name: Asset Category: Asset Type: Asset Owner:
ADSL modem A |ICT Access control system | | Customer ~ [ Risk Assessment ]
All office equipement | | Operations Administrative systems — | | Employee =
All office infrastructure —| | Processes and procedures Backup media —| ICT Manager E &
All office laptops Projects Business continuity plan anc Management
All office printers Servers Customer equipment P&N Ricl
All office scaners (and all-in-one devices E-mail & instant messaging Project manager
Al affi b v F ranl M Site_mananer M @

[ Control Implementation ]

— Asset Attributes [for selected asset) -

Grouping

Name: IAII office printers

| Asset Owner. [ICT Manager (® by Risk Rank

Category: [ICT

(O by Treatment Approach
| AssetValue: [1.67 |

Type: |Scanners/ printers

Run Report

| [

— Risk Attributes [for selected risk)

Theft of printout

1D |ThreatName | vulner abilityhame ~
93 Power supply or air conditioning Failure Mo maintenance in place =1
92 Power supply or air conditioning Failure Mot enough knowledge or handling trainings =
90  Power supply or air conditioning Failure Mot Following by right procedures

A ights leak

|€

Likelihood: [

/| Risk Treatment -

E >
|}
Impact Category:[ Financial losses + ] Risk exposure range (E=AVFL¥I): 10,02 Risk Confidentiality
Impact: | Medium (Significant) v | Risk Rank: 1 fm‘ Risk Integrity
Hoh onee amenthiz pecstie) v | RISK. ASSessment attributegsiis

and Treatment Strategy  .comerm

[Treatment Option: Apply Control

Reason for
decision:

Management Decision

All Controls

5.1.1 Information security policy document
5.1.2 Review of the information security policy
6.1.1 Management commjtment to information security

=

v Residual Impact: | Low {Negligible) | | 1,69
Residual Risk Rank:
Residual Likelihood: | Low {Occurrence of event is almost improbable) s | [ 1/ Low
Reason for risk (oo o ontrols' actions are applied.
reduction:
Applied controls

N 11.1.1 Access control policy
= 11.2.2 Privilege management
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SEF OTuern

CTtaHpapT TpebyeT HeEKoTopbIe
obsi3aTenbHbIe OTYETHI

— Hanpumep nnaH no obpaboTke
puckoB (Risk Treatment Plan)

[MonoxeHne 0 NPUMEHUMOCTH
(Statement of Applicability)

BaxxHo gnHamMun4yeckas reHepaums
OTYETOB

HocTyn K nobon nHgopmaunm B
base

Risk Treatment Plan

Software centres
Belarus Software Centre
20039-02-11

Risk Treatment Approach: Apply Control

Risk Name: 306. Employee errors and wrong actions / Not enough knowledge or
trainings

Asset Details

Name Top management
Category Operations
Type Employees

Owner Site rmanager
Asset Value 2

Risk Details

Likefihood High {once a month is possible) ] Risk Confidentiality
Inpact Medium (Significant) [ Risk Integrity
Inpact [ Risk Availability
Risk Exposure Range 12
Risk Rank: 1/ Low

Risk Treatment

Treatment Approach Apply Control
Decision Reason

Residual Exposwre 2
Residual Risk Rank 1/ Low
Decision Reason

Control Name 10.7.3 Inforrmation handling procedures
Status Irplemented
Deadine 2008-09-30
Responsible  Evmenkov Alexey

Reason for Implementation
Reduce Risk

Comments
[Done. Narmed SECS0170 BySC Information exchange policy

Action Plan

page 143659
au
TeteEnator Corporation  Rist TrestmentPlan
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SEF ISMS Portal

* HeobxoamMmo co3aaTth «eQUHYI0 TOYKY BXoda» AN BCEX COTPYAHUKOB
opraHusauum

* ABTOMaTU3NPOBAHHbIN AOKYMEHTOOOOPOT (BEPCUOHHOCTL, workflows)
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ISMS Portal - peanuzauuns

ByDC
ISMS

ByDC Home “ PQ

ICT  HR | \Visits

This Site v| [

Welcome Evmenkov Alexey v f

et

View All Site Content
Documents

= Processes and
Procedures

= ISMS Templates

= Presentations

= Management Materials

= External Security
Audits

Records

= Risk Treatment

= ISMS Audits

= Trainings

ByDC = ISMS

ByGDC Information Security Management System

ByGDC Policy

Protection of company assets as well as protection of customer data is vital to the success of our business. To this end, we have established
an information security management system that operates all the processes required to identify the information we need to protect and

how we must protect it.

Because the needs of our business change, we recognize that our ISMS must be continually changed and improved to meet our
needs. To this effect, we are continually setting new objectives and regularly reviewing our processes.

Company assets and customer data protection is general responsibility of ByGDC management.

Every ByGDC’s employee has a personal responsibility for following all the policies and procedures in scope of ISMS.

ISMS Audits

{

Information security is a well-informed ?
sense of assurance that the information
risks and controls are in balance.

Jim Anderson, Inovant(2002) 3

Links ¥
o BySC ISMS Policy

o STANDARDS: ISO/IEC 27001:2005
and ISO/IEC 27002:2005

o TE Classification Policy

E Add new link

Incident Management Audit ID AuditName AuditStatus  Audit Date {planned) Audit Date (actual) () Lead Auditor () Lead of Auditees # of issues
= By Status

= By Importance

Sum'=38 Announcements -

New version of  11/02/2009 17:40
RTS is comming

e W

= Audited Department : Administrationr(rl)

ISMS Audits
= All Audits
= Planned Audits

Improvement Actions

= All Improvement
Actions

= My Improvement
Actions

Surveys and

Examinations (In

Progress)

= Exam:Key Control
Policy in BySC

= Exam:Clear desk and
dear screen policy in
BySC

= Exam:Information
Security Management

Administration_2008- ISMS Done
10-30 Internal
Audit

[+ Audited Department : HR (1)
# Audited Department : PN&BI (2)
[# Audited Department : Reception (1)

(= Audited Department : TM (1)

TM_2008-10-29 ISMS
Internal
Audit

E Add new item

30/10/2008 14:00

29/10/2008 15:00

Khvalov Prudnikov
Valery Alexander

Sum=5 Sum=1

Khvalov Naskevich Oleg 5 1
Valery

soon! ! New

by

Evmenkov Alexey @

Complete refactoring of RTS software
was conducted.

Next plans:

- new wizard-looking interface

- new functionality (according to
Security Team requests)

Please contact Valery Khvalov or
Alexey Evmenkov for more details.

Security audit by 04/12/2008 15:40
IF has been

successfuly

passed!

by

Evmenkov Alexey

Our customers IF were conducted an
audit on Dec 3rd.

We present them our ISMS, they were

&MMMMMM
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= ) =T = I
 [NokymeHTauusA

e 3anucu
— TpEeHUHI!U
— MeTpuKku
— AyauTel
- N T.40.

* YnpaBneHue
UHUMOEHTaMun

S Portal - npnmMepbl

ByDC

\J

ByDC Home E PQ  ICT HR | Visits

This List q

i

ByDC > ISMS > Processes and Procedures

Processes and Procedures

view Al site cq 2Y2C

Documents F ISMS

= Processes arl e -
& P HR Vi
Procadises. | MEYREARME Q ICT HR | Visits

|

ByDC

&

Byocrone iSiiaM PO

ICT HR Visits

ByDC > ISMS > Incident Management

Incident Management

View All Site Content

New <~ | Actions ~ Settings ~

Documents

= Processes and
Procedures

= ISMS Templates

= Presentations

= Management Materials

= External Security
Audits

Records

= Risk Treatment

= ISMS Audits

= Trainings

Incident Management

= By Status

= By Importance

Brief description of the indident  Status  Ir
# Incident importance : High (Critical) (2)

;l Incident importance : Low (Negligible) (1

Unattended laptop, without Closed O

security cable

# Incident importahce : Medium (Significa

1+ Incident importance : Very High (Catasti

ByDC > ISMS > Incident Management > Unattended laptop without security cig !

Incident Management: Unattended laptop § !

lf:g New Item EEdit Item

L »
X Delete Item Q§Manage Permissions | A

Brief description of the
incident

Status
Reporting BA/BU/ unit

Incident type

Time when the incident
occurred/started

Country and location
where the incident
occurred/started

Cause of the incident
The extent of the crisis

Estimated time to
manage the problem

Consequences for
customers/third party

Chairman in the IMT
(name and contact)

Responsible for
communications in the

BN W‘*“M PO PP SPTCIr ey g Sy

Unattended laptop without security cable 3 !

@

Closed ; ;

L

Group Operations/Operational Excelance/Soft
Center

Other
23/12/2008 12:00

M

Irresponsibility
Internal

S minutes

No

a TVE C WP E Y
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ISMS Portal - npnMmepsbl

e AyauTbl
— 3anucu 06 ayauTte
HecooTBeTCTBUA

Audit ID

ByDC > ISMS > ISMS Audits > ISMS Internal Audit

ISMS Audits: ISMS Internal Audit

¥ The content of this item will be sent as an e-mail message to the person or group assigned to the item.

@, New Item

ByDC > ISMS > Improvement Actions > Key management procedure

¥ The content of this item will be sent as an e-mail message to the person or group assigned to the item.

ByDC

‘ —

e JK3aMeHbl U OLueHKa

ByDC Home W PQ ICT | HR | Visits

[Tt

TPEeHUHra

ByDC > ISMS > Exam:Key Control Policy in BySC

Exam:Key Control Policy in BySC

View All Site Content
Documents

* JInHKKN, 0OBABNEHUSA,
KaneHaapwu, 3agadm u
MHOroe gpyroe.

= Processes and
Procedures

= ISMS Templates

= Presentations

= Management Materials

= External Security
Audits

Records

= Risk Treatment

= ISMS Audits

= Trainings

Incident Management
= By Status
= By Importance

ISMS Audits
= All Audits
= Planned Audits

Improvement Actions

= All Improvement
Actions

P RLEREN

2008-10-03 Key Control Policy in BySC

Trainer: Valery Khvalov

Place: Res BYSC Picasso (F5-R510-510)

Time: 2008-10-03 16:30-17:00

# of questions: 11;

Question's weight: 2-3 (3 is the most important\valuable question)

Settings ~

(= Respond to this Survey Actions ¥

1. 1. {Question weight = 2} Who should order additional mechanical keys from Site owner?

Fadility Manager
4 (100%)

P T Yo S Wl SRR L WR WS P

Requester

0 (0%)

General Manger

0 (0%)

Total: 4

2. 2. {Question weight = 3} Is there any difference bethween electronic key (proximity card) a

Yes
1(25%) i——
No
3 (75%) e ————

¥ -W-IV“\\_M-~M~‘\" & e fomtnadols.

Improvement Actions: Key management procedure

rsion History

ragement

oty

P
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ok Inventory DB

« [JletanbHoe ynpasJieHNne aktnBamMmm
* Ol'lepaTl/IBHOe oTCcnexXxmBaHme CrtatyCa aktnBoB
 Bo3MOXHOCTb HaCTpOVIKM noa ntodble TUMNbl aKTUBOB
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ok Inventory DB - peannsauyug

F Inventory 1 .
o A Assets' categories

—] ICT > Inven 1/> Workstations
,,,J atlons

View All Site Content i udes computers at the employees' workplaces

Assets DB ; ; .| Actions ~ | “Settings ~
= Workstations g

Inventory ID  Inventory name ) Owner Start Date Serial number  Network name  Monitor Status

= Mobile computers
@ status: oamaoedm] Assets workflow organized by

(# Status : In support (2
= Internet components epaet ()

= Network components
» Phone components Status : In Use (67)
= Scanners and printers Dell Optiplex 1/8/2008 ; - Dell InUse  Monitor s/n:

» Backup media 745 1908FPc logitech;

= Software 85 Dell Optiplex . 4/142008 o ' Dell InUse Monitor s/n: cn-Opm!
745 1908FPc logitech;

= Customer equipment
g : 53 Dell Optiplex 1/8/2008 i o : Dell InUse Monitor s/n:
Qffie= eqipment 745 1908FPc logitech;

» Office infrastructure
i 68 Dell Optiplex . 3/3/2008 : ' ) Dell InUse Monitor s/n: cn-Opm
745 1908FPc

8] Recycle Bin
g5 Dell Optiplex 10/6/2008 Dell InUse Monitor s/n: cn-0f
745 1S08FPc -mouse

96 Dell Optiplex 12/29/2007 Dell InUse Monitor s/n: cn-Ou
Wiy Al o P TR W‘l‘ A g e i e S, W.W“‘ &GWJ

i
:
)
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ok Inventory DB - peannsauyug

F Inventory

Home  Inventory

=

T ICT > Inventory > Backup media

Backup media

View All Site Content Thié includes any kind 6f hedia used fc;r backup purposes V(hard disPs,rcbv/D'VD, memory sticks, eté
Assets DB " New .' Actions ~ I Settings ~

= Workstations

= Mobile computers

Inventory ID Inventory name Backup type ) Owner Serial number Asset location
FOO1 JetFlash V30 Flash drive 214434-0015
= Servers

F002 JetFIash)c Flash drive 211167-1808
= Network components .
F003 JetFIash V

= Internet components ICT > Inventory > Backup media > JetFlash V30

= Phone components Foo4 JetFlash VS0 Ba Ckup media': JetFIaSh V90
= Scanners and printers Foos JetFlash V90

= Backup media F0o& JetFlash V80 Close
= Software FO07 JetFlash V30

|_= Custgger &L{WE%"‘ - F008 - adh. fﬂ%ﬁ"\ﬁ\ {

{u New Item | EEdct Item | X Delete Item | fQ;EManage Permissions | Alert Me | xj\/ersmn History

Inventory ID FOOS

Inventory name JetFlash VS0

Backup type Flash drive

Owner !
Serial number 221408-0575

Asset location

Status

Additional info

Last Maintenance

Version: 3.0 Cl
Created at 10/8/2008 12:59 PM by
J@aaified 2LLIRC00A: BN e ot o e AR o g A,
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Sk NB n paspaboTka O

Llenbi pasgen 3awmTHbIX Mep cTaHAapTa NOCBALLEH «NpaBUSibHOW
paspaboTke NO»: «Pa3paboTtka, BHegpeHne n obcnyxmsaHmne
NHPOPMALIMOHHBLIX CUCTEM»

B Lienom coepXxuT 3apaBble pekoMeHaauum no paspaboTke

— Hanpumep «npoBepKa AOCTOBEPHOCTU BXOAHbIX AAHHbIX», «LE/IOCTHOCTb
coobweHnm»

Ha npakTuke Bce BblnMBaeTca oMHaAHCOBbIE BO3MOXHOCTU Balumn\dakasdnka

Takxe BaxeH npodeccnoHannam Bawmx paspaboTynkons

— [lpaBwuna xopolero NnporpaMMMpoBaHnUs NMOKpbIBaKOT 60NbLLUNMHCTBO TpeboBaHMN
cTaHaapTa
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ok [lpouecc cepTndukauunm

« Tema aons otaenbHOro pasroBopa (BblI6op cepTudmumpytowero opraxa,
obLLIeHne C KoHcanTepaMu, BHYTPEHHSSA OpraHn3aums)

HeKOTOpre peKkoMeHdaunn.

« TpebyeT cepbe3Horo noaxona, AetanbHOro nnaHMpoBaHus,
«BOBJIEYEHHOCTWN PYKOBOACTBA»

[Mpu OTCYTCTBUN COBCTBEHHbLIX CrNeLmManncToB no 6e3onacHoOCTH,
NPOXOAMUBLLMX CepTUdUKALIMIO — PEKOMEHOYETCS HAaHATb OpraHn3aLnio —
KoHcanTepa

» TpeHuHrn — ocHoBa paboTatoLien Ha npaktnke CYUB; Takke dhopmansHO
3aKpblBaeT MHorme TpeboBaHuna ctaHgapTa
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I1SO 27002
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11. Corrective

Project plan ¥

Project plan

Lot Compliance
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reports efc. St 7
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I1SO 27001

I1SO 27001 certificate
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