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Transportni protokoly

[ Model OSI (Model TCP/IP) ( Pouzdreni
Zajistuje sluzby, Na(!))(f.;&r’r;ail s 3
Aplikacni protokoly pro souborové sluzby
L vybrané aplikace (FTAM)
Formatovani dat, napf. do Napf. mezinarodni % E g
~ - mezinarodnich znakovych znakové kody ; »
Prezentacni k6du, komprese dat, (7-bitovy ISO 646, Aplikace Q g >
kryptograficka ochrana 8-bitovy ISO 8859) o) =
- < o3
Rizeni konverzace/relace, » o =
Xt (Fizeni dialogu), (Dle konkrétniho g 2/9 %0
Relacni integrita a spolehlivost, systému) g g :"'
popisny jmenny systém L ) - | T ;‘
> <> . g x '9
Fragmentace, fazeni dat, Porty, transparentni Transportni & g
i spolehlivé dorucovani, F o -
Transportnl oprava chyb, fizeni toku), datové sluzby, o >
multiplexovani, porty néktere firewally o
(Gt i = = = ]
Doruc¢ovani z konce na konec, Mezisitova
Sitova logické adresovani, Sitové prvky
fragmenéace;elxzeni, (smérovace) IP, ARP a ICMP
smérovani
- <= == s ~—q
3 LL Fyzické adresovani, detekce Pristup do site
Datového chyb (FCSICRC) Pfepojovace nebo a
spoje potvrzovani prijmu, zahlavi mosty, budice NIC
o) MAC a zapati ramce g .
- <> Sitové o —]
Rozhrani na fyzické prostredi, e oV i rozhrani
Fyzické metoda prenosu, sila i art}/. n
signalu, topologie rozbocovade
- AL - S e ——




L,
Sit'ove porty

Slouzi k rozliseni jednotlivych sluzeb v ramci jedné IP adresy

FTP[:20-21]
DNS[:53]
HTTPS[:443]
SSH[:22]
LoL[:5000 — 5500]

Typicky seznam.cz:443

Déli se do skupin (16bitu):
— Zname porty (0 — 1023) — vyhrazeno pro nejbéznejsi sluzby

— Registrované porty (1024 — 49151) — je doporucCena registrace u
spolecnosti ICANN

— Dynamické a soukromé porty (49152 — 65535)



Sit'ove sokety

Nadstavba nad transportnimi protokoly
Reprezentuji jedno sitove spojeni

Maji rzné stavy:

— LISTEN

— ESTABLISHED

— TIME_WAIT

— CLOSE_WAIT



TCP - Transmission Control Protocol

WAS FINALLY TOLD A
TCPJOKE




TCP - Transmission Control Protocol

Prenosovy protokol s ochranou proti ztraté dat pri prenosu

Protoze TCP je spojovana transportni sluzba, musi se pred odesilanim dat
navazat spojeni mezi klientem a serverem. K tomu slouZzi trojcestny
handshaking (three-way handshake). V prubéhu navazovani spojeni se obé
strany dohodnou na €islu sekvence a potvrzovacim €isle. Pro navazani
spojeni se odesilaji datagramy s nastavenymi priznaky SYN a ACK.

Toto spojeni se nasledné musi i ukoncCit pakety FIN a ACK, aby se uvolnila
Cisla portu
Uziti http, ftp, ssh...



TCP - handshake

Client Server
Client State Server State
CLOSED CLOSED
Wait For Server
Passive Open: #
Create TCB

LISTEN

Active Open: Create

TCB, Send SYN .
\ @ Wait For Client
SYN-SENT
Wait for ACK \ Receive SYN,

to SYN Send SYN+ACK
/ SYN-RECEIVED

SYN+ACK
Receive SYN+ACK, Wait for ACK
Send ACK to SYN
ESTABLISHED \
ACK
Y
Receive ACK

ESTABLISHED
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TCP - handshake

[I [tep.stream eq 13

No. Time

280 2.325440

6618227 > 443 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM=1

300 2.330233
301 2.330975
319 2.338807
331 2.340101
332 2.340102
333 2.340102
336 2.340332
360 2.352390
367 2.355572
368 2.355573
~ 371 2.355697

54 18227 » 443 [ACK] Seq=1 Ack=1 Win=66304 Len=0

253 Client Hello

60 443 > 18227 [ACK] Seq=1 Ack=200 Win=30336 Len=0
1440 Server Hello
1440 443 > 18227 [ACK] Seq=1387 Ack=200 Win=30336 Len=1386 [TCP segment of a reassembled PDU]
413 Certificate, Server Key Exchange, Server Hello Done

54 18227 » 443 [ACK] Seq=200 Ack=3132 Win=66304 Len=0

180 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
312 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
123 Application Data

54 18227 > 443 [ACK] Seq=326 Ack=3459 Win=66048 Len=0

Source Destination Protocol Length Info
146.102.147.177  77.75.76.72 TCP
146.102.147.177 77.75.76.72 TCP
146.102.147.177 TS5 7672 TLSv1.2
TleTS5H6572 146.102.147.177 TCP
77.75.76.72 146.102.147.177 TLSv1.2
77.75.76.72 146.102.147.177 TCP
TN T[T 146.102.147.177 TLSv1.2
146.102.147.177 77.75.76.72 TCP
146.102.147.177 77:75.76.72 TLSv1.2
TSR 146.102.147.177 TLSv1.2
T1575.76:72 146.102.147.177 TLSv1.2
146.102.147.177 71.75.76.72 TCP

VOV Vv v

di

Frame 280: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
Ethernet II, Src: IntelCor_26:ec:06 (f8:59:71:26:ec:06), Dst: Cisco_ff:fc:10 (00:08:e3:ff:fc:10)
Interngt Protocol Version 4, Src: 146.102.147.177, Dst: 77.75.76.72



TCP - handshake (netstat —n)

77.75.78.146:443 ESTABLISHED
77.75.78.146:443 ESTABLISHED
149.202.200.33:443 ESTABLISHED
77.75.76.72:443 ESTABLISHED

146.102.18.84:6690 SYN_SENT
146.102.18.84:6690 SYN_SENT
81.0.212.200:443 ESTABLISHED
©0.0.0.0:0 LISTENING
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TCP — zapouzdreni dat

[ZAPOUZDﬁENi DAT V SITI TCP/IPJ

Aplikacni vrstva

HTTP, SMTP, POP3,
< DATA . IMAP, SSH, DNS
(napf. HTTP, SMTP a dalsi)
Zdrojovy port,
cilovy port, ... Transportni vrstva
I - TCP, UDP
DATA

Zdrojova IP, . - .
cilova IP, ... Sitova vrstva !

=z IP, ICMP, DHCP, ARP

HLAVICKA
DATA
(IP)
Zdrojova MAC,

cilovd MAC, ... Vrstva sitového rozhrani i

Ethernet, ADSL, Wifi, PPP
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TCP - retransmission

2652.320051  146.102.147.177  71.75.78.146 TP 66 18223 + 443 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK PERM=1

42.3478L  71.75.78.146 146.102.147.177 (P 66443 > 18223 [SYN, ACK] Seq=0 Ack=1 11in=29200 Len=0 MSS=1386 SACK_PERM=1 WS=512

277 2.325041 146.102.147.177 71.75.78.146 TCP 54 18223 » 443 [ACK] Seq=1 Ack=1 Win=66304 Len=0

287 2.327299 146.102.147.177 71.75.78.146 TLSv1.2 255 Client Hello

307 2.334215 71.75.78.146 146.102.147.177 TCP 60 443 » 18223 [ACK] Seq=1 Ack=202 Win=30720 Len=0

328 2.340100 71.75.78.146 146.102.147.177 TLSv1.2 1449 Server Hello

329 2.340100 71.75.78.146 146.102.147.177 TCP 1440 443 » 18223 [ACK] Seq=1387 Ack=202 Win=30720 Len=1386 [TCP segment of a reassembled POU]
330 2.340101 77.75.78.146 146.102.147.177 TLSv1.2 497 Certificate, Server Key Exchange, Server Hello Done

335 2.340287 146.102.147.177 71.75.78.146 TCP 5418223 » 443 [ACK] Seq=202 Ack=3126 Win=66304 Len=0

359 2.350335 146.102.147.177 71.75.78.146 TLSv1.2 180 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
364 2.354884 71.75.78.146 146.102.147.177 TLSv1.2 312 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
444 7.395562 146.102.147.177 71.75.78.146 TCP 54 18223 » 443 [ACK] Seq=328 Ack=3384 Win=66048 Len=0



TCP - Utoky

TCP sequence prediction attack

— Utoénik uhodne éislo sequence a pfida do prenosu svij Skodlivy
kéd

Synflood
— Utok typu DoS

— Utoénik podvrhne source ip adresu a otevira tolik soketi pomoci
SYN paketu na strané serveru, az server spadne



| WWWVSECZ |

UDP - User Datagram Protocol
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UDP - User Datagram Protocol

Nezarucuje, zda se prenaseny datagram neztrati, zda se
nezméni poradi doru¢enych datagramu, nebo zda néktery
datagram nebude dorucCen vicekrat.

Nevytvari spojeni

Protokol UDP je vhodny pro nasazeni, které vyzaduje
jednoduchost nebo pro aplikace pracujici systémem
otazka-odpoved (napf. DNSProtokol UDP je vhodny pro
nasazeni, které vyzaduje jednoduchost nebo pro aplikace
pracujici systémem otazka-odpoved (napr. DNS, sdileni
souboru v LANProtokol UDP je vhodny pro nasazeni, které
vyzaduje jednoduchost nebo pro aplikace pracujici systemem
otazka-odpovéd (napf. DNS, sdileni souboru v LAN). Jeho
bezstavovost je uzite€na pro servery, které obsluhuji mnoho
klientu nebo pro nasazeni, kde se pocita se ztratami datagramu
a neni vhodneé abv se ztracel ¢cas novvm odesilanim (starvch)
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UDP - User Datagram Protocol

2688 64.267210 fe80::8047:48fa:3ae6:6b7c £102::16 ICMPv6 90 Multicast Listener Report Message v2
2689 64.439327 146.102.76.125 239.1.2.2 IGMPv2 46 Membership Report group 239.1.2.2
2690 64.493879 SamsungE_71:ff:d5 Broadcast ARP 60 Who has 146.102.79.253? Tell 146.102.76.253
2691 64.493999 146.102.76.125 146.102.161.10 TCP 237 34914 > 50112 [PSH, ACK] Seq=18608 Ack=56446 Win=525312 Len=183
2692 64.494473 146.102.161.10 146.102.76.125 TCP 60 50112 > 34914 [ACK] Seq=56446 Ack=18791 Win=44800 Len=0
2693 64.502821 83.240.1.50 239122 MPEG TS 1358 33333 » 33333 Len=1316
2694 64.504521 83.240.1.50 239:1.2.2 MPEG TS 1358 33333 » 33333 Len=1316
2695 64.505767 SamsungE_71:ff:63 Broadcast ARP 60 Who has 146.102.79.253? Tell 146.102.77.25
2696 64.505768 SamsungE_2f:57:96 Broadcast ARP 60 Who has 146.102.79.253? Tell 146.102.77.22
2697 64.506396 83.240.1.50 239.1.2.2 MPEG TS 1358 33333 » 33333 Len=1316 [MP2T fragment of a reassembled packet]
2698 64.508439 83.240.1.50 28951200 MPEG TS 1358 [MP2T fragment of a reassembled packet]
2699 64.510182 83.240.1.50 239.1.2.2 MPEG TS 1358 [MP2T fragment of a reassembled packet]
2700 64.511855 83.240.1.50 239.1.2.2 MPEG TS 1358 [MP2T fragment of a reassembled packet]
2701 64.513744 83.240.1.50 239122 MPEG TS 1358 [MP2T fragment of a reassembled packet]
2702 64.515749 83.240.1.50 23051952 MPEG TS 1358 [MP2T fragment of a reassembled packet]
2703 64.517555 83.240.1.50 239.1.2.2 MPEG TS 1358 [MP2T fragment of a reassembled packet]
2704 64.519098 83.240.1.50 239.1.2.2 MPEG TS 1358 [MP2T fragment of a reassembled packet]
2705 64.520890 83.240.1.50 239.1.2.2 MPEG TS 1358 [MP2T fragment of a reassembled packet]
2706 64.522744 83.240.1.50 239:1.222 MPEG TS 1358 [MP2T fragment of a reassembled packet] [MP2T fragment of a reassembled packet]
2707 64.524724 83.240.1.50 239.1.2.2 MPEG TS 1358 [MP2T fragment of a reassembled packet]
2708 64.526582 83.240.1.50 239.1.2.2 MPEG TS 1358 [MP2T fragment of a reassembled packet]
2709 64.528392 83.240.1.50 239.1.2.2 MPEG TS 1358 [MP2T fragment of a reassembled packet]
2710 64.530251 83.240.1.50 239.1.2.2 MPEG TS 1358 [MP2T fragment of a reassembled packet]
2711 64.532115 83.240.1.50 239:1°2.2 MPEG TS 1358 [MP2T fragment of a reassembled packet]
[

2712 64.533835 83.240.1.50 239.1.2.2 MPEG TS 1358 [MP2T fragment of a reassembled packet]
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Rozdil TCP a UDP

TCP UDP




Rozdil TCP a UDP

TCP :

— spolehlivost — TCP pouziva potvrzovani o pfijeti, opétovné posilani a pfekroCeni ¢asoveho
limitu. Pokud se jakakoliv data ztrati po cesté, server si je opétovné vyzada. U TCP nejsou
Zadna ztracena data, jen pokud nékolikrat po sobé vyprsi Casovy limit, tak je celé spojeni
ukonceno.

— zachovani poradi — Pokud pakety dorazi ve Spatném pofadi, TCP vrstva pfijemce se postara o
to, aby se néktera data pozdrzela a finalné je pfedala spravné sefazena.

— vySSi rezie — TCP protokol potfebuje napf. tfi pakety pro otevieni spojeni, umoznuje to vSak
zarucit spolehlivost celého spojeni.

UDP :

— bez zaruky — Protokol neumozriuje ovérit, jestli data dosla zamyslenému pfijemci. Datagram se
muZze po cesté ztratit. UDP nema zadné potvrzovani, pfeposilani ani Casové limity. V pfipadé
potfeby musi uvedené problémy feSit vysSi vrstva.

— nezachovava poradi — Pfi odeslani dvou zprav jednomu pfijemci nelze predvidat, v jakém
pofadi budou doruceny.

— jednoduchost — NizSi reZie nez u TCP (neni zde fazeni, zadné sledovani spojeni atd.).
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Netstat

Sledovani otevienych stavu spojeni na windows
Netstat —a (VSechna spojeni)

Netstat —n (Spojeni podle IP adresace)

Netstat —s (Statistiky spojeni)
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I 4 y Ny

Domaci ukol na priste

Odchytejte a popiste sitovy provoz, ktery
probiha pri startu libovolného operacniho
systemu.

Analyzu provozu (Zname protokoly — alespon
5 prikladu) odevzdejte do pfipravené
odevzdavarny ve studijnim systemu.

5 bodu
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Dekuji za pozornost



