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You Can Call Me Al

Thread Local Storage callbacks were discovered in 2000.
However, widespread use didn’t occur until 2004.
Now, it should be the first place to look for code,

since it runs before the main entrypoint.
And that can make all the difference...

Peter Ferrie, Microsoft Corporation
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So the main file does nothing.
If we assume that the structure is normal,
then we could check the thread local storage table.
Just in case.

Peter Ferrie, Microsoft Corporation
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So the search moves to the callbacks,
of which there is only one... or is there?

Peter Ferrie, Microsoft Corporation




[EA]IDA - ElsZ2.exe

File Edit
[ ]

Jum Search

Uiew

De buw Options Window

CODE:- 884818008
CODE : 884818085
CODE:884816808A
CODE:88481808A
CODE :884816808A
CODE : 88481 880F
CODE : 88481 88F
CODE : 88481 880F
CODE - 88481 88F
CODE : 88481 80F
CODE : 88481 88F
CODE : 88481 880F
CODE : 88481 880F
CODE : 88481 80F
CODE:-88481681068
CODE:088481816
CODE:-884816818
CODE:884812008
CODE:884812008
CODE:884812008
DATA - 8848268008
DATA : 884828008
DATA - 88482680080
DATA : 8848280080

0284620680

DATA - 88482680080
DATA : 8848280080
DATA - 884826800
DATA - 884828008
DATA - 08482600
DATA - 884828008
DATA - 8848268008
DATA 08482818
DATA 8848281 C
DATA 88482828
DATA 884826824
DATA 08482828
DATA 08482828

A
DATA -8840282D

TlsCallback_ 8

start

start

;s [BBBBBBB6 BYTES:

CODE

Section 2.

Ty

i v

AT

TlsDirectory

TlsIndex
TlsCallbacks

TlsCallbacksEnd

5 char
LibFileName

DATA

==_S U B R

Segment type:=
Segment perrmissions:
A

public TlsCallback_ 8
Pr»ocCc near 3

offset LibFileName :
J_LoadLibrxarvfA
ds:TlsCallbacksEnd.

push
call

mowv eax

O HEoTOT-N-E

public starxt
proc near
retn

endp

COLLAPSED FUNCTION
align 4

dd 7Ah dup<8>

dd 388h dup<?>

ends

J_LoadLibr»axryA. PRESS KEYPAD

Cvirtual address 0OO0020800>
Uirtual size =
Section size in file =
Of fset to »aw data for section:
giags CcCOABBB040 -

> P =

= 988616808 <
20800868288 <
28068688008
Data Readable UWUritable

def it

Pur»e data

i Read - UWUrite
segment parxra public
assume cs:DATA

sorg 4820880
TLS_DIR_ENTRY <8, 8. offset TlsIndex.

dd 8 -
dd offset TlsCallback 8 :
dd @ 5
align 8

*DATA’ use32

LibFileNamel[[ ]

db ‘tls2’ .8
align 1886h
ends

g

TO EXPANDI]

IDA VUiew—A
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Am | Missing Somethi

CODE:00401010 push offset LibFileName ; "tls2"
CODE:00401005 call j_LoadLibraryA
CODE:0040100A mov ds:TlsCallbacksEnd, eax

Hmm, LoadLibrary("tls2")
Maybe DlIMain contains something interesting?

Peter Ferrie, Microsoft Corporation
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| Am Missing Somethi

en IDA - tis2.dll

Edit Jump Search Uiew Debug Options Window
—L[1] IDA View-A
[coDE: an4mB613

» BOOL stdcall D11EntryPoint(HINSTANCE hinstDLL.DWORD fdwReason.LPUOID lpReserved)
public D11EntryPoint
D11EntryPoint proc neap
mov aliiad
CODE:08400615 retn
CODE:0904808615 D11EntryPoint endp
CODE: 84808615

No, that’s not it.

Peter Ferrie, Microsoft Corporation 11
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et's revisli € codae.

CODE:00401010 push offset LibFileName ; "tls2"
CODE:00401005 call j_LoadLibraryA
CODE:0040100A mov ds:TlsCallbacksEnd, eax

Peter Ferrie, Microsoft Corporation
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It’s All About Image

It’s the TlsCallBacks extended array trick again.
Q. What value does the new callback contain?
A. The DLLs imagebase.

Q. DEP won’t let that run, right?

A. ...

Peter Ferrie, Microsoft Corporation
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run

[

Peter Ferrie, Microsoft Corporation
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Of course it will.
You just have to ask nicely.
Or take a cue from a driver.

Peter Ferrie, Microsoft Corporation
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Chaotic-Evil

When the SectionAlignment value is less than 4kb,

the file header is marked Writable and Executable

(unless the last section characteristics override it).
That turns the ImageBase into code.

Peter Ferrie, Microsoft Corporation
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Before

So we go from this...

[c+. IDA - tis2.dll

File Edit Jump

IDA View—A

)

HEADER segment para public use32

assume cs:HEADER

assume es:_reloc, ss:_reloc, ds:_reloc, fs:_reloc, gs:_reloc
|HEADER: 80488088 image_hase db 'MZ’

dw BF2E%h
du 5

du 8

du 4

dw @GFh

dw BFFFFh
du 8

dw BB8h
du 8

du 8

du 8

dw 46h

dw 1Ah

db 26h dup<{@>

dd offset pe_header — offset image_hase

Peter Ferrie, Microsoft Corporation 17
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After

To this...

[ IDA - tis2.dll

Search Uiew Debug Options Window

IDA View—A

3’

HEADER segment para public use32

assume cs:HEADER

|HEADER : 884008006 assume es:_reloc, ss:_reloc, ds:_reloc, fs:_reloc, gs:_reloc

image_bhase:

ebhp
edx
loc_400600

Peter Ferrie, Microsoft Corporation 18
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T IDA - tis2.dll
File Edit Jump Search

Uiew Debug Options Window

IDA VUiew-A

assume cs:CODE
assumevésf_reloc, ss:_reloc, ds:CODE, fs:nothing, gs:nothing

loc_460660:
|CODE : 884808600 push a

push offset aDemo
push offset aRun
push (5

call J_MessageBoxA

CODE:08400613
CODE:084008613
CODE:084008613
CODE:084008613
CODE:9840808613 ; BOOL __stdcall start(HINSTANCE hinstDLL.DWORD fdwReason.LPUOID lpReserved)

CODE: 0840808613 public start

CODE:08400613 start proc near

CODE:08400613 mov - D | 5 D11EntryPoint
CODE:084008615 retn

CODE:A840808615 start endp

CODE : 98480615

CODE:08400616 ; [00BRABAB6 BYTES: COLLAPSED FUNCTION j_MessageBoxA. PRESS KEYPAD “+'" TO EXPANDI
CODE:88408061C align 266h

CODE:08848861C CODE ends
CODE : 9848061C

Peter Ferrie, Microsoft Corporation 19
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Really Not OK

Just a little something to add to the workload.

Peter Ferrie, Microsoft Corporation




