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Cisco Packet Tracer

OTOT MOLLHbIN MHCTPYMEHT MOAENMPOBaHUS ceTein, co3aaHHbin Cisco, MOMOXET BaM NPUMEHUTb
3HaHMA 1 HaBbIKK B peanbHbIX YCnoBusax. Bbl nony4ynTe npakTU4eckum onbiT MOCTPOEHUS NPOCTLIX U
CJTOXKHbIX CEeTEN, BKITHOYAKOLWMX pasfiniHblie YCTPOMCTBA, a He TOSTIbKO MapLUpyTU3aTopbl U
kKoMmMyTaTopbl. Co3gaBanTe B3aMMOCBSI3aHHbIE peLleHns O YMHbIX rOpo4oB, AOMOB U
npeanpuaTun.

Ncnoabsyem CPT Student version 6.2. Haxoantcs BoT 3aeck: https://yadi.sk/d/wTnhbpzawé6kuUA
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The Linksys-WMP300N module provides one 2.4GHz wireless interface
suitable for connection to wireless networks. The module supports
protocols that use Ethernet for LAN access.
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Hactpouts Bropou komnberorep, ykaszas [P-anpec 192.168.1.3. Macka u 1UTH03 OCTarOTCA TAKUMHU Ke!
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Reply from 192.168.1.3: bytes=32 time=1mgd
Reply from 192.168.1.3: bytes=32 p&=

Reply from 192.168.1.3: bytes=32

Reply from 192.168.1.3: bytes=32

Ping statistics for 192.168.1.3:
Packets: Sent = 4, Received = 4, Lost
loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1lms, Average

Komanga PING ¢ moMonipio oTipaBKu COOOIIEHUH ¢ 3X0-3aPOCOM IO
i ol racep Ee Bommank S5 nporokony ICMP npoBepsieT coeMHeHrE HA YPOBHE MPOTOKOJIA IPVC
PC>ping 192.168.1.2 IpyruM KoMibroTepom, noaaepxupatomuM TCP/IP. [Tocne kaxaoi

— . nepeaadm BbIBOAUTCA COOTBCTCTBYIOIIIECC COOOIIIEHHNE C IXO-OTBETOM.
Pinging 192.168.1.2 with 32 bytes of data:

Reply from 192.168.1.2: bytes=32 time=0Oms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128

Ping statistics for 192.168.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms




CuHTaKCcUC mapaMeTpbl BaxHbIe KI0un komanasl PING
ping [-t] [-a] [-n cuemuux] [-] pazmep] [-f] [-i TTL] [-v mun] [-r cuemuux] [-s cuemuux] [{-j cnucox y3n08 | -k cnucox _y3n08}] [-w unmepsan] [ums_koneunozo xomnwvromepaj, 20e

*-f - 3amaeT 11 KOMaH/bl ping OTIPABKY COOOIIEHHUH ¢ 3X0-3aIIPOCOM K TOUKE Ha3HAYEeHHUs 0 TeX MOp, MOKa KOMaHAa He OyaeT npepBaHa. J{Js mpephIBaHUs KOMaHIbl ¥ BEIBOAA
craructuku Haxkmute komOuHanuio CTRL-BREAK. Jlns npepriBanust KOMaHIbl ping U BbIiixoaa u3 Hee Haxkmute kinaBuimm CTRL-C.

*-q - 3a/1aeT pa3penieHne oopaTHoro numeH 1o IP-agpecy HazHaueHus. B ciydae yCHenrHoro BHIIIOTHEHUS BBIBOIUTCS KMSI COOTBETCTBYIOIIETO y37Ia.

*-n cuemuuk - 3a7a€T YHUCIO OTIPABISIEMBIX COOOIIEHUH C 3X0-3ampocoM. [1o ymomuanuio - 4.

*-] pazmep - 3anaet mHy (B O6aiiTax) MoJst JAHHBIX B OTIIPABICHHBIX COOOMICHUAX € 3X0-3arpocoM. 1o ymomuanuro — 32 Gaiita. MakcuMasbHbIH pazmep — 65527.

*f- 3amaeT OTHpaBKy cooOmIeHH ¢ 3x0-3ampocoM ¢ ¢urarom «Don't Fragment» B IP-3aromoBke, ycranoBienHom Ha 1. CooOmieHusi ¢ 3X0-3ampocoM He (PparMeHTHPYIOTCS
MapuIpyTHU3aTOpaMy Ha MyTH K MECTy Ha3HaueHUs. DTOT MapaMeTp IMOJe3eH /IS YCTpaHEHHs MpoOieM, BOSHUKAIOIIMX C MaKCUMAJIbHBIM OJIOKOM JaHHBIX JJis KaHaima (Maximum
Transmission Unit).

»-j TTL - 3anaet 3nauenne nois TTL B [P-3aronoBke aiist OTIpaBisieMbIXx cOOOMIEHH ¢ IX0-3arpocoM. [To ymomuanuto 6epercs 3nauenne TTL, 3ananHoe M0 yMOTYAHUIO IS y37Ia.
Just y3noB Windows XP 310 3Hauenue o0buHo paBHo 128. MakcumanbsHoe 3Hayenne TTL - 255.

*-y mun - 3agaet 3HaueHue noss tuna ciayxO0sl (TOS) B IP-3aronoBke i OTIIpaBiIsieMbIX COOOIIEHUH ¢ 9X0-3anmpocoM. [1o yMom4anuio 3To 3HaueHue paBHO (. TUM - 3TO JECATHYHOE
3HadeHue ot 0 1o 255.

*-r cuemuuk - 3anaet napametp 3amucu Mapupyta (Record Route) B [P-3aronoBke st 3anmicu myTH, IO KOTOPOMY MPOXOAHUT COOOIIEHHE C 9X0-3aIPOCOM U COOTBETCTBYIOIIEE EMY
cooOmIeHne ¢ 3X0-0TBeTOM. Kaxplii mepexol B IMyTH HCHOJIB3YET MapaMmeTp 3amucu MapuipyTa. [1o BO3MOXXHOCTH 3HAau€HHE CUYETUYHMKA 3a/1aeTCsl PAaBHBIM WM OOJBIIUM, YeM
KOJIMYECTBO MIEPEXO0I0B MEkKIAYy HCTOYHUKOM M MEeCTOM Ha3HadyeHus. [lapameTp cueTdynk umeer 3HaueHue ot 1 10 9.

*-§ cuemyuk - YKa3plBaeT BapuaHT Iutamna Bpemenu HMutepHera (Internet Timestamp) B 3aromoBke I[P s 3amucu BpeMeHHM NPUOBITHS COOOMIEHHS C 3XO0-3alPOCOM U
COOTBETCTBYIOIIETO €My COOOIIEHHS C 9X0-OTBETOM ISl KaXKI0T0 Tepexona. [lapamerp cueTynk uMeeT 3HaueHue ot 1 110 4.

*j cnucok_y3n06 - YKazbIBaeT A COOOIIEHUH C 3X0-3allpOCOM HCIIONIb30BAaHME Tapamerpa CBOOOMHOW MapmipyTu3anuu B [P-3aronoBke ¢ HaOOpOM NPOMEXYTOUYHBIX TOUEK
Ha3HAYCHMs, YKa3aHHBIM B CHUCKe y31oB. [Ipu cBOOOAHON MapmipyTH3alMi MOCIENIOBATEIbHBIE TPOMEXYTOUYHbIE TOUYKM HAa3HAYEHUS MOTYT OBITh pa3/ieieHbl OJHUM WIH
HECKOJIbKMMHU MapIpyTu3aropamMu. MakcuMaiabHOE YHCIIO aJpecoB WM UMEH B CHUCKe y310B — 9. Crmcok y31moB — 310 Habop [P-aapecoB (B TOYeYHO-AECATUYHON HOTAIMN),
pa3zeneHHbIX NpodeIamH.

*-k cnucok_y3106 - YKa3bIBaeT JUIsl COOOIIEHHI C 3X0-3aIIPOCOM HCIIOJIb30BaHHE NapaMeTpa CTPOroi MapipyTusanuu B [P-3aronoBke ¢ HAOOPOM MPOMEKYTOUHBIX TOYEK Ha3HAUCHHUS,
yKa3aHHBIM B CIIUCKE y3710B. IIpu cTporoi MapmpyTH3aluu CiIeayromas MPoOMeKyTOuHasi TOUYKa Ha3HAYEeHUs JOJKHA OBITh TOCTYIHOH HampsMylo (OHa OJDKHA OBITH COCEeIHEH B
uHTepdeiice MapupyTuzaropa). MakcuMaabHOE YHCIO apecoB WM UMEH B CHHCKE y370B paBHO 9. Cnucok y3moB — 310 Habop [P-agpecoB (B TOUEUHO-ACCATUYHON HOTAINH),
pa3zeneHHbIX npodeIamH.

*-w unmepean - OnpenenseT B MIJUTUCEKYHIaX BpeMsl O)KHMIaHHS TOJTYYECHHUSI COOOIIEHUS C 9X0-0TBETOM, KOTOPOE COOTBETCTBYET COOOIICHHUIO C 3X0-3arpocoM. Ecim cooduienue ¢
9X0-OTBETOM HE TOIYYCHO B TIpe/eliax 3aJaHHOTO HHTEPBaJIa, TO BhIaeTcs coodmenue o6 ommobke "Request timed out". MaTepBan mo ymomuyanuto paBeH 4000 (4 ceKyHIbI).
*UMA_KOHEUHO020_Komnblomepa - 3a/1aeT TOUKY Ha3HaYeHUs, HACHTU(OUIIMpOBaHHYO [P-anpecom uinm nmeHeMm ys3ina.

omaumee 3aAAHUE: N3YYUTb KAKOYN KOMaHADbI plng Ha AOMalUHEM KOMIIbIOTEPE. B kayecTBe KkoHeYyHoro aApeca BBeECTU

aapec Atoboii nouckosow cuctemsl (ya.ru, google.com). MoxxHo npoBepuTb A0OBUMBIE UFPOBbIE CEPBEPA.
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Event List Filters - Visible Events
ACL Filter, ARP, BGP, CDP, DHCP, DHCPv6, DNS, DTP, EIGRP, EIGRPv6, FTP, H.323,
HSRP, HSRPv6, HTTP, HTTPS, ICMP, ICMPv6, IPSec, ISAKMP, LACP, NDP, NETFLOW,
NTP, OSPF, OSPFv6, PAGP, POP3, RADIUS, RIP, RIPng, RTP, SCCP, SMTP, SNMP,
SSH, STP, SYSLOG, TACACS, TCP, TFTP, Telnet, UDP, VTP

Edit Filters ‘ Show AII/ane
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0.000 -- PCO icmp

0.001 Laptop0  ICMP [
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Simulation Panel
Event List
Vis. Timel(sec) Last Device AtDevice Typ

0.000 At Device: PCO
0.001 Source: PCO

Destination: Laptop0
;02 PesyAbTat

PDU Information at Device: PCO

OSI Model ~ Outbound PDU Details OSI Model | Outbound PDU Details

PDU Formats

Ethernet II

1] 4 14

PREAMBLE: DEST MAC:
101010...1011 0001.C7C2.3A%A

In Layers Out Layers

15 Byt

SRC MAC:
0001.96C5.4205

TYPE: DATA (VARIABLE LENGTH) FCS:
Layer 3: IP Header Src. IP: 0x800 0x0

192.168.1.2, Dest. IP: 192.168.1.3
ICMP Message Type: 8

Layer 2: Ethernet II Header
0001.96C5.4205 == 0001.C7C2.3A8A

Layer 1: Port(s): FastEthernet0

N YTO Ha HUX
npouncxoanT

YposHu mogenn OSI \

4 8 le 19
4 | m | osce:oxo TL: 28
ID: Ox17 ox0 | 0x0
TTL: 255 | PRO: Ox1 CHKSUM
SRC IP: 192.168.1.2
DST IP: 192.168.1.3
OPT: 00
DATA (VARIABLE LENGTH)

1. The Ping process starts the next ping request.

2. The Ping process creates an ICMP Echo Request message and sends it to the
lower process.

3. The source IP address is not specified. The device sets it to the port's IP address.
4. The device sets TTL in the packet header.

5. The destination IP address is in the same subnet. The device sets the next-hop to
destination.

MonHoe onucaHue Toro, YTo nponcxoanT ICMP
B AaHHbIN MOMEHT Ha BbIOpaHHOM (cenyac 0 8

BblOpaH ypoBeHb 3) YPOBHE. TYPE: 0x8_| CODE: 0x0
ID: Oxd

9 B U Uuu 2/

[Layer 1: Port(s): FastEtherne” /|

31 Bits

CHECKSUM
SEQ NUMBER: 15

1. The Ping process starts the next ping request.
2. The Ping process creates an ICMP Echo Request message a
lower process.

3. The source IP address is not specified. The device sets if

4. The device s¢

5. The destinatic Copy

destination. Copy Link Location
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port's IP address.

. The device sets the next-hop to

TEKCT @) cant

Select All Ctrl+A [ mokymEHT
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1. The Ping process starts the next ping request.

PYCCU =l g4 A ()

|Challenge Me << Previous Layer | | Next Layer >=

[1. [Mpouecc Ping 3anyckaeT cneayroLuni 3anpoc
2. The Ping process creates an ICMP Echo ping.

Request message and sends it to the lower
process.

3. The source IP address is not specified. The
device sets it to the port's IP address.

2. Mpouecc Ping co3paet coodueHne ICMP Echo
Request n oTnpaBnAaeT ero HUKeCToALeMy
npoteccy.

3. ucxofHbIn IP-agpec He yKasaH. YCTpPOMCTBO

4. The device sets TTL in the packet header.
5. The destination IP address is in the same subnet.
The device sets the next-hop to destination |

ycTaHaBnueaeT ero Ha IP-agpec nopra.

4. YcTpoincTeo yctaHaenueaeT TTL B 3aronoeke
nakerta.

5. IP-agpec Ha3Ha4yeHWA HaxXoaQUTCA B TOW Xe
noaceTu. YCTPOWCTBO yCTaHaBNuUBaeT Cneayowmn
nepexoa K MecTy HasHauyeHua.

18 Google Bing

U Tak ¢ xaxxanIm
YPOBHEM.




3JAJTIAHUE HA JIP

1. CoOpatrb cxemMy ceTu U3 4-X KOMIIbIOTEPOB, COSAMHEHHBIX
yepe3 HUB.

[P-agpeca KOMITBIOTEPOB:

192.168.0XX.2

192.168.0XX.3

192.168.0XX.4

192.168.0XX.5, rme 0XX — HOMEp BapuaHTa.

prrid o Default Gateway: 192.168.0XX.1

NetMask: 255.255.255.0

2. [TpoBepuTh pabOTOCIOCOOHOCTH BCEX KOMIBIOTEPOB, 3aIIyCTUB C JIFOOOr0 KOMIBIOTEPA KOMAHy ping A0 OCTaJIbHBIX
KOMITBIOTEPOB.

3. 3anmyCcTuTh CUMYJIALMIO C OTIPABKOM MakeTa OT JIIDOOTro KOMITBIOTEPA 0 JIF0OOTO APYroro U HabI0IaTh Kak
MIPOXOJIAT MAKETHI, KAK IPOUCXOAUTH MPOBEPKA HA KOMIIBIOTEPE, K KOTOPOMY OTIIPABJICH MAKET U HA KOMIILIOTEPAX,
KOTOPBIM MakeT He peaHasHadeH. Habmonare uro npoucxoaut ¢ nakeramu B HUB, kak, Korja u Kyia OH OTHpaBisieT
nakeTbl. Onucars padoty ycrpoiictea HUB.



