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30AQ4YM MPOEKTA:
1. PGccMOTPETb YHEDOHO-TEXHUYECKYIO AUTEPATYPY NO TEME KYPCOBOM PADOTHI.

2. POQCKpbITb MOHATME, HO3HAYEHME, O TAKXKE HEKOTOPLIE MPUHLMMLI PADOTHI
AOKOABHOM CETU, PACCMOTPETb HAZHAYEHME YAQAEHHOTO AOCTYNA K PECYPCAM
AOKOABHOM CETU.

3. Omcartb cpeactsa Windows Server 2016 1 Cisco |OS AA9 HOCTPOMKM YAOAEHHOTO
AOZTYNA.

. CMOAEAMPOBATL OOBLEKTbI CETEBOM MHADPACTPYKTYPbl AOKOABHOM CETM.

5. Onmncatb 31Anbl MOAEAMPOBAHMA HOCTPOMKM YAOAEHHOTO AOCTYNA CPEACTBOMM
Windows Server 2016 v Cisco |OS.



HekoTOPbIE NOACHEHMUS

AT
PecypC AOKOAbBHOM CETM — 3TO BCE, YEM PACMOAATAIOT @ //
OObEAMHEHHbBIE B CETb KOMMbIOTEPLI, TO ECTb MO CYTH
3TO SAEMEHTbI CETEBOM MHADPACTPYKTYPbI, O MMEHHO / \
YCTPOMCTBA: CETEBLIE MPUHTEPLI, CEPBEPT, ‘ @ @
KOMMYTATOPbI, MAPLLPYTU3ATOPDI M APYTHE.

YAQAEHHbIM AOCTYNM — MPOTPAMMbI MAU AOYHKLMM OMEPALMOHHbIX
CUCTEM, NMO3BOAFIOLLIME MOAYYUTb YAOAEHHBIM AOCTYM K KOMIBIOTEPY
yepe3 MHTEPHET MAM NMOCPEACTBOM AOKAAbHOM BbIYMCAMTEABHOM
(ABC) cetn AA9 MPOCMOTPA IKPAHA, A TAKXKE MPOrPAMMBbI
YAQAEHHOTO AAMUHUCTPUPOBAHMUS

J



[TpoEeKTNPOBAHME AOKOABHOM CETU

[loCTpOEeHO dom3m4ecKaq TONOAOTUI AOKOABHOM CETU LLEHTPAABHOTO OAPMCA U ETO
OUAMAAQ
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[TpoEeKTNPOBAHME AOKOABHOM CETU

[TOCTPOEHO AOTMYECKAS TOMOAOIMA AOKOABHOM CETU LLEHTPAABHOIO OOUCA U €50
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[TooBeAeHME OA30BOM HOCTPOMKM
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\ TabAMLLO aApeCcALMM YCTPOMCTB

Router(config)#hosthname R1

R1(config)#no ip domain-lookup

R1(config)#service

password-encryption
R1(config)#enable secret class

R1(config)#banner motd #
Unauthorized access s strictly

prohibited. #

R1(config)#line con 0
R1(config-line)#password cisco
R1(config-line) #login

R1(config-line) #logging synchronous

R1(config-line)#line vty O 4

BbIAM HOCTPOEHbBI CETEBBLIE YCTPOMCTBA HEKOTOPbLIM CMMCKOM KOMAOHA, O TAKXKE
A3HA4Y€eHbI IP-aApeca HAO NOPTbI TUX CAMbIX YCTPOMCTB B COOTBETCTBMM C TADAULLEM

R1(config-line) #password cisco

R1(config-line) #login

R1(config-line) #exit

R1(config)#int g0/1

R1(config-if)#ip address 172.16.19.65 255.255.255.192
R1(config-if)#no sh

R1(config-if) #int g0/0

R1(config-if)#ip address 200.100.100.2 255.255.255.252
R1(config-if)#no sh

R1(config-if) #exit

R1(config) #ip route 0.0.0.0 0.0.0.0 g0/0

KoMaHAbI ©6A30BOM

HOCTPOMUKM HO NpUMepe

R



[TooBeAeHME OA30BOM HOCTPOMKM

[loCcAe NPOBEAEHHbBIX MAHUMYAALMM MO OA30BOM HACTPOMKU AOAXKHbI YCMELLIHO

OTMPABAATLCA 3XO-3AMPOCHI (PING) U AOAXKEH ObITb PABOYUM telnet.

Physical Config Attributes

@ e
Command Prompt

C:\>ping 172.16.19.68

Desktop Programming

Pinging 172.1€6.19.68 with 32 bytes of data:

Reply from 172.16.19.68: bytes=32 time=lms TTL=128
Reply from 172.16.19.68: bytes=32 time<lms TTL=128
Reply from 172.16.19.68: bytes=32 time<lms TTL=128
Reply from 172.16.19.68: bytes=32 time=1lms TTL=128

Ping statistics for 172.16.19.68:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 1lms, Average = Oms

C:\>ping 172.16.20.98
Pinging 172.16.20.98 with 32 bytes of data:

Request timed out.

Reply from 172.16.20.98: bytes=32 time<lms TTL=126
Reply from 172.16.20.98: bytes=32 time<lms TTL=126
Reply from 172.16.20.98: bytes=32 time<lms TTL=12¢6

Ping statistics for 172.16.20.98:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

Physical Config Desktop Attributes

Command Prompt

C:\>telnet 172.16.20.97
Trying 172.16.20.97 ...Open Unauthorized access is strictly
prohibited.

Programming

User Access Verification

Password:
Password:
R2>exit

[Connection to 172.16.20.97 closed by foreign host]
C:\>telnet 172.16.19.12¢6

Trying 172.16.19.126 ...Open Unauthorized access is strictly
prohibited.

User Access Verification

Password:
SWlrexit

[Connection to 172.16.19.126 closed by foreign host]
C:\>telnet 200.100.100.2

Trying 200.100.100.2 ...Open Unauthorized access is strictly
prohibited.

User Access Verification
Password:

Password:
Rl>exit

Switch(config)#hostname SW1
SW1 (config)#no ip domain-lookup

SW1 (config)#service
password-encryption

SW1(config)#enable secret class

SW1(config)#banner motd #
Unauthorized access s strictly
prohibited. #

SW1 (config)#line con 0
SW1 (config-line) #password cisco

SW1(config-line)#login

SW1(config-line)#logging
synchronous

SW1(config-line)#line vty 0 15
SW1 (config-line) #password cisco
SW1(config-line)#login
SW1(config-line) #exit

SW1 (config)#int vlian 1

SW1 (config-if) #ip address
172.16.19.126 255.255.255.192

SW1(config-if)#no sh
SW1 (config-if) #exit

SW1(config)#ip default-gateway
172.16.19.65

KoMaHAbI 6A30BOM
HAOCTPOMKM KOMMYTATOPO
HO npumepe SW

[Conpection to 200.100.100.2 closed by foreign host]

YCTAQHOBAEHHbIM telnet Ha
BCEX MPOMEXKXYTOYHbIX
YCTPOUCTBOX B CETH

Yc Hbl€ 3XO-3AMNPOCHI
KO M YCTPOMCTBAM B
Cemm




R2#enable

R2#clock set 11:34:23 14 Jun 2020
R2#conf t

R2(config) #ip domain name spb.wse
R2(config)#crypto key generate rsa

How many bits in the modulus [512]: 1024
R2(config)#username admin privilege 15 secret Pa$$wOrd
2(config)#aaa new-model
R2(config)#ip ssh version 2
R2(config)#line vty 0 4
R2(config-line)#transport input ssh
R2(config-line) #logging synchronous
R2(config-line)#privilege level 15
R2(config-line) #exec-timeout 60 O
R2(config-line) #exit

R2(config) #exit

R2#copy run start

KOMAQHABI AAS HOCTPOMKM SSH HO

npumepe R2

acTpounka SSH Ha ceteBom 0B0pyAOBAHMK CISCO

SW2#enable

SW2#clock set 11:34:43 14 Jun 2020
SW2#conf t

SW2(config)#ip domain name spb.wse
SW2(config)#hostname SW2
SW2(config)#crypto key generate rsa

How many bits in the modulus [512]: 1024

SW2(config)#username admin privilege 15 secret Pa$$wOrd

SW2(config)#ip ssh version 2
SW2(config)#line vty 0 4
SW2(config-line) #transport input ssh
SW2(config-line)#logging synchronous
SW2(config-line) #privilege level 15
SW2(config-line) #exec-timeout 60 O
SW2(config-line) #exit

SW2(config) #exit

SW2#copy run start

KOMAOHAbI AAS HOCTPOWKKM SSH HO

npumepe SW2



acTpounka SSH Ha ceteBom 0B0pyAOBAHMK CISCO

[MoakAtodeHme no SSH ¢ PCT K SW1 1 R2, AA9T AEMOHCTPAUMM NPABUABHOU HACTPOUKM SSH

cea RIS

Physical Config Desktop Programming Attributes
J——

Command Prompt X
R2§ .‘_J

RZfexit

[Connection to 172.16.20.97 closed by foreign host]
C:\>ssh -1 admin 172.16.20.97

Password:
RZfexit

[Connection to 172.16.20.97 closed by foreign host]
C:\>ssh -1 admin 172.16.19.12¢

Password:

Password:

Password:

Unauthorized access is strictly prohibited.

SWlgexit

[Connection to 172.16.19.126 closed by foreign host]
C:\>ssh -1 admin 172.16.19_.65

Password: p—
R1#l 4




CTPOMKA YAQAEHHOTO AOCTYMNA B cpease Windows

AAS HOYOAQ HEODXOAMMO CO3AATE MOAEAL CETU CepBeP—KAMEHT B CPEAE BUPTYAAMIALMMU
Vmware Workstation. [locae co3AaHMA BUPTYOAAbHbIX MALLMH HA 1K cepBepa
HEOOXOAMMO YCTAHOBMTL Windows Server 2016, a Ha 1K kameHtoB Windows 10. Aaaee
MAET NpoBEAEHNE BA30BOM HOCTPOMKM OOOPYAOBAHUSA, KYAQ BXOAMT:

0  Ha3HavyeHue IP-aApeCcoB HO CETEBLIE AAQMTEPSI.

[0 TllepemmeHoBaHMe [1K.

ctpomka FireWall aag npoxoxaeHus ICMPv4 toadouka.

Device Summary Device Summary

% Memory 8 GB M Memory 2GB

[ Processors 4 [J Processors 1

i Hard Disk (SCSI) 20 GB i Hard Disk (SCSI) 20 GB

TENetwork Adapter  Custom (VMnet12) = Network Adapter  Custom (VMnet12)

\ USB Controller Present USB Controller Present

Spisplay Auto detect &) Sound Card Auto detect
@Printer Present
@Display Auto detect

TexHUYecKkMe XapaKTepPUCTMKM cepBepa
TeEXHUYECKME XAPAKTEPUCTUKM KAMEHTCKMX
KOMIbIOTEP OB



CTPOMKA YAQAEHHOTO AOCTYMNA B cpease Windows

[locAe 3TOro HEOOXOAMMO MPOU3BECTM BKAIOYEHME MPOTOKOACQ RDP, 4TOObI K TOMY MAM
MHOMY YCTPOMCTBY MOXHO ObIAO MOAKAIOHYUTECH YAOAEHHO.

1t g <« Bce anemeHTbl NaHenw ynpasnenna > Cucrtema v O Mouc
CBoiicTBa CMCTEMBI X
Wma koMnstoTepa O6opyaoBatve
LononHuTensHo 3awmTa cucTemb! YnaneHHbiit gocTyn
TR Bo BKAOAKE «Cmcteman B [NaHEAU

"eé‘s"“‘” P YNpABAEHUSA NEPEUTU BO BKAOAKY
pronmmrepep] | SR «HaCTPOMKA YAGAEHHOTO AOCTYMAN U
s BbICTOBMTb (PA3peLLMTb YAOAEHHbIE
S e MOAKAIOYEHMS K STOMY KOMIMBIOTEPYY.

O He paspewats yaaneHHbie NoaKNioYeHNA K 3TOMy KOMMbOTEPY

(®) PaspewnTs yaaneHHsIe NOAKNIOYEHMA K 3TOMY KOMMbIOTERY

PaspewnTs NoaxnioyYeHna ToNbKo € KOMMb
paboTaeT yaaneHHbIi pabounii CToN C NPOBEPKON NOANMHHOC
Ha ypoBHe ce™™ (pekomeHayeTcs)

Momoub BbIGPaTL BeiBpate none3sosatenei...

v | [Tpmem

BKAIOYEHME YAOAEHHOTO AOCTYMA K
KOMIMbIOTEPY



172.16.19.66

1 System

4 Ed 5 Control Panel > System and Security » System v O Search Control Panel

Control Panel Home . s :
View basic information about your computer

) Device Manager Windows edition
) Remote settings Windows Server 2016 Standard

‘ Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Full computer name: Serverl

Computer description:

Y AQAEHHbBIM PABOYMIMN CTOA CEPBEPA

} Advanced system settings © 2016 Microsoft Corporation. All rights == Windows Server' 2016
reserved.
System
Processor: Intel(R) Core(TM) i3-7100 CPU @ 3.90GHz 3.91 GHz
‘ Installed memory (RAM):  2.00 GB
System type: 64-bit Operating System, x64-based processor

Computer name: Serverl QChange settings

rverl C NoAKAOYEHMEM K HEMY C PCI

CTPOMKA YAQAEHHOTO AOCTYMNA B cpease Windows

Aaree HeOBXOAMMO MPOTECTUPOBATL YAOAEHHOE MOAKAIOHEHME. AAS DTOTO HEODXOAMMO
B KOMOHAHOM CTPOKE «BbIMOAHMUTL) BBECTM KOMOHAY: Mstsc

B nosiBMBLLIEMCS OKHE (ITOAKAOHEHME K
YAOAEHHOMY PADOYEMY CTOAY)
HEODOXOAMMO BBECTU AMDO IP-aapec
[1K, K KOTOPOMY HEODBXOAMMO
MNOAKAKOYMTBCS, AMDO MM KOMMbIOTEPA
B CETU, MOCAE YETO XMEM KHOMKY
NOAKAKOYMTb, MOUHUMOEM
cepTdomnKauUmMo, BBOAMM ACHHbIE
YY4ETHOM 3AMMCU 1 MOXXEM BUAETH
PABOYMM CTOA YAQAEHHOTO
KOMMbIOTEPA.



BbIBOADI

TAKMM OBOPA3OM MOCAE PACCMOTPEHMS YH4EOHO-TEXHNYECKOM AUTEPATYPbI ObIAM
MPOBEAEHbI TAKME MEPONPUATHS:

[
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i
O

PackpbITEe HEKOTOPbIX TEOPETUYECKMX MOHITUN.

[TOOBEAEH PAA AEMCTBUM HAOMPABAEHHbBIX HA MPOEKTUPOBAHME AOKAABHOM CETM.

BbIMTOAHEHO ©A30BAY HACTPOMKA CETEBOM MHADPACTPYKTYPbI AOKOABHOM CETH.
bIAQ MPOBEPEHA PABOTOCNOCOOHOCTL Telnet.

BbiNOAHEHO HACTPOMKA SSH.

OcCyLLECTBAEHO HOCTPOMKAO YAOAEHHOTO AOCTYMNA B cpeae Windows.

B COOTBETCTBUM C BbILLEMIAOXKEHHbBIM, LLEAbL KYPCOBOIO NPOEKTA AOCTUTHYTA MYTEM
PEeLLEHUNA MOCTABAEHHbIX 3AAQY, CMOAEAMPOBAHbI 3TAMbI AAMUHUCTOUPOBAHMSA U
HACTPOUKM YAQAEHHOTO AOCTYNA K PECYPCAM AOKAABHOM CETMH.
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