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Name

Date

Syskron Security CTF 2020

21 Ok, 00:00 UTC — 26 Okr. 2020, 00:00
uUTC

Hack.lu CTF 2020

23 Ok, 13:37 UTC — 25 OkT. 2020, 13:37
uTC

RaziCTF 2020

23 Ok, 20:30 UTC — 25 OkT. 2020, 20:30
uTC

Hack The Vote 2020

23 OkT., 23:00 UTC — 25 OkT. 2020, 23:00
uTC

peaCTF Round 1

24 Ok, 04:00 UTC — 31 OkT. 2020, 03:59
uTC

MetaCTF CyberGames 2020

24 Ok, 12:00 UTC — 25 OkT. 2020, 12:00
uTC

AppSec-IL 2020 CTF

24 Ok, 17:00 UTC — 26 Okr. 2020, 17:00
uTC

Cyber Cyber Security Rumble 30 Okr., 19:00 UTC — 01 Hos. 2020, 19:00
UTC

CyberYoddha CTF 2020 30 Ok, 19:00 UTC — 01 Hos. 2020, 19:00
UTC

Newark Academy CTF 2020 30 Ok, 22:00 UTC — 04 Hos. 2020, 21:59

UTC
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Place
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A 4YTO HAOo aenaTb?

AKM{Eazy fl1Ag 3x4Mple}



L-»zov/ggl bandit6@bandit.labs.overthewire.org -p 2220

a http://www.overthewire.org wargame.

'bandit6@bandit. labs.overthewire.org's password:
Welcome to Ubuntu 14.04 LTS (GNU/Linux 4.4.0-92-generic x86_64)

* Documentation: https://help.ubuntu.com/

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

bandit6@bandit:~$

AKM{username hostname}
AKM{bandit6 bandit}
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Forensic (Network)

74 ethoCaptanng =Wireshark:
File Edit View Go Capture Analyze Statistics Help
= e &l = O} ¥ \[:]\[:Q
HYEilter: : ‘ - \‘ < Expression... H o glear‘ Apply‘
No. . Time Source Destination Protocol | Info
40 10529.2951107 WilsSLIvll_vs.us.€C Dl uduLds L Anr WU 11dS 1292, 1UOS. 1. 209
47 139.931463 ThomsonT_08:35:4f Wistron_07:07:ee ARP
48 139.931466 192.168.1.68 192.168.1.254 DNS
49 139.975406 192.168.1.254 192.168.1.68 DNS
S0 139.976811 192.168.1.68 66.102.9.99 TCP
51 140.079578 66.102.9.99 192.168.1.68 TCP
52 140.079583 192.168.1.68 66.102.9.99 TCP
53 140.080278 192.168.1.68 66.102.9.99 HTTP
54 140.086765 192.168.1.68 66.102.9.99 TCP 62216 > http [FIN,
S5 140.086921 192.168.1.68 66.102.9.99 TCP 62218 = http [SYNI]
S6 140.197484 66.102.9.99 192.168.1.68 TCP http = 62216 [ACK]
57 140.197777 66.102.9.99 192.168.1.68 TCP http = 62216 [FIN,
58 140.197811 192.168.1.68 66.102.9.99 TCP 62216 > http [ACK]
CO 1440 210210 e 1N 0O 00 1070 1680 1 &0 TrD ht++n -~ &2972710 [Cvhl

P Frame 1 (42 bytes on wire, 42 bytes captured)

P Ethernet II, Src: Vmware 38:eb:0e (00:0c:29:38:eb:0e), Dst:
P Address Resolution Protocol (request)

0000
0010
0020

eth0: <live capture in progress= Fil..

ff ff ff ff ff ff 00 oc
08 00 06 04 OO0 01 OO Oc
00 OO OO OO0 OO OO cO a8

29 38 eb 0e 08 06 00 01
29 38 eb 0e cO a8 39 80
39 02

Packets: 445 Displayed: 445 Marked: 0

rete 192.10U06.1.0U0

192.168.1.254 1s at 00:90:d0:08:35:4f

Standard query A www.google.com '
Standard query response CNAME www.l.google.com A 66.102.9.99
62216 > http [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=2

http > 62216 [SYN, ACK] Seq=0 Ack=1 Win=5720 Len=0 MSS=1430 \
62216 > http [ACK] Seq=1 Ack=1 Win=65780 Len=0
GET /complete/search?hl=en&client=suggest&js=true&qg=m&cp=1 H

Broadcast (ff:ff:ff:ff:ff:ff)

ACK] Seq=805 Ack=1 Win=65780 Len=0
Seq=0 Win=8192 Len=0 MSS=1460 WS=2
Seq=1 Ack=805 Win=7360 Len=0

ACK] Seq=1 Ack=806 Win=7360 Len=0

Seq=806 Ack=2 Win=65780 Len=0

ACK] Can—0 Acl—1 Wi n—57920 | an—N MCC—1420 4 )
»

Profile: Default
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Forensic (Memory)

~ v % root@bt: /pentest/forensics/volatility
File Edit View Terminal Help

root@bt:/pentest/forensics/volatility# ./vol.py psxview -f /root/mem/winxp-mem.mdd
Volatile Systems Volatility Framework 2.1
Offset(P) Name PID pslist psscan thrdproc pspcdid csrss

0x02aec020 smss.exe
0x0296a020 1sass.exe
0x029e8da® alg.exe
0x0293a3d0 svchost.exe
0x027ab020 VBoxTray.exe
0x0295f020 services.exe

0x02bcb9c8
Ox02a568b0o

0x02710c88

0x02968520
0x027426a8
Ox02a7cdad
0x02943020
0x02926568
0x0292dda0

System

svchost.exe
mdd 1.3.exe
spoolsv.exe
taskmgr.exe
svchost.exe

winlogon.exe

svchost.exe
svchost.exe

0x02a0d548 GoogleUpdate.ex
0x02917230 VBoxService.exe
0x0292d020 csrss.exe
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NMonpobynTe HOBblE BO3MOXHOCTHM BeOMacTepa Ha beta.webmaster.yandex.ru

Gmail Images

Google

Google Search I'm Feeling Lucky




Burp Intruder Repeater Window Help

[Target T Proxy I Spider TScanner T Intruder I Repeater T Sequencer I Decoder 1 Comparer T Extender T Project options T User options TAIerts TAdditional Scanner Checks TAES Crypto ]

( Issue activity | Scan queue I Live scanning T Issue definitions I Options ]

Host | Status A | Issues | Requests | Errors | Insertion points | Start time

http://192.168.63.20 e : 11:28:49 11 May 2017 4|
http://192.168.63.20 @ @ © scanitem 2664 | 6 issues | 80% complete | http://192.168.63.20/vulnerabilities/sqli/ 11:28:12 11 May 2017>

http://192.168.63.20 /OTI 11:27:48 11 May 2017
http://192.168.63.20 IDTL[ issues | Base request | Base response | 11:28:00 11 May 2017
httpi//192.168.6‘3‘420 Al 0 5QL injection 11:19:20 11 May 2017
http://192.168.63.20 /OTH ? Possible DOM-based Cross-site scripting 11:26:53 11 May 2017
http://192.168.63.20 /DT[_ Content Sniffing not disabled 11:26:59 11 May 2017
hitp://192.168.63.20 Al Browser cross-site scripting filter misconfiguration Shale A MR 2B
http://192.168.6‘3‘420 /DTL i Cross-domain Referer leakage 11:26:50 11 May 2017
http://192.168.63.20 fouly | Frameable response (potential Clickjacking) 11:19:19 11 May 2017
http://192.168.63.20 /OTI 11:07:07 11 May 2017
http://192.168.63.20 /OTI 11:09:01 11 May 2017
http://192.168.63.20 /0TI 11:09:08 11 May 2017
http://192.168.63.20 /OTH 11:09:22 11 May 2017
http://192.168.63.20 /OTl 11:09:57 11 May 2017
http://192.168.63.20 /DTH 11:10:30 11 May 2017
http://192.168.63.20 /OTH 11:10:33 11 May 2017
http://192.168.63.20 /OTI 11:10:49 11 May 2017

NRNRNRNNNNN RN RN g

[AdvisoryT Request 1 T Response 1 T Request 2 I Response 2 ]
http://192.168.63.20 /OTI[ A 11:10:49 11 May 2017

11:09:28 11 May 2017

http://192.168.63.20 /DT

http://192.168.63.20 /DTI

http://192.168.63.20 i | SQL injection
http://192.168.63.20 P Severty  High
http://192.168.63.20 IOTl|  confidence: Certain
http://192.168.63.20 DT Host: http://192.168.63.20
http://192.168.63.20 /DTl Ppath: fvulnerabilities/sqli/
http://192.168.63.20 /DT
http://192.168.63.20 /DT
http://192.168.63.20 DTl |ssue detail

http://192.168.63.20 /DT
http://192.168.63.20 /DTi| The id parameter appears to be vulnerable to SQL injection attacks. A single quote was submitted in the id parameter, and a L
http://192.168.63.20 /DT database error message was returned. Two single quotes were then submitted and the error message disappeared. You should v
http://192.168.63.20 /DTD/dvwaiulnerabilities/execiulnerabilities/upload/ cancelled

http://192.168.63.20 /DTL
http://192.168.63.20 /DTI 0 SQL injection Compare responses | w
~ |
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Reverse

gl e @ || of gf @aF oF v & za X ||| > @ O No debugger | %l |l &0 g §
B 11, |

Library function Data [ Regular function Unexplored Instruction External symbol

E Functions window ,a IDA View-A !:l I E Hex View-1 I E Structures I Ej Enums I f’é Imports I j Exports
Function name
[#] sub_1000127E8
7] sub_100012940 i
(7] sub_100012970 . il zd = il za 2

|71 CFrameVnd:: ~CFrameWnd(void) . mov cs:dword_10004D1EB, eax
cnp cs:dword_1060664D1C4, 0
jnz short loc_10084367F

g sub_100043474 proc near

var_98= dword ptr -98h

var_98= qword ptr -96h

var_88= dword ptr -88h

var_88= quword ptr -86h

StartupInfo= _STARTUPINFOW ptr -78h
var_8= byte ptr -8

arg_8= qword ptr 8

arg_8= quword ptr 16h

mov [rsp+arg_8], rsi
mov [rsp+arg_8], rdi
push r12

sub rsp, BBBh

and [rsp+8B8h+var_98],
lea rcx, [rsp+B8B8h+StartuplInfo] ; 1lpStartuplnfo
call cs:GetStartupInfoll
nop

nov rax, gs:36h

mov rdi, [rax+8]

Xor esi, esi

]

100.00% |(783,-52) (58,302)’00042874 0000000100043474: sub_100043474 |{Synchronized with Hex View-1)

j Output window

Command "ChartXrefsTo" failed

Disk: 140GB
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Pwn

(| - # % | LXTerminal -

Program received signal SIGSEGV, Segmentation fault.

8x74616161 in ?2? () from pwn import *
[ registers |—
Seax Oxffffddae3 sebx Ox72616161 Secx Oxf7fa25a8 $edx oxf7fa387c context(arch="1386", os='linux')
sesp axffffds3e sebp Bx73616161 Sesi 0x00000001 Sedi oxf7fa2e60 s = process('./rop_remote’)
seip 8x74616161 Scs 0x00000023 sss 0x0000002b sd= 0x0000002b
ses 0x0000002b <fs 0x00000000 igs Px08080863 Seflags 66178 # payload
Flags: [carry parity adjust zero SIGN trap INTERRUPT direction overflow RESUME virtualx8 # addres get_flag
6 identification] # [+] Found at offset 73  New Window rch) likely
[ stack |—
oxffffd530|+0x00: “aaausaavaaawasaxazayaas’ ~ $esp payload = "A**73
Oxffffd534|+0x04: "aaavaaawasaxaaayasaa” payload += p32()

Oxffffd538|{+0x08: “aaawasaxaamayaaa” >
oxffffd53c|+0x8c: “aaaxaaayaaa” Paste
Oxffffd540|+0x10: “sasyaaa”

Oxffffd544 | +0x14: 0x00616161 (“aaa"?) Preference
Bxffffd548|+0x18: 0x00
oxffffdS4c|+Oxic: 0xf7e06517 -

[ code:i386 ]—

[1] Cannot disassemble from SPC

[ threads ] X
[#8] Id 1, Name: "rop_remote”, stopped, reason: SIGSEGV Move

[ trace ] Move Tab Right
[#8] RetAddr: 8x74616161 o e
[#1] RetAddr: 8x75616161 =2 Tot
[#2] RetAddr: 8x76616161

[#3] RetAddr: 0x77616161

[#4] RetAddr: 8x78616161

[#5] RetAddr: 0x79616161

[#6] RetAddr: 8x616161

[#7] RetAddr: 6x0

gef> pattern search 0x74616161

i+ Searching '0x74616161"

[+] Found at offset 73 (little-endian search) likely

[+] Found at offset 76 (big-endian search) Get Help Write Out l Where Is l Cut Text I Justify . Cur Pos
gef» i Exit Read File Replace Uncut Textil] To Linter Go To Line

t:a '..o., ~[:]"'l,|.! Eucersins R — ) v ‘. £ O E (



encrypt-Python-master - [F\PYTHON LAB\encrypt-Python-master] - encrypt.py - PyCharm Community Edition 2017.1.5
File Edit View Nawvigate Code Refactor Ryn Tooks VCS Window Help

B encrypt-Python-master i encrypt.py encryptv P ¥
[ 3= 1= & photojpg * K encryptpy & E READMEmd
on-master decrypt ()

07 Project v O ok
v I encrypt-Python-master £\PYTHON LAB\encrypt-Python-m
£ encryptpy
& photojpg 18 outfile.write (filesize.encode (
il README.md
» Il Extemal Libraries 19 outfile.write (IV)
20
21 while True:
22 chunk = infile.read(chunksize)
23
24 if len(chunk) ==
25 break
26 elif len(chunk) % 16 != 0:
27 chunk += b' ' * (16 - (len(chunk) % 16))
28
29 outfile.write (encryptor.encrypt (chunk))
30
31 @
32 defidecrypt (key
33 chunksize
34 outputFile
35
36 with open(filename, ) as infile:
37 filesize = int(infile.read(16))
38 IV = infile.read(16)
39

40 decryptor = AES.new(key, AES.MODE CBC, IV)
41 ® Piatform and Plugin Updates

PyCharm Community Edition is ready to update,
42 with open (outputFile, ' ) as outfile:

8chars 3212 LF: UTF-8: & &
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Stegano

3 StegSolve 1.3 by Caesum

File Analyse Help

Normal iImage

FEIAR IFemee

Rk LU
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0 et

attack
0110¢

L W2A5111101
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= ’ \ »
001001 A9}

RN
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A ANANANA AN T
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Bit Planes
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Red
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Preview Settings

Include Hex Dump In Preview

Preview

Extract Preview

v

Save Text

Order settings

Extract By ® Row

Bit Order (® MSB First

Bit Plane Order
e RGB
RBG

GBR

Save Bin Cancel

Column
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A 4yTO OOTATbL-TO?

el INUX

Hy n nourpatb B baHOuTa
overthewire.org/wargames/bandit/
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Yxe moXxeTte B Linux?

*[IpocTo 3anetanTte Ha rnoodyto CTF

* TakanTe u ryrnute 3agaHusa KOTopkie Bam
MHTEPECHDI

* Untamte Bpantanbl npoLunbiX CTF

« CMOTpUTE KYpCbI OT spbCTF






