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Use Master Key List

P AN Master Keys are keys that you want to include each time you encrypt,
create a disk, or share files. You may want to list your own private key and
any Additional Decryption Keys (ADKs) here.
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File  Edit

PGP Keys o Verification History

PGP Zip Assistant

PGP Me

P& P Desktop IEEARGULCE

This assistant will help you secure files and folders for storage or transfer. Drag and drop your
files into the box, or use the buttons below to browse for your selection.

PGP 2ip

© Verification History

MName Size  Type
& Open a PGP Zi Sign 3 @J ABTOMaTH3MPOBAHHOE M., 24,3KE6  AokymeHT Microsoft Office Word
2100 y
PGP Disk
9| @ &l | [ Shred originals [_]

[ Aanee > ] [ OTMEHS ] [ Cnpaeka ]




e BrinosHeHue mu@poBanus HHOOPMALIUU U
ANEKTPOHHO-IIM(POBOM MOAINUCH

PGP Zip Assistant

P& P Desktop Encrypt

Choose how you want to encrypt to your recipients. If you are unsure of a particular option
click it to see an explanation below.

Select Items+/ @ Recipient keys
Encryptv/ I have keys for all recipients (most secure)
Sign & Save ) Passphrase
Finish I don't have keys for all recipients, but they all use PGP Desktop

") PGP Self-Decrypting Archive
Redpients do not use PGP Desktop

) Sign Only
Create a PGP Signature file (no encryption)

Use this option if you have keys for all recipients {on your PGP Desktop keyring, a
keyserver, or the PGP Global Directory). It offers the highest security. If the encrypted
file is for you, you must have a keypair created using PGP Desktop. If you do not, dick
Cancel to stop this PGP Zip Assistant, then choose File->New PGP Key.
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0x861DAS84
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RSA

2048/2048
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Keys to add

Remove
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] [ Cancel

PGP Zip Assistant

P& ® Desktop

Add User Keys

Enter User Keys for recipients you want to encrypt to.

Enter the username or email address of a key
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Remove
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PGP Zip Assistant

PSR Desktop

Add User Keys

Enter User Keys for recipients you want to encrypt to.

Enter the username or email address of a key
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Sign and Save

Signing your PGP Zip allows your recipients to verify its authenticity. Confirm your signing key
and the save location below.

Signing Key

| <nonex v

syamp
vampolsm <1@1.ru>

Save Location
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PGP Zip Assistant

P &€ R Desktop

Select Items~/

Sign

Enc
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PGP Zip Assistant

P& P Desktop Encrypt

@ Recipient keys
I have keys for all recipients (m

Select Items+/
Encrypt~/
Sign & Save

() Passphrase
Finish

_) Sign Only
Create a PGP Signature file (no

Finished

Choose how you want to encrypt to your recipients. If you are unsure of a particular option
dick it to see an explanation below.

I don't have keys for all recipients, but they all use PGP Desktop

") PGP Self-Decrypting Archive
Redpients do not use PGP Desktop

Use this option if you have keys for all recipients {(on your PGP Desktop keyring, a
keyserver, or the PGP Global Directory). It offers the highest security. If the encrypted
file is for you, you must have a keypair created using PGP Desktop. If you do not, dlick
Cancel to stop this PGP Zip Assistant, then choose File->New PGP Key.

ost secure)

encryption)
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Your PGP Zip is secured

= ﬂ 2Zip
Processing files individually
PGP Zip: ABTOMaTH3MpPOBaHHOE NNaHKMpoBaHWe.docx.pap
= @3 User Keys
', sstud
=l # Signing
€3 signing with key syamp
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PGP Zip Assistant

P& P Desktop Enaypt

Choose how you want to encrypt to your recipients. If you are unsure of a particular option
dick it to see an explanation below.

Select Items+/ () Recipient keys
Encrypt v/ I have keys for all recipients (most secure)

Sign & Save @ Passphrase
Finish I don't have keys for all recipients, but they all use PGP Desktop

") PGP Self-Decrypting Archive
Recipients do not use PGP Desktop

~) Sign Only
Create a PGP Signature file (no encryption)

Use this option to encrypt your files using a passphrase. This is best if you don't have
public keys for some or all of your recipients, but they are all using PGP Desktop. Or

5 7 prefer passphrase (conventional) encryption. You must
PGP Zip Assistant recipients. Be careful when doing this. You must make
hients learn the passphrase.

PGP DC’Skap Finished
Your PGP Zip is secured

= [ zip

Processing files individually Hasaa ][ fanee > ] [ OtmeHa ] [ Cnpaska
PGP Zip: ABTOMaTH3MPOBaHHOE NNaHMpoBanKel.docx.pgp
= 1) Reporting
Encrypting with passphrase
= # Signing
3 Signing with key syamp

="  ABTOMaTH3MPOBaHHOE
* | nnaHvposaHue,docx
PGP Zip

oToBO




PGP Zip Assistant

P& PR Desktop

Finished

Your PGP Zip

‘= @ zie

Pe3ynbTar co3manus apxuBa HHPOpPMAIUH

PGP Zip Assistant

PE® Desktop

Select Items~/
Encrypt~/
Sign & Save
Finish

is secured

Encrypt

Choose how you want to encrypt to your recipients. If you are unsure of a particular option
dick it to see an explanation below.

(") Recipient keys
I have keys for all recipients (most secure)

(") Passphrase
I don't have keys for all recipients, but they all use PGP Desktop

@ PGP Self-Decrypting Archive
Redpients do not use PGP Desktop

(") Sign Only
Create a PGP Signature file (no encryption)

Use this option to create a PGP Self-Decrypting Archive (SDA). This is best if any of your
recipients do not use PGP Desktop, but are using a computer running Microsoft Windows.
The SDA is encrypted using a passphrase. You must share the passphrase with all file
recipients. Be careful when doing this. You must make sure that only the intended
recipients learn the passphrase.
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Processing files individually

PGP Self Decrypting Archive: ABTOMaTH3MPOBaHHOE NNEHWPOBaHKe.do

= 1) Reporting

Encrypting with passphrase

= () Files & Folders

@)

([

ABTOMaTH3MPOBAHHOE nnaanosaHMe,docx

oToBO

| ABTOMATHIMPOBAHHOE
NNaHUpoBaHKe. docx




PGP Zip Assistant

Pe® Desktop
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Finished

Your PGP Zip

PGP Zip Assistant

P€® Desktop

Select Itemsv/

Encrypt~/
Sign & Save
Finish

is secured

Encrypt

Choose how you want to encrypt to your recipients. If you are unsure of a particular option
dick it to see an explanation below.

") Recipient keys
I have keys for all recipients (most secure)

(") Passphrase
I don't have keys for all recipients, but they all use PGP Desktop

") PGP Self-Decrypting Archive
Redpients do not use PGP Desktop

@ Sign Only
Create a PGP Signature file (no encryption)

Use this option when you do not need PGP Desktop to encrypt your files, you only need it
to create a PGP Signature file (to prove that you are the sender) and then package your
files into a zip archive. Recipients must have PGP Desktop installed on their computers to
open or verify the zip archive.
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Processing files individually

PGP Zip: ABTOMaTH3MPOBaHHOE NNaHMpoBaHuel.docx.sig
=l ¢ Signing
3, Creating detached signature with key syamp

ABTOMaTHIMPOBAHHOE
NnaHupoBaHue, docx
PGP Detached Signature File

ABTOMaTH3MPOBaAHHOE

oToB0
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# PGP Desktop - koHTpo/ibHaA pabota.doc

File  Edit

KOHTpOonbHag paborta.doc

PGP Enter Passphrase for a Listed Key I

File Name koHTponbHas paboTa.doc.pgp

Ecation’ CHlvdn This object was encrypted to the following public key(s):

PGP Zip Size 66,9 KB seanse_Abonent2 (RSA/2048)

Status Files extracted
pyamp, 0x50216390, Implicit Trust

#) koHTpOnbHaA pafioTa.doc

Size  Type Date Modified

Microsoft Office Word ... 21.04.2014 12:17

@ KOHTpONbHaA paboTa,doc

Itis not possible to decrypt this message because your keyring does not

Extract...
add Files... contain usable private key(s) corresponding to any of the above public
New Folder key(s).

B A

Delete Del

Select all  Ctrl+a

‘ \
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# PGP Desktop - Verification History

File  Edit Wiew Tools

° Verification History

MName Signer Key ID Verified
ASBBTOMATHIMPOBAHHOE NNaHKP... Unknown Invalid Key
¢ KOHTponbHaA paboTa.doc.pgp  pyamp 0x50216390 & 21.04.2014 12:36:34
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