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UTto Takoe mynbTu phakTopHasa aBTopusauuna?

MynbeTn doaktopHas aBtopusauns (MPA) obecneumBaeT AOMNONMHUTENBbHbBIN YPOBEHbL 3alUMThI U 3alluLiaeT
BallM AaHHble OT HeaBTOpu3oBaHHOro gocryna. licnono3osaHne MFA meHsieT NnpuBbLIYHbLIU NpoLecc
aBTOpu3auuMun Nosib3oBaTenen B KOPNopaTUBHLIX CUCTEMAX KOMMaHUMN.

[nsa obecneyeHus MFA 3awuwaetr 3aMeHa TekyLlero npouecc
OOMOMHUTENBHOWN 3aLUThbI NPUNOXEHUA coaepKalume aBTopu3auum
AaHHbIX ucnons3osaHve MFA KOHUAEHUMANbHbIe 3Ha4YUTENbHO NOBLICUT
CTPOUTCA Ha NpuHUuUne mo, naHHble (Hanpuvep, 0e30nacHoOCTb
ymo 3Haeme BblI (naporb) u NPUNOXeHUN
mo, Ymo ecmb MONLKO y dnHaHCOBbIE OTHETHI UMK
s MakaoHanac
Bac (cmMapmahoH) BEIOMOCTMW)

3a4yeM HyXxeH nepexon Ha MFA? lNMNo4vyemy Henb3s NPOAONKUTbL
MCNoJib30BaTb TEKYLUU npouecc aBTopmusauun?

MynbTu hakTopHas ABTopu3auma — 3TO MeXOQyHapoaHbI cTaH4apT, KOTOpbIn obecnevnBaeT 4ONOMHUTENBHbBIN YPOBEHb
3alnThl.

B Tekyuiem npouecce anst aBtopmsaumm norb3oBaTesisi B cMcteme HeobxoanmmMmo BBECTU Naposib U OTBETUTL Ha
CEKpPETHbIE BOMNPOCHI N BBECTU NocriegHne 4 undpbl HOMepa coumanbHOro ctpaxosaHus (ans cotpygHukos CLLA)
TekyLluee pelleHNne MOXeT ObITb JIerKo CKOMNPOMETUPOBaHO Yepe3 (pMnHroBble canTbl U He obecnevynBaeT
Hagnexatien 3awWmTbl JaHHbIX OT HECaAaHKLMOHNUPOBAHHOIo AocTyna, genasa komnaHuo MakgoHanac yasBuMon
ANA atak n3BHe.
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Restaurant Crew Login McDonald's ID
(Restaurant Management, O/O & Staff,
Corporate)
Click your account button below o sign
in if you have a McDonald's ID, sign on below.

User name: Earqot User Name?
Password: Eorcol password?
Login

Federated Partners click here
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Security Notice: Only thorized user name and Donalds secure
web sites and applications.
Unauthorized use is stricly prohibited.

BBoa nmeHu nosnb3oBaTens u napon4d
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Restaurant Crew Login McDonald's ID
(Restaurant Management, O/O & Staff,
Corporate)
Click your account button below to sign
in; If you have a McDonald's 1D, sign on below.

User name: Eorgot User Name?
Password: Eorgot password?
Login

Federated Partners click here

ly an name and secure

ations.
Unauthorized use is strictly prohibited.
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CONFIDENTIALITY NOTICE
By using o reading any pages in this site you agree o these d conditons. I you do not agre, 3 s
RESTRICTIONS ON USE
" " in i

The material in th » purpor 204 complete property of
MeDosald'.
CONFIDENTIALITY

The material i for authorized . This only ¥
safeguard ty of your E. McDonald's is of the material on this site

ting from your of your E-ID and password. By using this site, you agree to maintain the

y of his st and to for avthorized . Tndividual: s ste without

authority, or in excess of thei authority, aresubject to . i d recorded by system persotnel. In the
course of moritaring improper se of thi site or in i b il
Anyone using this site expressly dvised that if

activit o - g o law ANY UNAUTHORIZED USE OF THE
INFORMATION OR MATERIALS MAY LEAD TO DISCIPLINARY ACTION UP TO AND INCLUDING TERMINATION AND/OR
CIVIL OR CRIMINAL PROSECUTION.

RESTRICTION OF LIABILITY
MecDonald's has taken reasonable steps to safeguard the secusity on this site and for use of
v material contained on this site McDonald's will not be lizble for anv damages or infur. includine but not limited to. soecial or

To indicate your agreement to the terms listed above, enter the last 4 digits of your Social Security Number.
Press 'Cancel' to exit this site.
Last 4 digits of your SSN: ||
Ok || cancel |

CneumnansHoe [NpunoxeHune

Approve sign-in?
McDonald's Corporation
david.mfal@waadstg.mcd.com

Deny Approve

[MNoaTBepxaeHne Bxoda



NMpunoxeHusa B KOTOpbIX OyaeT ncnonb3osartbcsa MFA
In scope: MNpunoxeHus, KOTopble cogepXaT KOHPUAEHUNarbHbIE JaHHbIE onpeaensemMble cCTaHgapTamm

ynpasneHust NUHPOPMAaLMOHHbIMU aKTUBaMMU
Application Name
Alight Solutions (US Benefits)
China MCD Portal
Document Management Center
Email
Global Data Collection Tool 2 (GDCT2)
Global Performance Matrix

McDonald's Global Sales

Global Data Warehouse
GNA Plan Tool

Citrix

LogicGate

PMO Worldwide

Service Center Online [incl. About Me (Lawson, Employee Self-service) and Annual enroliment] US Payroll

Webfilings



Kak MHe 3aperncrtpupoBaTbCs
Ana ncnonb3oBaHna MFA?



OTKpouTe Opay3ep u nepenguTte no
CCbIJIKe

aka.ms/mfasetup



Nepen Havyanom peructpauun MFA

MNMpexpe 4yeMm Bbl HA4YHETEe, BaM NoHagoobuTca:
* [1K c goctynom B IHTepHeT
« Yctpowuctso iPhone nnu Android

« [ns iPhone, Baw Apple ID n naporsb, 4YToObl cKayaTb U YCTAHOBUTb
npunoxeHne n3 Apple App Store

« [ns Android, Baw nepcoHanbHbin Google n naponb, YToObl cKkayaTtb U
yctaHoBUTL npunoxenne n3 ID Google Play Store

B npouecce yctaHOBKM BaM notpebyeTcsa ucnonb3oBatb Baw MK n
CMapTQOH.

[Tpouecc ycTaHOBKM 3aMeT He bornee 15 MUHYT.



Kak saperucrpupoBatbca B MFA

« OTKponTe Opaysep Ha Bawem NK u
nepengnTe no Ccblifike:
gas.mcd.com/welcomeapp

« Ecnu nosiBUTCA CcTpaHULa aBTopM3aLuu,
BBEJMTE CBOW JTOMMH U Naporb

* YT0oObl NPMHATL YCNOBUS
NONb30BaTENbCKOro COrnalleHus,
Ha)XKMUTE Ha CCbINIKe perucTpauum BHU3Yy
aKpaHa.

Restaurant Crew Login McDonald's ID
anl 1, 010 & Staf
Ciek your account button below 10 5gn
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What is Multi-Factor Authentication (MFA)?

Multi-Factor Authentication (MFA) provides an additional layer of security to better
protect restricted corporate and personal data. McDonald'’s currently uses two-factor
authentication, where users are required to enter the last 4 digits of SSN or answer
security questions to access applications.

McDonald's is migrating to MFA to provide a necessary layer of additional security,
making it more difficult for attackers to access Restricted Data. MFA requires users
to provide their username, password, and a 6-digit code from the Microsoft
Authenticator application on an iOS/Android device.

Replacing the current two-factor authentication process will greatly enhance the
security of McDonald’s applications, protecting restricted corporate and personal
data.

Before you begin, you will need the following:

- A PC with Internet access

« An iPhone or Android device

- For iPhone, your personal Apple ID and password for downloading the app from the Apple
App Store

- For Android, your personal Google ID and password for downloading the app from the
Google Play Store

Click to register



Kak saperucrpupoBatbca B MFA

« CnepnynTe MHCTPYKUUN B OKHe Bpay3epa
ana perncrtpaunn MFA

* Ha Bawewm TenedoHe, 3anycture
3arpysky npunoxeHusi Microsoft
Authenticator

« Paspelunte npunoxeHuno oTnpaeBnsaTb
BaM YBEOOMINEHMS

& My Profile s

<« C & https/mysignins.microsoft.com

[Y\ Feel-Good Design McDonald's | Shine N8 GTRM 1 hip. m atmed Yammer [ Opinio > Techknow - Home e Service Cafe screenshots.docx

McDonald's Corporation

Keep your account secure

Set up the methods below so you can prove who you are when you sign in or reset your password,

Microsoft Authenticator

Start by getting the app

~ ) -
v On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose “Next

want to use a different authenticator app

want to set up a different method

2 My Profie x + a

<« C @ https//mysignins.microsoft.com Fr  Incognito @

[Y\ Feel-Good Design McDonald’s | Shine %3 GTRM Leadership. M atmed Yammer [ Opinio > TechKnow - Home nww Serv e s s doo » | W Other bookmark:

McDonald's Corporation

Keep your account secure

Set up the methods below so you can prove who you are when you sign in or reset your password.

Microsoft Authenticator

Set up your account

When prompted, allow notifications. Then add an account, and select "Work or school

I want to set up a different method
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Kak saperucrpupoBatbca B MFA

Ready to add your
first account?

 [lobaBbTe Balll akkayHT B NPUMOXeHue R
Ha TenedoHe, HaxkaB “Add Account” nnu - G
«+» B BEpPXHEeM NpaBoM Yrny aKpaHa

« B pasgene «Kakowu TMn y4eTHOWM 3anucu
Bbl Jo6aBnsieTe?» BblbepuTe Pabouyas S eesiay
nnn ydebHas y4yeTHas 3anuchb

Other (Google, Facebook, etc.)

* Mcnonb3ynte npunoxeHue Ha
TenedoHe, 4Tobbl oTcKaHMPoBaTh QR przamm
Kof C aKkpaHa 6pay3epa eI

Keep your account secure
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Kak 3apernctpupoBatbcs B MFA

* Bbl JOMMKHBLI NONYyYnNTb YBEOOMIEHME C
noaTBepXXaeHMeM Bxoaa B BalleM
NPUNOXEHNN Ha cMapTdoHe. Haxmure
PaspewunTtb 4na noareepxaneHusa sxona

Approve sign-in?
McDonald's Corporation
david.mfal@waadstg.mcd.com

Deny Approve

 [locre 4ero, Bbl AOMKHbI NONYYUTb
noaTeepxgeHne o6 ycnewwHon
perucrpaumm cBoen y4yeTHom 3anmcu. B
npunoxeHnn Microsoft Authenticator
nosiBUTCA cnocob aBTopmusaumn rno
YMOSTHaHUIO, KOTOPbIN ByaeT
NCMNOSIb30BaTbLCA NPU NOMNbITKE
aBTopm3aumn B NPUNOXKEHUSX.

McDonald's Corporation

Keep your account secure

Microsoft Authenticator




Kak ycTaHOBUTb pe3epBHbIN CNOCO0 aBTOpU3aLumn

B cnyyae notepun cmMaptdoHa unn HegoCTYNHOCTU NPUIIOXKEHNA aBTOpM3aLnU,
Ba)XHO YCTAaHOBUTb pe3epBHbLIN cnocob aBsTopmsauum MFA

B 3aknagke «CeegeHua onga sawmtbl» ( ) HAXXMUTE
«[1obaBnTb cnocob»

Bbibepute meton «TenedoH» n BBeanTe HoMep TenedoHa

[Ona nobaeneHna gononHnTenbHOro TenedoHa Bblbepute «AnbTepHaATUBHbIN
HOMep TenegoHa»
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YTO menaTb, eCnu y MeHSA
NOMeHANcA TeniepOH UNn y HeT
aocTyna K TenedoHy, rge
YCTaHOBJIEHO NpUIrioXxeHue?



BoccTtaHoBneHue goctyna kK MFA

bryan.martinez@us,mcd.com

Verify your identity

« Ecnu Bbl NTOMeEHANM CBOM CMapT(OH 1K1 y Bac HET JOCTyNa K HOMepy TernegoHa, K P ——
KOTOPOMY NnpuBA3aHa ydeTHasa 3anuchb, Bbl BCErga CMoXeTe BOCCTaHOBUTL OOCTYN C

NOMOLLILIO pe3epBHOro MeTo4a aBsTopusaumnmn (ke o eibicaion cod rom my. mobié a0
1.  Korga nosButcsa okHO aBTopusaumn MFA, BbibepuTe n3 MEHIO TEKTOBOE
cooOLLeHne nnm 3BoOHOK [ vext +x 000000059

2. [lepengnte no ccobirke N OTKPOWTE MYHKT MEHHO R —
«CBeneHna ans 3awmTtbl» A5is Toro, YTobbl UISMEHUTL HACTPOMKM MPUBA3KM

NPUNOXeHUs K TenedoHy.

More informat

Cancel

« Crtpanuua «CBegeHna ans 3awuTbl» no3sonseT AobasnTb BbibOpaTh cnocob
aBTOpM3aunKn nNo ymonyaHuio n gobaesntb astopmsaumto yepes CMCHO 3BoHOK unun

NpUnoXxeHune

Security info

These are the methods you use to sign into your account or reset your password
Default sign-in method: Microsoft Authenticator - notification Change
+ Add method

O ™ at (T L2



YTOo penartb ecnu
AOMNOJNIHUTENbHbLIN CNOCO06
aBTOpU3auuMn HeJoOCTynNeH?



How To: MFA Reset

* B cnyyae, ecnu y Bac nponasn AocTyn K OCHOBHOMY U
OO0MONHNUTENBHOMY Cnocoby aBTopU3auum, coodwmTe ob

9TOM B Cny>|<6y TEXHNYECKOU NoAAOEPXKN.
1) Cpenante obpalleHne Yepes cepBUC OQHOIO OKHa UNu No TenedoHy

2) [locne cbpoca HacTpoek, nepenanTe No cebifke
4TOObI 3aHOBO 3apPErMCTPMPOBaTbL CBOK YYETHYIO 3aMnuUChb.
3) [locne perucTtpauum, nepenanTe rno ccoisike 049 YyCTaHOBKMU

NOMONHUTENBHOIO METoAa aBTopu3aLnn
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[lo Bcem Bornpocam MOXHO obpallaTbCs B
CNy>XOy TeXHNn4YeCcKou noanepKKn
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