OSINT
PasBeaka No OTKPbITbIM UCTOYHUKAM.
PekorHocumnpoBka.

Butannn MankuH

PykoBoguTtens otaena aHanusa sawmiweHHoctu B 'K “UHdpopmsawymta”

Telegram: @VitMalkin, E-Mail: vitmalkin@gmail.com



ABTOp MaTtepuana He HeceT
OTBETCTBEHHOCTU 3a [OEeUCTBUS,
COBEpPLLUEHHbIE cnyLllaTenamu.

MIHpopmauums npeaocTaBfieHa
NCKNIOYNTENBHO B

O3HAKOMUTEJIbHbIX LEJIAX.



JTarnbl NpoLecca aHanmaa
3aLUMLLEHHOCTU

Client Interaction

\

Reporting




3a4yeM rnpu neHTecTe passegka?

* Pacckaxy 3 nctopuu
* Half Life 2 — AXFR 3anpoc
* 13 Kypca OSCP npo mapku
* B3110M noyTbl N0 UICTOPUYECKOMY (POPYMY



[1Ba nogxopa K pa3sBegke

[laccuBHas AKTUBHa4
* [lonck B HTEPHETE » CKaHupoBaHMe rNopToB
 CBOOoOp KOHTaAKTOB * [lepeuncnenune
« COOp OOKYMEHTOB NnogJ0MEHOB,
* [lounck IP agpecoB ONpPeEKTOPUIA
 [lounck  ATaku SMB, SMTP, SNMP
nogaoMeHOB enumeration, AXFR

Hanuumne akTMBHOro B3anmoaencTtBms ¢ 00 beKTOM

)



[laccuBHagd: [lonck B MHTEpHeTE 1

 Yem 3aHnMmatoTcH?

» Kak B3anmMogeuncTByIoT
C MUPOM?

 HaHumarT nu nrogen?

 Cnncok canTtos




[laccnBHagq: [lonCcK B MUHTEpHeTE 2

* 3yyeHne cantoB, MODUIMbHbIX
npunoxeHun. Kak Bam gnsanH camta? HTML
KOO YNCTbIN?

* Meponpuartug

* BakaHcuu

* imeeTtca nu otaen npoaax? Yto npoaator,
roe U Kak npodatoT, KTO MOKYNaeT, KTo
KINEHTbI?



[TaccuBHas: Coop

Bepem Bce, YTO HE NPUKPYYEHO U CTPYKTYPUPYEM:

* Bce KOHTaKThbl

* TenedoHbl, PaKchl

* imennol

* CTpyKTypa KOMMaHuUn
* J[1OKYMEHTDI

« KomnaHum napTHepb.L



Google Dorks

Jlornyeckme onepartopsi:

 [nexuBet Bacsa OR lleTqa

* “TaKkylo UMEeHHO opa3sy xo4y 3aryrnmTtb a”
 Butanun ManknH —genyTtat

[1pyrue onepatopbil:
site:  filetype: inurl: intitle:

* GHDB - Google Hacking DataBase https://www.exploit-db.com/google-hacking-database/



[TaccuBHas: Coop nmennos

* Google Dorks:
* G:email "example.com®, Y: "@example.com”

» NNononHeHusa Google Chrome:
 EMAIL finder, Email Extractor

* /IHCTPYMEHTHI:
* Cewl|—NouUCK NMeEWNOB Ha caut
 TheHarvester

* Whois
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[laccmBHag: 'onck no MIMYHOCTU

 www.roum.ru/bases/people.html

* nomerorg.xyz

* nomer.io

* findface.ru

» CoLceTun + BOCCTAaHOBIMEHME A0CTyna
* Google: NOUCK NO POTO

* MoOuMNbHbIN BAHKNHT
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[TaccuBHaa: Coop 1 aHann3 JOKYMEHTOB

* Google Dorks
* site:example.com filetype:pdf

* FOCA
* [lonCK OOKYMEHTOB
o OKCNOPT METAOAaHHbIX
 KoHconuaauus



[laccuBHag: [ lonck noogomMeHoB

* YT0 OyoeT nepBbIM MYHKTOM?
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[laccuBHag: [ lonck noogomMeHoB

* Google Dorks:

site:example.com -site:www.example.com

e Cauntnbl:

searchdns.netcraft.com
virustotal.com/#/home/search
community.riskig.com/home

crt.sh
Ssl-labs
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[laccuBHagq: [lonck IP agpecos

* apps.db.ripe.net/search/full-text.html
* riskig.com

* dnsdumpster.com
* Whois

* bgp.he.net




[laccuBHaga: Shodan.io ', SHODAN
’. SHODAN Q Explore Downloads Reports Contact Us

*% Exploits *% Maps < Download Results Ll Create Report

Showing results 1 - 10 of 2,258,988

China Unicom Shandong only a dns server!

Bl China, Jinan Recursion: enabled
’

Details

2607:fb90:5d00:cf1f:0:49:cc95:4201

China | 429,019 dnsmasq-2.62

Taiwan, Province of China 199,779 el Recursion: enabled
United States 179,050
Korea, Republic of 166,754
Russian Federation 87,766 117.253.245.216
BSNL 9.4.1

= India, New Delhi Recursion: enabled

Korea Telecom 143,473 Details



[laccuBHada: web.archive.org

E W 5 B B

INTERNET ARCHIVE

(auBaehMacing

Tools

Wayback Machine Availability API
Build your own tools.

WordPress Broken Link Checker

Banish broken links from your blog.

404 Handler for Webmasters

S CEEL] S

PROJECTS HELI DONATE

Explore more than 310 billion web pages saved over time

e, "
feedmag.com
Dec 23, 1996 10:53:17

k : "i Subscription Service

Archive-lt enables you to capture, manage and search
collections of digital content without any technical
expertise or hosting facilities.Visit Archive-It to build and
browse the collections.

VOLUNTEER

<

Save Page Now

https: SAVE PAGE

Capture a web page as it appears now for use as a
trusted citation in the future.

ARCHIVE

INTERNET




AKTUBHa4A pa3Begka

* [lepeyncneHmne nogooMeHOB

» [lepevncneHne pannoBbiX pecypcoB (shares)
* [lepeyncneHne MMennos
* [lepeHoc DNS 30HbI (AXFR)
» CKaHepbl NOPTOB

» CKaHepbl YS13BMMOCTEN
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AKTnBHag: [lepeHoc DNS 30HbI, AXFR

#> dig xname.org @ns2.xname.org axfr
...CNny>XebHasa nHdopmauus, a 3atem:

demo.xname.org
dev.xname.org
error.xname.org
gl.xname.org
myip.xname.org

nsO.xname.org
nsl.xname.org
ns2.xname.org
ol.xname.org

olb.xname.org

source.xname.org
test.xname.org
url.xname.org
Www.Xxname.org
Xname.org
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AKTnBHasa: AHanNn3 Beb-canTa

* FOCA

* CEWL

e dvcs-ripper
* Aquatone
* Recon-ng



Kak He conTu ¢ yma oT 06beMoB MHdopmMmaLnm?

* KeepNote
* Maltego
+
* Lair / Faraday
* Zenmap
+

e Screenshots

pA



OSCP: 10.11.1.8 @ ® 0
File Edit Search Format View Go Tools Window Help

B3 % <« B I U®SwML RS o H@myDvy [El=2==:= Q
v 10.11.1.8 x | [§ lecture-2.pptx x
Vv B OSCP Title Created time Modified time
-V /1011173 > 1011173 58c, 01 04:22 ;"*IT, 05 06:23
------- ] ms11-046_PASS-qwel23.zip v 101118 C6, cex 30 04:39 Yr, 05 06:25
------- = 10.11.1.73.proof txt 7 10.11.1.24 :Yr, 05 07:51 :Yr, 05 07:54
------- 1 nmap
-V o/ 101118
~~~~~~~ [l 9545 _pass-qwe123.zip - -
------- = 10.11.1.8.proof txt 1) NMAP A
....... ® i I
= Nmap scan report for 10.11.1.8
"""" 1 hints Host is up (0.093s latency).
....... ™ 10.11.1.24 Not shown: 90 filtered ports
. v B Exercises PORT STATE SERVICE VERSION

21ftcp open ftp vsftpd 2.0.1
"""" B OSCP-pwk-31486-316093.pdf 22/tcp open ssh OpenSSH 3.9p1 (protocol 1.99)
- » [ 1.3.1.3 - bash usage 25/tcp closed smtp

2.9 ncat <hd 80/tcp open http Apache httpd 2.0.52 ((Cent0S))
D nE 111/tcp open rpcbind
> 1 235 - wireshark 139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: MYGROUP)
> 7 2.4.3 - tcpdump 443ftcp open ssl/https?

, 445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: MYGROUP)
. =
1 3.1.3 - Google Dorks 631/tcp open ipp CUPS 1.1

>

>

v

1 3.2.1 - theHarvester 3306/tcp open mysql?
™ 3.3.3 - whois MAC Address: 00:50:56:B8:D0:7F (VMware)
. > & Trash Aggressive 0S guesses: Linux 2.6.18 (94%), Linux 2.6.11 (93%), Linux 2.6.9 - 2.6.27 (93%), Linux 2.6.9 (92%), Cisco SA520 firewall (Linux 2.6) (90%
), Linux 2.6.28 (90%), Linux 2.6.30 (90%), Linux 2.6.32 (90%), Linux 2.6.9 (CentOS 4.4) (90%), Riverbed Steelhead 200 proxy server (90%)

No exact OS matches for host (test conditions non-ideal).
Network Distance: 1 hop
Service Info: OS: Unix

2) goto http://10.11.1.8/

3) dirsearch
dirsearch -u http://10.11.1.8/ -e php -x 403




Investigate anage
( I . Copy o H 00 Q/ d'oSelect parents £, Add parents N () N Zoomto
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OT Teopun K NpakTuUKe

[Ipon3BecT NaccUBHYIO (!) pa3Beaky u
npenocTaBuUTb NOAPOOHBLIN OTYET O
BbINMONMHEHHbIX Warax u pesynsrartax B
CTPYKTYpMpOBaHHOM doopmare.
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