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Pa3pewnTte npeacraButbcA!
O6 aBTOpE

Banepvuun BOpPOHUH,
pykoBoauTenb fabopatopun 3awmnTel MHOpMaUum oT

BHYyTpeHHUX yrpo3, 3A0 "llabopaTtopusa Kacnepckoro".

* B nHgyctpumn 15+ nert, B «6beszonacHoctn» ¢ 1999

» B JIK oTBevato 3a uccrnegoBsaHusi n paspaboTky
TexHonoruun B oonactn DLP v 3awunTbl AaHHbIX

 [lo JIK Tpyaunca B

» Entensys (npoaykTel cemenctea UserGate, CTO) KAs"ERSKYia e
« Lumension (nnHenka Application & Device Control) Vidicy Botios LB e et
« TrustDiqgital (ctaptan nornoweH McAfee B 2010) Dirsctor DLP Research T
- Parallels (6biBLUMI SwSoft) n opyrnx e
» KoHcynbTnpoBan n paboTan Ha 3aka3 wsoomsisison
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U kaK aTu noau
CBSfi3aHbl C TEMOU?

Data
Luxury
Protection

KASPLR{KV



3awumTta gaHHbix. DLP. Mupuagbl onpegeneHnn u TepMUHOB
Kakon npaBunbHbIn? Y10 OTKYAa pacteT? YTO TYT CUHOHUMbI?

DLP: A KAK HACUET 2TOr0?! 0—
Data

) Data Leakage ProteCL ‘] Prlvacy rotectlon (ILP)
2) Data Leak Prevention (DL

Information | . Securlty

. Protection _ ENCRYPT,ON-----------------------____---5

____________________________________________________________________________________________________________
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Data Privacy: 4 Tpe6oBaHusa u 7 NMpunHuunoB
BceCTOpOHHﬂﬂ, XOopowo npoaoyMmaHHasa nporpaMmmMa 3alnTtbl AdHHbIX YYUTbIBaeT.

Confidentiality — the need to protect against unauthorized access to information
Integrity — the ability to ensure that information is not improperly changed/deleted
Availability — the ability to provide appropriate access to stakeholders

Privacy — the assurance that personal information is used only for the specific
business purpose for which it was collected

The 7 principles governing the OECD’s recommendations for protection of personal data
Notice - data subjects should be given notice when their data is being collected:;
Purpose - data should only be used for the purpose stated and not for any other purposes;
Consent - data should not be disclosed without the data subject’s consent;

Security - collected data should be kept secure from any potential abuses;

Disclosure - data subjects should be informed as to who is collecting their data;

Access - data subjects should be allowed to access their data and make corrections to any
inaccurate data;

Accountability - data subjects should have a method available to them to hold data
collectors accountable for following the above principles./
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OTKyaa HauMHaeTcA 3awuTa aaHHbIX? Privacy.

'Information (naHHble, umetowme cmbicn) Privacy - Y T
: bt 7 TexHONOrmm 3aluThbI ‘\i !
' Data Security = Data Protection = () /" %, [ AaHHbx BKioualor B ce6n ¥
e e -7 LIMPOKWIA HAOOpP peLueHun A
nformation Security = Information Protection MPeAHasHa4eHHbIX AT ".'

:‘ """"""""""""""""""""""""""" 1 Y 3alWNnTbI KOHCbVI)J,eHLI,VIaJ'IbeIX ~ I"
DLP - Data Loss Prevention [T EENEGBIBCTEEIN, N

\ nepepaye mnu b

Data Leakage Protection (DLP) A Mcnosib30BaHUM .

Information Leak Protection (ILP)

e i

Information Leak Prevention (ILP)

Information Protection and Control (IPC)

Information Leak Detection & Prevention (ILDP)

Content Monitoring and Filtering (CMF)

D

Extrusion Prevention System (EPS)

_______________________________________________________
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Privacy Principles > Data Protection > Information Protection

Information Protection

|dentify Who, What, Where and Confidentiality & Integrity
When of data access. Availability. Risks Data Loss & Theft

Encryption

Deep Content Inspection + Context Rules

Content-Aware DLP

Disclosure. Audit. Restrict What should be monitored and
distribution and use of assets where. Ex: SIEM, DAM
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NMEPEXOA OT DLP - K DATA PROTECTION

Security Controls are Preventive and Detective

Data Protection

|dentify Who, What, Where and Confidentiality & Integrity
When of data access. Availability. Risks Data Loss & Theft

Encryption

Deep Content Inspection + Context Rules

Content-Aware DLP

Disclosure. Audit. Restrict What should be monitored and
distribution and use of assets where. Ex: SIEM, DAM

E-DRM/RMS Monitoring
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KAKOW Mbl BUOUM 3ALLNTY OAHHbBIX CEWYAC?
MHorpa mbl cnbiwum o DLP...

MHEHUA N OT3bIBbI aIMounn n OIJ.IYl.U,EHVlFl
CJITOXHbIE BECMNOKOUCTBO
TH)KEH bIE U HEYBEPEHHOCTb
HEOOBEPUE
HEYNOBHDIE M COMHEHME
KOPABDBIE

COXAJEHUE

HEHALOEXXHbIE
TWETHOCTb U
HEMOHATHDBLIE BECCMBbICNEHHOCTBL

HEMPEOCKA3YEMbIE PASOYAPOBAHHWVE
BECMNOJNE3HbIE T
AOPOI'NE HEBEPUE
CJIIOXHbIE

HEINPUATUE
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DLP CEFroaHA — 4TO HYXXHO YINYYLWIATb?
M rOE HAM B35iTb YOOBOMNbCTBUE?!
DLP BYOYLWEIO - PE3EPBbI ON1A POCTA:

1. CNOXHOCTb —> HEHAOEXHOCTb —> HEYAOBCTBO
—> HEQ®DEKTUBHOCTb —> IOPOI'O

2. YENOBEYECKWUU ®AKTOP yuntbiBaETCA HEAOCTATOMHO
PEMAMEHTbI otcyTcTBYIOT MNn HE CrMLIKOM paboTatoT

DLP Ha npakTuke: goKasaTb HapyLleHWe nerko, a BoT
YMbICEN W rpudyacmHOCmMb YernioBeka O4eHb CIOXHO, T.K.
«Jlorn BeayT K KomnbroTepy, a He K YenoBeky»

3. ABTOMATU3ALUUMNA B 3a4aTO4YHOM COCTOSAHUN
4. HET OTKPbITbIX CTAHOAPTOB — «npussaska» k 10
5. HET OBBbEAUHAKOLLEIO UHCTPYMEHTAPUA
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1. DLP CUCTEMbI CEFoaiHA - B HEM CINOXXHOCTb?
1000 TEXHOJIOINMN!

Managed Security
System
Manaqomem

— \w \ ——
Perimeter % Vunerabiity
&3S
Network d Security

gggszr; = Security Sa Management P—
T TR R774 Response

=+
s Remote

Gartner research estimates that more than 800 technology vendors and
other providers currently have data security offerings. Numerous
nontechnical controls are also available. The difficulty of understanding all
these options, their benefits and their challenges tends to lead to enterprises
using limited subsets of the available tools and having serious gaps in controls

and risk mitigation i
Typical Elements of an Enterprise Data Security Program, Gartner, Aug 2009

e ] Management ) Y7

\ e b,

; Weo Acc-}ss ;sw)//"”d

Virtualization
Authentl-
- :
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Sacurity Security
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2. NIOOW. YENNOBEYECKUU ®AKTOP yuntbiBaeTcs cnabo

3a4yeM HyXXHa ocBefoMIiéHHOCTb (User Awareness)

YenoBek — camoe cnaboe 3BeHO.
Yto penaTtb? (KknukabenbHO)

SALIUTUTD!

yCneLwHbIX
APT artak
HanpaBneHbl
Ha YenoBekKa 3noBpenos 6 0
(Mandiant) HY)XHO yYyacTtue

nonb3oBaTens
(Symantec)

%0

MHUNOEeHTOB n3-3a

«4yerioBe4yeckoro

WHumaeHTLI 6e30nacHOCTM thakTopa»  Chly4aiHble OLUMGKM
(InfoWatch)
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3. BOSHUK MHUUOEHT. YTO AEJIATB?

ident Management Workflow)

MNMpouecc ynpaBneHna nHumaeHtamum (Inc

YrouHenue aeranen
WHUMAeHTa
Knaccudukaumn u ouenka
TRAXECTH MHUMASHTA
uenecoobpasHo

Monoxetue o
MarepuansHoOM
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3. PEMMAMEHTDbI oTcyTCTBYIOT MM HE CNULLKOM paboTaroT
YNPABNEHUE UHUMAEHTAMU U PACCITIEQOBAHUA

nog noarncob:

Mpaeuna
EHYTPEHHEero
TPYAOEBOro
pacnopraka

/

BHyTpeHHUI
pernaseHT
WMCNONBL20BaAHUA

wH(p-x pecypcoe

Monoxexnue o
MaTepPUanbLHON

CTUMYNUPOEB3HUK

Monoxexnwne o
KOMMEep4YeCKOM
TanHe
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ConyTtcTBylowue pabote No MHUMOEHTY:
e O0ObACHUTENbHaA

* Pe3lome
* CnyxebHas 3anncka o6 nHUnpeHTe
 [puka3 o paccnengoBaHuUmn

e CnyxebHasi 3anuckKa o npuBneYeHnn
noaen

e CnpaBKa Cc getansamMmum u
npeanoXXeHnsAMu od MHUMOEeHTe

» Cny>xebHasi 3anucka pykoBoACTBY O
npeanaraemMbiXx Mepax Haka3aHus
BMHOBHbIX

¢ I'Ipvu<a3 O HaKa3aHUun

* U ppyrue

28 oktabps 2011

KASPCR{KY




3. UHUnpgeHTy B pearibHOMU XXU3HU CONYTCTBYeET...
... Ho B DLP cuctemax yacto otcytTcrByeTt

«NEVUCTBUA (Bkntoyas cxeMbl 3anpocuTb-pa3peLLnThb)

* YTOYHUTb, KnaccudmumpoBaTb TSXXECTb, CO34aTb KOMUCCUIO, MPOBECTU paccrenoBaHme,
* CKOPPEKTUPOBATbL NNaH MEPONPUATUIN, UBMEHUTb BHYTPEHHUI PErnaMeHT..

e MEPbDI (akcTpeHHble, npodunaktuka, HakasaHve v 1.4.)

YOOBCTBO (neiicteus n pelienuns — peakums «B 1 KIuk»)

* 3a[aTb CEKPETHOCTb, CBA3aTb COObLITUE C UHLMAEHTOM, MPUHATL MEPbI U T.M.

*UHCTPYKLUWUU n NOOCKAI3KMU (uto nenatb, HanomumHanku)

AEJ1IO NO MHUUOEHTY (410 Npon30oLWwno v noyemy)

* KTO, KOria, YTO M KaK HapyLUWM, KaKoW CTaTyc, Kakue Mepbl NPUHATLI, KTO Obin B
KOMUCCUM, Kakne BbInn JOKYMEHTHI, Kak Ben cebs coTpyaHuK (Mpu3Han BUHY NOMHOCTLIO,
4acTU4HO, onpoBepr, Obin arpeccmnBeH), Kakoe NocrenoBarno HakasaHue U T.N..

[TPO®UIIN (nonb3osatens, ycrponcTea, KOHEYHOrO y3na)
*METPUKN QOPPEKTUBHOCTMU (npunatbix mep, DLP B uenom)
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4. YyecTb YenoBeKa, pernameHTbl. YBAA3aTb C TEXHONOMUAMMU
ABTOMATU3AUUA n YITPABJIIEHUE MHUMWOEHTAMU

* Ponu (He Tonbko B Ul) 1 Uepapxum
Bce HacTpanBaemoe

Bce Ha wabnoHax

» CobbITHA (pacwumnpeHune, HakorneHue, Bce ¢ npeaycTaHOBKamMm
nepeoLieHka rno Tpurrepy) Bce Ha OTKpbITbIX cTaHOapTax

HUYEIO XXECTKO BLUUTOIO!

* [Monutukun (Konun-nacrt, ccobinikn 1 T.1.)

* MHUMAaeHTbI (Npuuen JOKYMEHTOB,
KOMMEHTapueB, UCTOpUM gencTteun, [1eno)

* [Mpouecckl (Workflow) n Tpurrepbi
HanpasneHne (BHOC-BbIHOC)

[MonHOMO4MS (TOSTbKO Ha YTEHME)
 TPUALOA: OrpaHunyeHuna (Limits)

1. OTyeThl

* MeTpuku achbdektuHoctu (KPI)

_ CurHanbl Tpesoru (Alerts)
2. Toctpoutensb 3anpocoB (Query Builder) ygenomnenus (Notifications)

3. KoHTponbHas NaHenb (Dashboard) -
ObocHoBaHusa (Justification)
OcBegomrieHHoCcTb (Awareness)
* [lonck n aHanus [Mpo3padHo nNu onsa nosnb3oBarterss

 ApxuBbI U fOKa3aTenbHasa 6a3a
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5. OB bEAUHAIOLWMN MHCTPYMEHTAPUU
MHTEIMPALUUA, NMOCTOAHHOE COBEPLLWEHCTOBAHUE, CUHEPIUA

- ¥ YnpasneHue Puckamu

¥ HR [ Kagpbi

Magic Formula * SchOA ] Ak

¥v" BugeoHnabniogexne
Security Suite for Endpoints ¥ onc

>

App Device Full Disk Mobiles Sodal + Content-
control Control Encryption Devices Web & Aware
+

Messaging DLP
Removable Android Capabilities
Media iPhone
(AC) (DC) Encryption WM7+ (WM/SVG) (DLP)

(FDE/RME)

Organizational Scale/Size

Universal Policy Management

Universal Key Management
<€ >

Breadth of Functionality m
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KAKOW Mbl XOTUM BUOETb 3ALUNTY OAHHbIX

DLP JOMKHA BbITb: DLP JOMKHA HAM OATb:
MPOLUE v NEMYE MPOCTOTA.
HAOEXHEE CMOKOWUCTBMUE.
n BE3SOIMNACHEE BE3OIMACHOCTb. HAOE)XXHOCTb.

Data Luxury Protection (DLP) — 3_au.w|Ta ,anHb_IX

¢ yooeosiscmeuem!

NOHATHEE « -

nPEﬂCKA3YEMEE FrAPMOHUA U KPACOTA.
NONE3HEE KOM®OPT.

OQODPEKTUBHEE NOMNb3A.

LUWPE LOELUEBIIE

ydOBOJIbCTBUE!
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i

ata uxury -rotection ( ) — 3awWmTa AaHHbIX

Huuymo He nopaxaem ¢ makou cusioll KaKk POCKOUWb,
Ko20a eé suduwb nepebil pa3

BukTop lNoro. Yenosek, KOTOPbIN CMEETCH.

Luxury ['Iag3(e)r1 ], [Iak[(8)r1] (aHrn.)
1.Pockowb, boratcTBo

2.HacnaxpeHue, bonbLioe yaoBONbLCTBUE



Gabrielle Bonheur "Coco" Chanel o pockowuu
O6GewaHHbIN OTBET

POCKOLWb — 3TO KOIrdA USHAHKA TAK XXE KPACUBA, KAK U JTMLO.
Koko LllaHenb

POCKOLIb ,EI,OJ"I)KHA BbITb YOOBHOW, UHAYE 3TO HE PbCKOLIJb.
Koko LllaHenb
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Gabrielle Bonheur "Coco" Chanel o DLP

DLP — 3TO KOIrA N3HAHKA TAK XXE KPACUBA, KAK U JIULO.
Koko laHenb, 3 HeonybrmMkoBaHHOIO

Data Luxury Protection (DLP) — 3awuTa AaHHbIX
¢ yooeosiscmeuem!
&4

-

€
-—y

DlP OOIMKHA BbITb YOOBHOMW, WHAYE 3Tb HE DLP.
Koko UlaHenb, n3 HeonybsiMKoBaHHOIO
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Data Luxury Protection (DLP) — 3awinta gaHHbIX
c yodoeosibcmeauem!

Cnacmnbo 3a BHUMaHue!

EcTtb Bonpoc? KAJPIR{IKY S
KoHTaKT Ona cBA3MU: iy Borions

Director DLP Research

DLP Research, R&D, Kaspersky Lab
28 okTabpa 2011
InfoProstranstvo, Moscow



Luxury (aHrn.) - Pockoub
BOHYC. UunTtaTtbl Koko LLlaHenb o0 pockowun

* Pockolb gomxHa ObITb yOOOHOW, MHA4Ye 3TO HE POCKOLLb.
* PockoLllb - 9TO KOrga n3HaHKa TakK e KpacuBa, Kak 1 niuo.
* Pockollb 1 CKPOMHOCTb — [1BE CECTPbI.

* PockoLLb — 9TO HE0OX0OMMOCTb, KOTopasi Ha4YMHaAEeTCAa TaMm,
roe 3akaHymBaeTca HeobXoOauMOCTb.

e PockolLub - 3TO He BbI30B 6€O4HOCTU, 3TO BbI30OB
BYFbrapHOCTMW.

[TPUHATO cYMTAaTb, YTO POCKOLLb — MPOTUBOMOSIOXKHOCTb
HULLETbI. HeT, pockoLLb — NPOTMBOMONOXHOCTb
BYNbrapHOCTM.

Page 23 Data Luxury Protection , Banepuii BoporuH, JIK 28 okTs6ps 2011 KAspERSKV




