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What is a Computing Network?

Computing network

Group of computing resaurces that permit digital data exchange between devices.




Network Classifications
4 )

Local Area Network (LAN) Wide Area
Network (WAN).

Local Area Network (LAN) - me rpyna koM’ l0OTepHUX NPUCTPOIB, AKI
reorpa@iyHo po3ramoBaHi B oqaHomy micui. Hanmpukiaan, rpymy
\_ NPUCTPOIB y OyaiBji Mo:xxkHa BBaxkatu LAN. )

A Group of compuler devices
In same geographic locaticn.

2 T :, : : x
New York, US&\//,/"= wris France ’
e \ i
Floor | | Flcor ]
| 1

' 2

i [ Building ]_[ BJ"diL‘lg 2
 Small Office/Home B —— J
Office (SOHO)
e Office LANs Group of compguter resources that

communicate over long distances
* Building LANSs oot

+ MPLS
* Campus LANs ek

- Frame Rclay
« Dark Fib=r

LANS




Wide Area Networks (WAN)

4 . )
Wide Area Network (WAN)
\- /
4 )
\. y,
4 N * Internet N
HpI/IK.HaI[I/I TEeXHOJIOIH i Multi-Pl‘OtOCOl Label SWitChing (MPLS)
WAN BKJIIOYAK0Th e Asynchronous Transfer Mode (ATM)
HACTyIHE: * Frame Relay (largely obsolete)
e Dark fib
\ /l arkKk 110¢er /




Differences between LAN and WAN

\_

4 Local Area Network (LAN) Mma€ BUIIlI NOKA3HUKHU MPONYCKHOI 31aTHOCTI.

Cyuacna LAN npauroe 3i mBuakicTo nponyckanusau 100 Moir/c, 1 I'0it/c
a00 10 I'0it/c. WAN MaroTh HHKYHMI PIBEHb MPONYCKHOI 31aTHOCTI
nopiBHAHO 3 LAN. Cyuacni WAN npauwrwTh Ha NpOonycKHii 3maTHocTi 20

Moir/c, SO Moit/c ad0 100 Moir/c.

\

\_
-

J
7~ Tasi Local Area Network (LAN) ™\
. Mos
Wide Area Networks (WAN)
J
~
Ethernet
VPN MPLS
/




Differences between LAN and WAN

4 )

Local
Area Networks (LANs) € Ol HAAIMHOKO | 0€3MIEYHOI0 Y MOPiBHAHHI 3
Wide Area Networks (WANS).

. /

(TlouaTKoBi BUTpPATH HA HaJamTyBaHHa 1Jd Local Area Networks (LANs) €)
HU3bKUMH, OCKUIBKH MPUCTPOIL, IKI HEOOXIHI Uil HAJAIITYBAHHSA MEPEiK,
nemesi. [louarkoBi BuTpaTn Ha HaJamTyBaHHa 1A Wide Area Networks

(WANS)
\_ J
4 ™
Local Area Networks (LANs
Wide Area Networks (WANS).

\(
.

Wide Area Networks (WANs) € Oiiibin mepeBanTaskeni Hixk Local Area
Networks (LANS).




Communication protocol

\ J
( [IporokoJ koMyHIiKaLil - e CHCTEeMA NMPABWJI, AKA 103BOJISIE€ IBOM 200 OijibLIe )
00'eKTaM cHCTEeMHU KOMYHIKallil mepexasatu iHpopMauiio 3a 1010MOI0K0 0yab-sIKOI0
BapiaHnTa ¢i3zn4Hoi BesuunHU. [IpoToko BU3HAYA€E NPaBUJIa, CHHTAKCHUC, CCMAHTUKY

\ TA CHHXPOHI3aliI0 3KOMYHIKAIIl Ta MOKJIMBI METOAU BiTHOBJICHHS IIOMMJIOK. y
f \l * Transmission Control Protocol (TCP) \

e Internet Protocol (IP)
. . Datagram Protocol (UDP)
Tunu npoToKo.IiB User Datag
pO 0 OH * Post office Protocol (POP)
KOMYHIKaIll * Simple mail transport Protocol (SMTP)
* File Transfer Protocol (FTP)
\ /| * Hyper Text Transfer Protocol (HTTP) /
r N )
KiJbKiCTh MPOTOKOJIIB
. . rotocol
KoMy Hikai 65535 protocols
\. J Y,
( ) )
Hauoinbm BaskJIuBi
MEL |« TCP, IP
IPOTOKOJIHN KOMYHIKAIl
\. J J
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OSI Model

4 N

International Organization for Standardization (ISO) Bupimmusia
npooJiemMy, NpeACTABMBINU CTAHAAPTHY MOJEJIb KOMYHIKALIL 115
004U CJIIBAJIBHUAX NPUCTPOIB — Moaeab Open Systems Interconnection
(OSI).

\
J

\. J

4 )

Kosi nmpucrTpii npamtoe Ha NeBHOMY PiBHI, 11e 03HAY A€, 110 NPUCTPIH
peaJi3dy€ QyHKIiIOHAJIBHICTH IILOIO PIBHSA, 4 TAKOXK peaJtizye

\_ (PYHKIIOHAJBHICTH OiJIbII HU3bKUX PIBHIB. )

11




OSI Model

L7 Avpicaton Laver
o) Frosoraon toyor
U5 ) Somom e
0o ) Trancoorttaver
O I
OLIITETEN
O LN

Segments

Packets

Frames

Bits, wires, hardware, RF Signals

12



OSI Model

LLayer

Central Device/
FProtocols

Application (7)

- “l'-
- o
-—

User
Applications

smMmie

JPEG/ASCH
EBDIC/TIFF/GIF
PIicT

Logical Ports

RPC/ISQL/NFS
NeotBIOS names

Physical (1)

TCOCPI/ISPX/UDP
Routers
PP XNACMP Can be
useod
Switch s ! ,:“n
Bridge
waAa P

PPPR/sSLIP

Landg
1 Basod
Hub S




OSI Layer 1. Physical Layer

Application Layer 4 Physical layer\

Type of communication:
E-mail, file transfer,
client/server.

Presentation Layer

Enc ion, data conversion:
ASCIl to EBCDIC,
BCD to binary, etc.

Session Layer
Starts, stops session.

Maintains order.

Transport Layer _—
Ensures delivery of entire
file or message.

Network Layer

Routes data to different ;; -
O et G e  CepenoBuuie nepenavi

Data Link (MAC) Layer e 3'eaHyBaY

Transmits packets from o J
node to node based on * KOI[yBaHHﬂ Ta CI/IHXpOHBaHlH

station address.
; JAHHUX
Physical Layer

Electrical signels and cabling. e Texnika nmepemaui

14



Transmission media

\_

TR : i )
Ileit piBeHb BU3HAYA€ XapaKTEePUCTHKH MaTepialy Ta KOMIIOHEHTH, AKi

CJIiI BAKOPMCTOBYBATH JIJIsl IOCATHEHHA MPAaBUJIbLHOI Nepeaavi

MOBiIOMJIEHb. )

-

N

Radio Frequency (RF) signals).

Fiber Optic cables)

twisted pair copper patch cable) /

|:l—\ Copper
=l Vollage signal

. Ec:-}: _._ _. _ _ Fiber Optic_ ISP
Air b— Light Signal

Radio Frequency (RF] Modem

15



Transmission media. Copper Cables

-

Twisted Pair)

(Unshielded Twisted Pair (UTP). IcuyroTs i i1l Bapiamii, HAPUKJIA/
Shielded or Foiled Twisted Pair (FTP) — sixa
3a3BMYAl PO3rOPTAETHCH AJIs1 3a0e3MedeHHs 3aXUCTY BiJl 30BHIIIHbOI
eJIEKTPOMATHITHOI iHTepdepeHiii

Voltage

£ BV i e e T e i

16



Transmission media. Copper Cables

RJ-45




Transmission media. Fiber Optic

\- /
+ Plastic Coating
- Cladding
+ Core

4 )




Transmission media. Fiber Optic

19



Transmission media. Fiber Optic

ﬁulti mode (MM)

~

Multi Mode Fiber

Core size can be 50 or 62.5um

Maximum distance: 600 meters (2000 feet)
Typical Data Rate: 10Ghbps

Transceivers are based on LEDs

AN TN\ I
: \v/ \\\ o TN .
Transmitter A Pl Receiver
/ N\, / N,/ \,

20




Transmission media. Fiber Optic

ﬂngle Mode (SM)

~

Single Mode Fiber

Core size is Jum

Maximum distance: 40Km
Data Rates: Up to 40 and 400Ghps

Transceivers are based on LASERS

Transmitter u Receiver

21




Transmission technique

-

Di3uyHNN piBeHb TUKTYE (Pi3UYHI ACMEKTH TOT0, AK CUTHAJIH \

NnepeaarThC TA NIPUUMAKOTHCA Yepe3 JesAKi HOCIl.

O04uCIIBANBHI IPUCTPOI MEPETBOPHIOTH OIiTH JIOTIYHUX TAHUX Y
NPABWILHUH (PI3MYHUI NPUHIMI 32JI€2KHO BiJl BAKOPUCTOBYBAHOTIO
HOCif - e mpouec BiAoOMuil IK MOAYJIsillisi. 3BOPOTHHM TPoOIIEC,
nepeTrBOpPeHHs (PI3MYHUX CUTHAJIB Y JIOTiYHI OITH JaHUX, BiTOMMH SIK

AEeMOMYJISIifA.

J

To dictate physical aspects of signal transmission and receipt across media

Convert logical data bits into physical signals I‘Il I() I1
v Vv

|
- Covert signals into logica data bits il |
|

0 Bits

I

i 5 Volts
‘ O Volts

mie -

22



OSI Layer 2. Data Link Layer

Application Layer
D it atiom 4 Data Link A

Presentation Layer
Enc ion, data conversion:

to EBCDIC,
BCD to binary, etc.

Session I.I‘,.l’
Starts, % session. \ /

Transport Layer

Ensures delivery of entire
file or message.

* KouTpoJs 3'e1HaHHSA

Data Link (MAC) Layer * YIpaBJIHHS J0CTYIIOM

Aode 1o NoGe Desed 00 * KonrpoJus Tpadiky
(TMOCJIiTOBHICTD, MiATBEP/IKEHHS,

Physical Layer o« e . .
Blactical signels sd cebling: AeaiMiTamisg, KOpeKIis MOMHJIOK)

23



OSI Layer 2. MAC address

4 )

Media
Access Control (MAC) address

Cranpapraui popmar ais apyxky MAC-aapecu y 3py4uHiii
IJIs1 JIIoMUHU popMi - e IIICTh IPYI i3 ABOX
INCTHAAUATKOBUX (PP (MIicTh 0AUTIB), HANIPUKJIAL:
00-C0-26-A9-42-F7.

IHepui Tpu oxkTeTH (0aUTH) IAEHTU(IKYIOTH OpPraHizauiio, sKa
BHAAA ineHTHdIKaTOP i Bizomi sk Organizationally Unique
Identifier (OUI).

Pemira Tpu OKTeTH MPEACTABJIAKTH YHIKAJIbHY aJpecy
ananrepa — Network Interface Controller (NIC) Specific.

24



OSI Layer 2. MAC Address

= 6 bytes Bre-
offset: 1 2 3 4 5 6

3 6th byte 5th byte 4th byte 3rd byte 2nd byte 1st byte (T.
8 1st octet | 2nd octet | 3rd octet | 4th octet | 5th octet | 6th octet §
—

wv .
=3 or =
- =
= --— —_— —_—
=1 3 bytes 3 bytes G
2 ) [ g 2
[e3) Organisationally Unique Network Interface Controller |
=1 Identifier (OUI) (NIC) Specific =

8 bits
bg|b7 [b6 |b5 |ba|b3|b2|b1

0: unicast
1: multicast

0: glebally unique (OUI enforced)
1: locally administered

25



ipconfig/all.

disnuHa aapeca agantepa (physical address).

-

'

C\Windows\system32\cmd.exe

Host Name
Primary Dns
Node Type
IP Routing Enabled-
WINS Proxy Enabled.

S éuéfix-

No
No

- -

thernet adapter» Local Area Connection:

Suffix

Connection—specific DNS
Description
Physical Rddress.
DHCP Enabled.

IV AATT IAVIWG .L;r ;;3/1@@@ H})})S
BB-1F-16—-F8—-2E—-19

Ires

Ethernet

Autoconf iguration Enable
Link—local IPu6 Address

IPuv4 Address. =
Subnet Mask
Lease Obtained.
Lease Expires
Default Gateway
DHCP Server
DHCPu6 IAID
DHCPu6t Client DU

DNS Servers

O I T T T T T S T ~ MU

ID. .

D

Yes
fe80::d46f :5f6c:=bff1:38dbx18(Preferredd
192.168.1.1680(Preferredd

255.255.255.0

Friday, Decembhex 89,

Monday, Decembex 12,
192.168.1.1
192.168.1 .1
234888562
88-81-86-01-12-FB—B4—-4F—-00—

24.217.8.5

2811 3:25:48 AM
2011 9:89:83 PM

1P

16—-F8—-2E—

19




OSI Layer 2. Access management

CSMA/CD)

=1
W-




OSI Layer 2. Access management

Kouu xotisist * Yci 3aJ1y4eHi XOCTH NPUIIMHAKTD Iepeaavy. N
BHUABJISIE- e O0MaBA KaJApH BiAKUIAOTHCS.
ThCsl, TO Y e O0MABI CTAHIII YeKATUMYTh BUIIAJAKOBHI Yac
IbOMY i HAaMaraTumMyThCd nepeaaTu Kaap oes3
\_ BHIIA/IKY: Y KOJIi31il, TOOTO mepeaaTu yCHIIIHO. Y
4 )
1\ J
4 )

28



OSI Layer 3. Network Layer

Application Layer
: - 4 Network A

Type of communicat
E file transfer,

Presentation Layer

Enc ion, data conversion:
ASCIl to EBCDIC,
BCD to binary, etc.

Session Layer \_ -/

Starts, stops session.
Maintains order.

Transport Layer

Ensures delivery of entire
file or message.

-~ lmw.w | | * Aapecauis mepesxi

Data Link (MAC) Layer * Mapupyrusauisa Tpagiky
Transmits packets from

Chation sadrese. " e dparMeHTALlIA/TIOBTOPHA
Physical Layer 36ipKa

Electrical signals and cabling.

29



Network address. IPv4 and IPv6 Addresses

C | +32-bitaddress [ | °128-bitaddress "\
* Up to * Up to 340
4,294,967,296 undecillion
[Pv4 addresses IPV6 addresses
v e Network and e 64-bit network
host address address/64-bit host
determined by address (18 446 744
L |  subnet mask q 073709 551 616) /
/.-_-.._.u..___._...-..._---..._....A-......---.___..._.-...u_.._.u._.-....._...............\
- /

FmymEsE"TImEEEBRsrEEmEEsA

30



Network address. IPv4 Address

4 N

- /
123.20.210.3

OTTT1TO0T1T OOOTOT0O0O 11010010 OO0O000O01 1

31



Subnet Mask

11000000 TOTOT000 OO0O0O000O0T O1100100
1T1T1T1T1T1T1T1T 1T1T1T1TTT1TT 1T1TTT1T1T1TT1T OOOOOO0OO0OO

1 TO00000 TOTOTOO0OO O00O0O00O0T 01100100

\\ Network \ Host
address address

4 N
* BukopucroByeThCo 1JI5l PO3MEKYBAHHS
Subnet mask aapec Mepe:xi Ta xocty B aapeci IPv4,
\_ y,
4 )
- J

32



Most significant bit

255.255. 255 122

111111717 111111717 11111711 11000000




IPv4 Address Classes

4 )
\_ J
Address First Range Default Hosts per Networks
class octet subnet mask network
Class A 01xxxxxx 0.0.0.0 to 255.0.0.0 16,777,216 128
127.255.255.255
Class B 10xxxxxx 128.0.0.0 to 255.255.0.0 65,536 16,384
191.255.255.255
Class C 110xxxxx 192.0.0.0 to 255.255.255.0 256 2,097,152
223.255.255.2255
Class D 1110xxxx 224.0.0.0 to undefined undefined undefined
(multicast) 239.255.255.255
Class E 11110xxx  240.0.0.0 to undefined undefined undefined
(reserved) 255.255.255.255

34



Private 1P Address Ranges

o

/Y KOKHOMY KJIACI ajpec 3HAXOAUTHCH Jiana3oH ajapec, 3ape3epBOBaHm‘h
JJISI BUKOPUCTAHHA B IKOCTI npuBaTHux aapec. lesaki IP -agpecu €
NyOJiYHMMM I TOMY IX MOKHA BUKOPUCTOBYBATH SIK Y
3araJibHOIOCTYNHUX Mepeskax (IHTepHeT) Tak i B IPUBATHUX MepPexKax.
Yacrime npuBaTHi MepeKi BUKOPUCTOBYKOTH npuBarHi IP-agpecn.
InTepHeT He po3ni3Hae npuBaTHi aapecu. s goctymy 10 InTepHery
XOCT 3 MIPUBATHOIO A/IPeCOI0 MOBHMHEH npouTH 4yepe3 npuctpiii NAT, ne
MPUBATHA a/ipeca 3MIHIEThCH HA IMy0JIivHY. /

Address class
Class A
Class B
Class C
APIPA

Private IP Address range
10.0.0.0 — 10.255.255.255
172.16.0.0 — 172.31.255.255
192.168.0.0 — 192.168.255.255
169.254.0.0 — 169.254.255.255

Full address range
0.0.0.0 - 127.255.255.255
128.0.0.0 - 191.255.255.255
192.0.0.0 - 223.255.255.2255

35



APIPA range address

4 R  HanpukJaja, aiana3oH A
aapec 169.254.0.0 -
169.254.255.255
3ape3epBOBAHUM AK

_ Y aiana3zon APIPA. Y

4 N

When a host is unable to obtain an IP address from a
DHCP server, it will typically use an APIPA address until
the problem is resolved.

\- Y
4 ) )
Automatic Private e Address generated for a host when

IP Addressing it is unable to obtain an address
(APIPA). from a DHCP server.
\_ v _J




APIPA range address

-

~N

 HanpukJiaja, aiana3ox
aapec 169.254.0.0 -
169.254.255.255
3ape3epBOBAHUM SAK
niana3zon APIPA.

N

~

o
-

Automatic Private

\

IP Addressing
(APIPA).

_/

e Apeca, AKa AaBTOMATUYHO
chopmoBaHa 1J1sl X0CTA, KOJIU BiH

He MOKe OTPUMATH ajapecy 3
cepsepa DHCP.

/
N

\
-

_J
S

\_

Koau xocty He Baaerbcst orpumaru IP-aapecy 3 cepBepa

DHCP, xocT, sik npaBuJio, BUKOpucTOBYE aapecy APIPA, noku

npoodJjema He Oyae BUpilIeHa.

J

37



CIDR Format

N N
Classless Inter-Domain | ¢ AJbTepHAaTUBHHMH MeTO/
Routing (CIDR). BualIeHHs IP -aapec.
y, y,
[ J
192.168.040.0/24

4 A
\_ Y,

255.255.255.0

TTT1TTT1TT 17111111 11111111 00000000




Traffic routing

4 )
- /
( [ «“r [ o [
Toriuna * YVHikajabHuil inenrudikarop Pisusa-3 (Layer-3)
. IJISE JIKepesia Ta MYHKTY NPUA3HAYeHHS
aapecaiis .
L 30epira€rbes Mo BCbOMY HIJISIXY. )
4 . MepexeBUM piBEeHDb 3aIyCKA€ AJITOPUTMH TA )
NMPOTOKOJIM, 100 3HAUTH BCI MOKJIMBI IIJIAXH, a
Biakpurrs i noTiM BUOpaTu Haukpamui muisx. IisHime Ha
BHOIp HLIAXY bOMY KYPCi BH Ji3Ha€TECh OLIbIIE PO TaKI
nporokoau sk Routing Information Protocol

\_ Y, (RIP) Ta Open Shortest Path First (OSPF). )

39



Traffic routing

4 )

- J
192.168.10.10 10.0.10.1

40



OSI Layer 4. Transport Layer

Application Layer

ype of communication:
file transfer,
erver.

Presentation Layer

Enc ion, data conversion:
ASCIl to EBCDIC,
BCD to binary, etc.

Session Layor
Starts, stops session.
Ihlm.c’lm order.

Transport Layer

Ensures delivery of entire
file or message.

~ DataLink (MAé) Layer

Transmits from
- packets o
station address.

Physical Layer
Electrical signals and cabling.

o

/ Transport layem

e CermeHTaNise
e IlixTBepaKEeHHA
e KoHTpoJsb Tpadiky

41




Transport Laver

TpaHncnopTHUIl piBeHb KOHTPOJIIOE HAMINHICTH JAHOT0 MOCUJIAHHS
HIJISIXOM CerMeHTallil, iecerMeHTallii Ta KOHTPOoJ110 moMuJok. Ha ubomy
PiBHI AesiKi MPOTOKOIH, TaKi AK Transmission Control Protocol (TCP),
opicHTOBaHI HA 3'€¢qHaHHA. Lle 03HaYa€, 0 TPAHCIIOPTHUH PiBEeHb MOXKe
BIJICJIIIKOBYBATH IMOBIJIOMJIEHHSI TA IOBTOPHO NepeaaBaTH Ti, AKi
BianpasieHi HeBaax0. IHmni nporokoJau, Taki sk User Datagram Protocol
(UDP), ne 3a0e3meuyroTh 3’¢aHaHHs. Lle 03Hayae, 10 TPAaHCIOPTHUH
pPiBeHBb Y IbOMY BHIIA/IKY He BIACTEeKY€ noBigomiieHHs. Ilepesara uboro
\ MOJISITA€ B TOMY, 1110 00p0o0KAa MX 3'€IHAHb € BITHOCHO HIBUAKOIO i /

NMPOCTOIO AJIs1 00YMCJIEHHS.

Croee uppe- laye-= T upiee Ligeees
| | 1
Dasra Dza
L |
- Segmen V:’E."’»C" AN 4 ‘.// TCP \‘-.1 Cannaction oniented './ TF ’—\"-. -
= s | ar | of ) :

s f Cei s - "
E;I?Sdblel';cg:z:de:&fh'ess \ UDP / Conneclianless . UDP f"l Re"e.'ver reassembles
P - . < e — e picces.

1 2 2 4 5 G 7 1 273 4 506 T
4 A |
| ast & — llost O |
7| Fracrara Ak 3 .

42



OSI Layer 3. Session Layer

Application Layer
'lypo communication:

chentiorver,

Presentation Layer

mmon, data conversion:
to EBCDIC,

BCD to binary, etc.

Session Layer

Starts, stops session.

Maintains order.

Transport Layer

Ensures delivery of entire
file or message.

Data Link (MAC) Layer

Baxds T nota Dessd o
station address.

Physical Layer
Electrical signals and cabling.

4 )

Session Layer

- /

e BcTaHOBJIGCHHS CeaHCIB MK
X0CTAMM

* YIpaBJiHHA/MIATPUMKA CEAHCIB

e [IpunUHEHHS CEAHCIB, KOJIH 1€
OijIblIIEe He MOTPiIOHO.

43




Session Layer

Individual conversation batuween twa computers.

Session” : Browser 1" =
http:farubanetworks com

A

PC-1

Session2Z: Browsar Y27 >
htip:Yanabanstworks . com

arubanetworks.com
44




= N O o OO0 O N

7| @l gl

Application Layer

Type of communication:
E-muail, file transfer,
client/server.

Presentation Layer

Enc ion, data conversion:
ASCIl to EBCDIC,
BCD to binary, etc.

"
\LL/
b
3
Frs

@0

Session Layer

Starts, stops session.
Maintains order.

(" Pisenn IIpe3enTanii (Presentation )

layer) BinmoBigae 3a (popmMaTyBaHHH

nanux i3 [lpukaagHoro piBHs Tak,

1100 JaHi MOIVIM nmepeaaBaTucs ado
100 xaHi OyJu po3mizHaHi

\_ IIpukjagHUM piBHEM. -

—
=

Transport Layer

Ensures delivery of entire
file or message.

Network Layer

Routes data to different
LANs and WANs based
on network address.

Data Link (MAC) Layer

Transmits packets from
node to node based on
station address.

Physical Layer
Electrical signals and cabling.

 Ilepekiiag cumMBOJIIB
« ASCII
« EBCDIC

e [IepeTrBOpeHHS

e CTUCHEHHS

e llluppyBanus

45



Presentation Layer

4 N

Encryption Process

—_—
Application:

Application:
“$g%aMigb#!2”

“Hello”

—

Decryption Process

46



OSI Layer 7. Application Layer

Application Layer
I"ﬁ'ﬁ“.’&"“m«".ﬁ"”"

Presentation Layer

mpﬁon. data conversion:
to EBCDIC,
BCD to binary, etc.

Session Layer

Starts, stops session.
Maintains order.

Transport Layer

Data Link (MAC) Layer

Transmits from
- mon
station address.

Physical Layer
Electrical signals and cabling.

* Bignanenuu gocryn a0 pailiis i
NMPUHTEPIB

e O0OMiH pecypcamu

* 3B'5130K MIK mpouecamMu

e EJIeKTPOHHI MOBIIOMJICHHSI TA
eJIEKTPOHHA MOIITAa

e Karasoriuxi mocayru

* BipryaJbHi NpUCTPOI TA BIpTYyaJIbHi
KOMYHIiKamil

e Ileperuisiag BeO-CTOPiHOK

47



Application Layer

4 )
- J
( )
IIpuk/jagHUi piBeHb BKJIKYA€ HACTYIHI PyHKIIIl:
\. J
4 \ )
 [IpukiagHui piBeHb BU3HAYAE iICHTUYHICTH
Ta HASIBHICTh MapPTHEPIB porpamMu i3
JAHUMHU I Tepeaayi.
\ o
4 \ Lo . )
e [leil piBeHb 320e3Me4y€ MepexeBi MOCTYTH AJIS
KOPUCTYBAllbKUX MPOrpam, TAKUX SAK
nepenada ¢gaiiiB, eJIEKTPOHHA MOLITA,
_ P BieokoHepeHUil Ta 0araro iHIIKX . )

48



Layer Headers

Each laver has a specific responsibility in the communicaton

e [le mpouec, ko koxkeH piBeHb OSI g1oxae 3arososok. Ilei
NPoLeC 3aBKIU BUKOHYEThCS IPUCTPOEM-BIANIPABHUKOM.

J

- N\

* Is the process to read and interpret the header information. This

process is always done by the receiver device.
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Communication between Layers

-

\_

Moving from the top)

J

b

Moving from the bottom)

<

_______________________________ L¥H Data T
e Data [ 6

F 3

e lve|edfirH Data [ 5
T uaH |LsH| LeH | LTH Data e 4
~|L3H|L4H |L5H|L6H | LTH Data L 3

F 3

L2H|L3H |L4H [ L5H |LeH | LTH Data L9F 2

1|6 '_i_'_':fjg
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Protocol Data Units (PDUs)

4 )
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Protocol Data Units (PDUs)

( 1. BigHocuThcst 10 IHKaNCyasilil, ika BUKOHY€EThCS HA PiBHiI-4.
Segment. Cermenr exkBiBajsienTHHUM PDU4. BinnoBigHo B Mepe:xi e cerMeHT
TCP a06o cerment UDP.
\ y Y,
4 Y N\

* BizHocuThCs 10 iHKancysmii, AKa BUKOHYeThcsl HA PiBHi-3. I[laker

Packet. exkBiBajieHTHU PDU3. Moxna rosoputu npo nakeru IP PiBus-3.
\ y, J
( ) . . .. )
e BinHocutncs 10 iHKancyssiii, Aka BUKOHYeThest HA PiBHi-2. Kaap
Frame. exBiBajieHTHUIT PDU2. Moxna rosoputu npo ¢peiimu Ethernet ado
L ) Wi-Fi.
r -

“L2 Trailer”.

N
ey
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Ethernet Traffic Types

r

~N

Unicast
\__ J
4 )
Broadcast
\__ J
4 . )
Multicast
\__ J
4 )
Anycast
\__ J
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Ethernet Traffic Types

Onc te one One to many
“Host 5¢:95, thig is far you" “Atlantinn all mambers of tha Video Group™
Multicast 7
Unicast
L »
Broadcast

One to everyone
"Attention everyone. Which one of you is Host X
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Full Duplex and Half Duplex

-

Full duplex (EDX) ta Half duplex (HDX)

~N

Y4

Full Duplex:

~

e O0OMABI CTOPOHM MOXKYTh CHIKYBATUCS OJUH 3
OAHUM OHO4YACHO. [IpuK/Ia0M TOBHOTO
AYILIEKCY € TeJedOoH; CTOPOHU Ha 000X KiHISX
MOKYTh TOBOPUTH i YyTH IHIILY CTOPOHY
OJIHOYACHO.

\_
-

Half Duplex:

v
~N

y

* O0MABI CTOPOHM MOKYTh CHIJIKYBATUCSH MIXK
c00010, aJie He OJHOYACHO; CIIJIKYBAHHS CIIOYATKY
i3 OIHMM HANIPSIMKOM, 4 NOTIM 3 iHIIUM.

J
N

J
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Full Duplex and Half Duplex

— Direction
o of data >
Mainframe Monitor
D Direction of E
data at time |
Half-duplex —— > — il
=T ER RSN Direction of = SR T CS
Workstation data at tme 2 Workstation

Direction of

: I data all
Lt , theume ] Full-duplex

o —
A

Sl N 7S 21
Workstation Workstation
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OCHOBM MepeKHHUX

TEeXHOJIOIIH




TCP/IP Model
/ Crexk IHTEpHET NPOTOKOJIIB - Ile KOHIENTYAJbHA \

MO/eJIb 1 HA0Ip MPOTOKOJIIB, [0 BAKOPUCTOBYHTHCS B
IHTEepHEeTI Ta 00YUCIIOBAIBLHUX MeEpeKax.
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TCP/IP Model

|

|

_ Sesson

. Datalimk
ORIV, ... __

S e B

Applicaton

Presentation Application

Transport Transport

Network Internet

~

l Ethernet Network

S
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TCP/IP Model

OS] Model TCP/IP Model TCPI/IP — Internet
(DoD Model) Protocol Suite

Application
— - Telnet, SMTP, POP3,
Presentation Application FTP, NNTP, HT TP,
| SNMP, DNS, SSH, ...

Session
Transport Transport TCP, UDP
Network Internet IP, ICMP, ARP, DHCP

Data Link
| Network Access Ethernet, PPP, ADSL

Physical

- >
"'-:{- :-\, ;I
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TCP/IP Model

4 N

Ipuxkiaaauuii pieas TCP/IP

-

4 TpancnopTHi piBHI KOXKHOI i3 MoaeJien

VAN
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TCP/IP Model

4 )

MixMepe:xeBoro inrepgeicy TCP/TP.

- /
4 )
piBEeHb
Joctyny 1o mepe:xi. Ileit piBeHb MiCTATH IPOTOKOJIH, II0
CTOCYHOThCS (Pi3UHYHOIO cepeaoBHMIIA 3B'SI3KY (MiIHI MPOBOAH,
OIITOBOJIOKHO Ta pagxioxBuJi). KoHTpoJb gocTtymy 10 pisMaHUX
HOCIIB TakoK BiA0yBaeThCcs Ha ibomy piBHI. Ethernet i Wi-Fi-ue
3araJjibHi IPOTOKOJIM, SIKi IPAaNIOIOTH HA IbOMY PiBHI locTymy 10

K MepeKi /
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TCP/IP Model. Network Access Layer

TCPIIP Model TCPIIP = Internet 4
(DoD Model) Protocol Suite
Telnet, SMTP, POP3,
Application FTP, NNTP, HTTP,
SNMP, DNS, SSH, ...
Transport|||  [1Terepitipe T
G S
 Internet IP,ICMP, ARP, DHCP
K R T O e e s
Network Access  Ethernet, PPP, ADSL
e ——

~N

¥

e IMmieMeHTAaIliA \
DIi3UYHOIO TA
KanaJjbHOro
pPiBHIB MoaeJIi
OSI.

e InenTudikamis
xocTiB 3a MAC -
aJipecolo.

e lllupokun
CIIEKTP
IPOTOKOJIiB
HU3BKOI'0 PiBHA

(Ethernet). /
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802.3 Ethernet

( )
Ethernet - ne ciMelicTBO KOMIT'IOTEPHUX MepPeKeBUX TEXHOJIOTiH
i 6
\_ J
4 )
\_ _/
a )
IEEE 802.3
\_ J
4 p
\ y
(" . .. e )
J1o 1980 poky Ethernet craB iIBHUM NepeMoOKIEM i CbOTOAHI IHIIII
MPOTOKOJ M HU3LKOIO PiBHA PiIKO MOKHA NMO0AYUTH, KPiM JYyiKe
crneniajizoBaHuX J0AATKIB.

\_
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802.3 Ethernet
~

4 ) e 10Base5 — ToBcTHi
Ethernet
e 10Base2 — Touxkun
\ y Ethernet y




802.3 Ethernet

[

J

Name Data rate Standard

10BaseT 10 Mbps 802.3i
100BaseT 100 Mbps 802.3u

Note

Requires two twisted pairs

Requires two twisted pairs

1000BaseT 1 Gbps 802.3ab Requires four twisted pairs
10GBaseT 10 Gbps 802.3an Requires four twisted pairs
4 )
\- J
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802.3 Ethernet

[

]

Standard
802.3
802.3a
802.3i
802.3j
802.3u
802.3z
802.3ab

Description
10BASES (Thick Ethernet )
10BASE2 (Thin Ethernet)
10BASE-T (Twisted pair )
10BASE-F (Fiber optic)
Fast Ethernet
Gigabit Ethernet

1000BASE-T Gbit/s
Ethernet over twisted pair
at 1 Gbit/s (125 MB/s)

Standard

802.3x

802.3ac

802.3ad
802.3ae

802.3af
802.3bm

Description

Full Duplex and flow
control;

Max frame size extended to
1522 bytes ("'Q-tag")

Link aggregation

10 Gigabit Ethernet over
fiber

Power over Ethernet

100G/40G Ethernet for
optical fiber

67



Ethernet Frame

Start of Ethertype Frame check
MAC MAC  802.1Qtag Interpacket
Preamble  frame G, _ (Ethernet Il) or Payload sequence
o destination source (optional) _ gap
delimiter length (IEEE 802.3) (32-bit CRC)
Toctets | 1octet Goctets | Goctets | (4 octets) 2 octets 46(42)°1500 octets | 4 octets 12 octets
«~ 64-1518(1522) octets —

4 )
\_ /
4 )
- J
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4 N

Wi-Fi Header Trailer
Frama Duration  Addrass Addrass Addrass  Sequence  Addrass  Payicar FCa
Control D 1 2 3 Control 4
¢Byles  ZByle | 6Byles 6Byles | 8Byles  2Byles | 6Byles 46— 4 Bylus
1500

Bytes
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Ethernet Frame

4 A )
* Bka3ye Ha Tun ppeiimy (KOHTPOJIb, YIIPABJIiHHA
Frame Control. a00 1aHi), a TAKOK MiCTHTH iHdopMaio npo
(pparMeHTali0 Ta KOHQPITICHIIHHICTD.
G | J
4 h A
Duration/Con-n | ° SAKI0 BUKOPHUCTOBYETHCS, BKA3y€ Yac y
tion ID MIKPOCEKYH/1aX, AKUI Oyl1e BUIIJICHO KAHAJLY IJIs
8 ection . YCIIIITHOI Nepeaadyi KOHTPOJbHOI0 Kaapy. y
4 R )
e MAC-aapecu sl IPUCTPOIB, AKi 0€PyTh Y4acTh Y
3B'A3KYy. KLIbKICTB apec 3aJ1e’)KuTh Bil TUILY KaAPy
Addresses. TAa KOHTEKCTY. SIK MpaBujio, BUKOPUCTOBYHOTHCH
_ JIMIIE MePIli TPU MOJIA aJpPecH.
v _J
( )
Sequence * Ile mostie micTuTh iHopmauiro npo ¢pparmMeHTanio Ta
Control. NOBTOPHY 30ipKy . |
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Understanding the Wi-F1 Header

Frame 1

<

Statlen A

WI-FI STSID. 20X0A0TAA A4

Access Point

Wik AT DL T )

Address 1 {receiver)
ESSID (AP)

DT UL AT IES

MAC of Station B

D00 :200:00:2<c222

Address 2 itransmitier)
MAC of Stat on A
JUZCUS OGO A

BSSID (AP)
JO0:CI:Q0C Q0 rns

Smatlon G

LAl T TS bt i W IR

Address 4

MAC of Saticn B Not Usec

I T B4 T N M LR AN B B
I-'J-c.')nu‘-lll.-..‘ ...'..:..Z..‘.

MAC of Saticn A
C0:=09:£0:C0=11:_1

Not Usec
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Understanding the Wi-F1 Header




Wireless Networking

4 )
4 |
J

Busnauaerncsa crangapramu 802.11. Crangaptu cimeiictBa 802.11

BH3HAYAKTH paaio-iHTepdenc Mizk 0e3MPOBOIOBUM KJII€EHTOM I TOUKOIO

noctyny (AP) abo mixk 1BoMa 0e31IPOBOIOBUMHM KJII€HTAMM.
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Current Wireless Standards

Standard Frequency Maximum data rate
802.11a S GHz 54 Mbps

802.11b 2.4 GHz 11 Mbps

802.11¢g 2.4 GHz 54 Mbps

802.11n 2.4/5S GHz Up to 600 Mbps
802.11ac (WiFi5) 5 GHz Up to 1.3 Gbps
802.11 ax (WiFi6) 1-7 GHz Up to 7 Gbps
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TCP/IP Model. Internet Layer

TCPIIP Model
(DoD Model)

Application

Transport

Internet

Network Access

TCPIIP = Internet
Protocol Suite

Telnet, SMTP, POP3,
FTP, NNTP, HTTP,
SNMP, DNS, SSH, ...

TCP, UDP

IP, ICMP, ARP, DHCP

Ethernet, PPP, ADSL

4 R , \
MepeKeBa aapecanis
aapecauisi XocTa
MapIIPyTHU3aLis
YIIAKOBKA JAHUX JIJIA
nepeaavi
dparmenTamuis
MaKeTIB JJI nepeaayi
Ta NOBTOPHOI 30ipKu

N y MaKeTIB /

r w

. )

( )
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IPv4 Protocols

7

\.

Biamosigae 3a aapecaniro ta
MapIIPYTHU3ALII0 MAKETIB.

\

-

N

IP

1Pv4
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IPv4 Packet Header

Bytes

'_B»It0|1|2|3|4|5|6|7

Header Checksum
(16 bits)

9 |10|12|12|13]24]1s 1s|17|1a|19|20|21|22|23 24|25|26|27|28]|29] 30

31

<«——— 20 Bytes
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Real life example IPv4 Packet Header

= Internet Protoco1 version 4, Src: 192.168.82.147 (192.168.82.147), Dst: 192.243.232.2 (192.243.232.2)

= D1fferent1ated Sservices Field:| Ox00 (DSCP 0x00: pDefault; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport) (0x00)

0... .... = Reserved bit: Not set
.1.. .... = pon't fragment: Set
.0. .... = More fragments: Not set
Fraqment offset:| O

Time to live:|128
Protocol:J TCP (6
=fHeader checksum:| 0xd064 [validation disabled]

[Good: False]

[Bad: False]
source:}192.168.82.147 (192.168.82.147)
Destination:] 192.243.232.2 (192.243.232.2)
[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]
# Transmission Control Protocol, Src Port: 57487 (57487), Dst Port: 80 (80), Seq: 1102, Ack: 883, Len: 1115
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Y4

AN

-

g e CiMcok aapec, JOCTYIMHUX JJIA PU3HAYECHHS.
O0s1acTh TAKO0XK MOKe BKJIIOYATH aJpPecHu,
3ape3epBOBaHi /151 KOHKPETHUX KOMII'IOTEpiB, Ta

\ inmi napamerpu kou@irypauii TCP/IP.

VAN
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DHCP Discover message

[ DHCP Discover.

Anybody out there?

DHCP Discover

DHCP Offer

'm here. Want an address?

DHCP Offer

DHCP Client DHCP Server
80



DHCP Request message

1'll take this address., if | can still
have it.

DHCP Server

DHCP Ack

Go ahead and use it.

DHCP Server
81



DHCP

é )

\. J

4 )

\- J
UDP 67

| need IP address settings

UDP 68
DHCP Client DHCP Server
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TCP/IP Model. Transport Layer

TCPIIP Model TCPIIP - Internet
(DoD Model) Protocol Suite
Telnet, SMTP, POP3,
Application FTP, NNTP, HTTP,
SNMP, DNS, SSH, ...
Transpon TCP, UDP
R A R N S N S
Internet IP ICMP ARP DHCP
ey T N
Network Access  Ethernet, PPP, ADSL
L

(

Hanae nociyru geiirarpam (maker
TAHMX, IO MICTATH IH(poOpMAaLLit0
NPU3HAYCHHA Ta MAPWIPYTU3ALil) 115
npoTokoJiB IlpukiagHoro piBus.

\

TCP

~N

e BcTaHOBJIIOE 3B'AA30K MiXK \
X0CTaMH

* 3a0e3mevye MOCJiTI0OBHICTh
Ta MiATBEPIKEHHS

* BitHoB./11I0€ BTpaYeHi
MaKeT! NLJIAXOM
MOBTOPHOI nmepeaayi

\

J\.

UDP

\
* [IpoTokoJ 0e3 3'€qHaAHHS,

AKUN HAJACWUJIA€C TaHi JHUIIIe
B Ha/il HA IX OTPUMAHHS.
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Transport Layer

-

\_

TpancnopTHU# piBeHb MOKe MIATOTYBATH AedTATPAMM JAJIs

nepenaavi 0e3 3'eTHAaHHA a00 OPIEHTOBAHOIO HA 3'€THAHHS.

TpancnopTHuid piBeHb 3a0e31e4y€ JOCTABKY MOBiIOMJICHDb Y

MOPSAAKY IX HAACUJIAHHA TA BiJICYTHOCTI BTpAT YM
AyOJIIOBAHHS.

~

/

* TCP - ue nporoxKoJi, Opi€eHTOBAHUU HA
3'€IHAHHS, AKMH BCTAHOBJIIOE CEAHC 3B'A3KY
MiK BIIMIPABHUKOM i OIepKyBayeM.

e UDP - ne nporokoJ 0e3 3'€1HAHHS, AKHHI
HAJACHUJIAE JIaHI JHUIIe B HAXII HA IX
OTPUMAHHSI.

e TCPi UDP moxkyTh nepeaaBaru qedrarpammu
nast IPv4 ta IPv6 y BianoBiiHU#M Yac.

J
\

/
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Transmission Control Protocol (TCP)

[ \ e BecTaHoBJieHHH 3'¢AHAHHA MiK IBOMA XOCTaAMHU. \
e Ilepenaua nanux. IHocaiIOBHICTD i MiATBEPIKEHHA
MaKeTiB.
e IloBTOpHA BiANpaBKa NAKeTIB y BiMOBIAb HA
MOMUJIKH.
\_ Uk Po3puB 3'€eqHaHHS. /
client (your computer) server
browser htip (web)
899

TCP H TCP

= connection setup 7~ teardowwn
= data to recerver in traassmit order
= error checking 7~ cormrection
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Establish connection

-

\

TCP Three Way Handshake

SYN >
Qs SYNIACK

ACK >
s GONNECHION EStabliShed sy

hitp:ffc-kurity.blogspot.com/

Server B

EVENT

Host A sends a TCP SYNchronize packet to Host B
Host B receives A's SYN

Host B sends a SYNchronize-ACKnowledgement
Host A receives B's SYN-ACK

Host A sends ACKnowledge

Host B receives ACK.
TCP socket connection is ESTABLISHED.
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Termination connection

4 N

o J

¢ FIN bi d d
TCP Four Way Handshake LI T it 1

» Caused by close() or shutdown() on other end

o Both sides must send FIN to terminate a connection
s )22 TraNSfers— .
o Typical teardown exchange:

» A = B:FIN, seq Sa, ack Sg

» B Arack Sa+

» B = A:FIN, seq Sg, ack Sa+1

» A Back Sg+i
o Can also have simultaneous close

o CanA and B forget about closed socket after final message?

FINACK-————————
< ACK
s FINJACK

ACK >

Server B
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Data transmission

~

4 Kouu 3'e1HaHHS BCTAaHOBJICHO, OIeP:KyBa4 BKa3ye noJje BikHa (window field) (aus.
¢popmar 3arosnoBka TCP) y koxxknomy kaapi TCP. BikoHHMIi MexXaHI3M BUKOPHUCTOBY€EThCH
JJIS YIPABJIIHHA MMOTOKOM AaHUX. Po3Mip BikHa siBJIsfi€ 00010 KIIBKICTh NPUAHATHX JAHUX,
SIKI 0/1ep:KyBayY roroBuii 30epiratu B 0ydepi. po3mip BikHa (y 0aiiTax) HAACWIAETHCH

\_ BIANIPABHUKY Pa30M i3 miATBEepPAKeHHAMM. y
HostA Host B
Send Window size of 1000
Receive

ACK 1 window size=2

Window size of 2000

\

ACK 2 window size=3

Window size of 2500

\Va
JAN

ACK 3 window size=0 Bufferis full,
< Stop sending
anymore
ACKwindow size=]

Ty \ J
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TCP Header

TCP Header
Offsets Octet 0 1 2 9
‘ | — —
Octet | Bit | 0| 1| 2| 3| 4| 5/ 6 7 8| 9 1[”11‘12 13/14|15 16 17|18|19 20|21|22|23/24 2526 2?128129 303
0 0 source port Destination port
4 | 32 Sequence number
B | 64 Acknowledgment number (if ACE se)
C/E|U|A|P|R|5|F
Reserved| N
12 | 96  Data offset s W C|R|C|5|5|Y|I Window Size
R|E|G K H|T|N|N
18 | 128 Checksum Urgent pointer (if URG sef)
20 | 160 Options (if data offset » 5. Padded at the end with "0" bytes if necessary)
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Destination port address

-

~

Y4

~

N

* Well Known Ports € Takumu y aiana3zoni
0-1024.

* Registered Ports € Takumu y nianmasoHi
1025-49151.

e Private Ports € TakuMu y aianma3oHi
49152-65535.

AN
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Commonly Used Port Numbers

Port Number

B |
22
23
25
43
53

a7
68

7O

7o

110
119
143
194
389

465
990
993
1433

Protocol

TCP
TCP/UDE
TCP/UDP
TCP/UDP
TCP
TCP/UDP

uDe
TCP

TCP
TCP
TCP
TCP
TCP/UDP
TCP
TCP/UDP
Tcp
TCP
TCP/UJDP
TCP
TCP/UDP

Funciion

FTP (File Transfer Protocol)

S5H (ssh_scp copy or sfip)

Telnet

SMTP (for sending outgoing emails)

WHOIS function

DINS Server (Domain name service for DINS regquests)

DHCP Server
DHCP Client

Gopher Protocol

Finger protocol

POP3 (for receiving email)

NINTP (Network News Transfer Protocol)
INMAPA Protocol (for email service)

IRC

LDAP (light weight directory access)
Secure HTTP over SSL (https)

Secure SPMTP (email) using SSL

Secure FTP using SSL

Secure IMAP protocol over SSL (for emails)
Microsoft SQL server port



User Datagram Protocol (UDP)

K User Datagram Protocol (UDP) \

UDP Header
Offsets Octet 0 1 2 3

Octet | Bit | 0| 1| 2| 3| 4 5| 6| 7 8 9/10|11|12/13|14 15|16 17|18/19|20|21|22|23|24|25(26|27 28|29 30 31

0 0 source port Destination port

4 | 32 Length Checksum
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TCP/IP Model. Application Layer

TCPIIP Model
(DoD Model)

Application

Transport

Internet

Network Access

TCPIIP = Internet
Protocol Suite

Telnet, SMTP, POP3,
FTP, NNTP, HTTP,
SNMP, DNS, SSH, ...

TCP, UDP

IP,ICMP, ARP, DHCP

Ethernet, PPP, ADSL

LT P . SON I

e Telnet, SSH, HTTP (Hypertext
Transfer Protocol), DNS (Domain
Naming System), FTP (File Transfer
Protocol), SNMP (Simple Network
Management Protocol), SMTP
(Simple Mail Transfer Protocol),
DHCP (Dynamic Host
Configuration Protocol).
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Telnet and SSH

Telnet

- J

s

‘ Tgl e I Telnet service]
client \
TCP 23 - Telnet (Unsecure) -~ N

Q TCP 22 - S5SH (Secure) < | =
m ef_:— —«)» :,

’ ~4
< ~ . P
-
Administrator’s PC Switch
Loyl admin

AR
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Telnet and SSH

4 )
\ /
e R
N /




Che raclests nhjasis

D ODhael rexsests oxant dadetion
Servers ascaep. cliant dala
Server “equost wnte dan

CET arubzrnetworks.com

UL

o

|

Alice. ¢ HTTP Server
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Domain Name Service (DNS)

[

™~
I want o connaect to
arubanaetworks.com

%Q‘

Alice FC

UDP 53
What is the IP for
arubanerworks com?

Host to IP resoluticon

OCNS Sarver

-~
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=T=: Simnple. v overhaad LUDP ol 60
FTP: Znorgption'/Securlty TC™ ot 22

M -

TCP 21 — Caommand: Get FileQD1

Alice PC

>

TCP 20 — FileQD1 in transit

T

File0D1
|

FTP Server
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USER| <

File
system

<=

FTP
user

interface

PI
user

<— Control ———>
Connection

DTP
user

-

Data —m>
Connection

DTP

client system

PI : protocol
: data transfer process

PI
server

DTP
server

File
system

interpreter

server system

-

~

N

e DTP (Data Transfer Process) - me nmpouec, Akui

Bi/INIOBIAa€ 32 BCTAHOBJICHHA 3'€IHAHHSA TAa

YIPABJIHHSA KAHAJIOM JIAHHX.

e PI (Protocol Interpreter) - iHTepnperye npoTroKo.i,

o A03Bovisie ynpasiasatu DTP 3a nonomororo
KOMAH/I, OTPUMAHMX [0 KAHAJIY YIIPABJIiHHS.

J




KTP

e ASCII (American standard code for information
interchange) mode: BUKOPUCTOBY€ETHCH JJISl TEKCTY.
Iepen nepenayero 1aHi NePpeTBOPHOIOTHCH 3
NPEACTABJICHHS CMMBOJIIB BiAIPaBJIAKY0ro xocray 8-
po3psaanuii ASCII" .

* Binary mode: MamuHa-BiANPABHUK MOCHJIAE KOYKEH 0aMT
¢aiiay 3a 0aiiTom, a ogepkyBay 30epirac 0aMiTOBUM MOTIK
10 Mipi i0r0 OTPUMAHHA .

e EBCDIC (Extended Binary Coded Decimal Interchange
Code) mode: BUKOPHUCTOBYETHCH 17151 IPOCTOr0 TEKCTY
MisK X0CTaMH 32 J101oMOror Hadoopy cumBoJiiB EBCDIC .

~

Y4

Z\

° Stream mode: /laHl HAACWJIAKTbLCH K 0e3llepepBHHUH
NOTIK, 3BUIbHSAI04YU FTP Bix BUKOHAHHA OyIb-KOT0
npouecy .

* Block mode: FTP po30uBa€e 1ani Ha Kijibka 0JI0KIB
(3aroJ10BOK OJIOKY, KiJIbKICTH OAWTIB i MOJIe TaHUX), a
nortim nepeaae ix TCP.

e Compressed mode: /JaHi cTUCKAIOTHCA 32 I0TIOMOT 010

MPOCTOro aJrOpuUTMY (3a3BHYAl 1€ KOTYBAHHS 10BKHUHHA
BUKOHAHHS ).

~

/
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~N

N

/

e 3aBaHTaXKYyBAJIbHI (PallJIN I/ NPUCTPOIB \
0€3 JIOKAJBLHOI'0 CXOBMIIA

* BUKOPHMCTOBYETHCH 3 MEpPeKEBUM
NPOTOKO0JIOM 3aBaHTa:xxkeHHH Preboot

Execution Environment (PXE)
e CucTeMH BCTAHOBJICHHS HA OCHOBI Mepemij
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SEFTP

/Secure File Transfer Protocol (SFTP) A
\_ J
Secure * IIporoxoJ, 110 3a0e3meuye 0e3neuny A
Shell apTeHTU(dIKALII0 TA epeaavy
¢ 3alIM(PPOBAHUX JAHMUX JJIS IHIIUX
< (SSH) y NMPOTOKOJIIB J0AATKIB. y
(" )
- J
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OCHOBM MepeKHHUX

TEeXHOJIOIIH




4 )
- /
/ \ e Spanning Tree \
Protocol (STP)
e Link Layer Discovery
Protocol (LLDP)
* 802.1Q tagging
K /, protocol /
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Switches

Multiple ports conneczt endpcints

= FPLs, prinlors, carrcias, and more é
= Commeonily 2, 24, 43, or more physical poris e—)’
*  Transparant to endpaints

' Soecial L2 protocols :

Performance, rel aoility. securizy

L L L]
.w’mvl TYVYY VSV VYYYY

- STF MAC Address Port
« LLDP
= 20219
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RO

o J

MNMuolwurs 1
= Connecl separale nelworks inlo an inler-nelwork
= QOffer WAN connectivity to networks et 2
watd
Leam all possitble paths. then choose a hest path %
- RIF
-  OSPF T
- BGP ~hanrc o
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4 N

N

/
N \

* Routing Information Protocol
(RIP)

* Open Shortest Path First (OSPF)
* Border Gateway Protocol (BGP)

- N

108



Multi-Layer Switch

* Inleral roul rg lunclionalily
« Runs RIP, OSPF. BGP

= Muluple porls connect endpoinls
= Uses STP. LLDP. VLANs
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Multi-Layer Switch




Wireless Access Points

Functionality ,

s ] . v oSt S o))) (({o
* Briduss wirglass davices and wired nalwarks. ;
+ Trarsform Ctharnet irtc VWi-Fi frames and back

L=\

= Internal or exrema| antennas

- Ore or Dual Etheraet Ports s pede
» |Indoor or autdocr

» Antanomous ar Conrroller-baasand
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Wireless Access Points




Wireless Access Points




Firewalls

\_

Functionality |

« Firstline of dafensa batweenr trustad and untrusted networks
* Deep Fazkel Inspeclion analyses all O3 layers

Additional features

- |10DS and IPS
* VPN concsniralor
» SSL Proxy
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Firewalls

\©

N - Intrusion Detection Systems (IDS)

e Intrusion Prevention Systems (IPS)
e VPN Concentrators

A SSL proxy

/
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Servers

Always available

A Lon|ication
o=

Clients send request messages to ask aboul a specific service  Jmm i

m Da2tabage
= = File sarver
Host A | o Web Sarver
Ut Mtardemiad g Gamz Sarver

Client

Servers reply with response messages to offerthe service SBWEI'
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Servers

-

~

N

\I » Application Servers

e Communication Servers
e Database Servers

e File Servers

* Web Servers

/| e Game Servers

VAN
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