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IIPECTYIIHHUKHA B HHTEPHETE

AEVICTBMFI, KOTOPbBIE MPEANMPUHAMAIOT
NMPECTYNHUKU B UHTEPHETE.

MpecTynHUKM NpeMMyLLECTBEHHO YCTaHAB/IMBAIOT KOHTaKTbl C €TbMM B YaTax, Mpu
OBMEHE MIHOBEHHbIMU COOBLLEHUSIMM, MO 3JIEKTPOHHOM MoYTe MM Ha dopymax.
AAnA pelleHns cBoux npobsieM MHOrMe MoApPOCTKM O6pallaloTCA 3a MOJAJEPHKKOM.
3/I0YMbILLIJIEHHUKM YACcTO CaMM TaM OBMTAIOT; OHW CTapaltoTCs NMpMB/EYb NOJPOCTKA
CBOMM BHMMaHMWEM, 3a60T/IMBOCTbIO, [J0O6GPOTOM WM JarKe NoJapKamu, Hepeako
3aTpayMBas Ha 3TU YCUIMA 3HAUYUTESIbHOE BPEMSA, AEHbIM U dHEPrmo. O6bIYHO OHM
XOPOLUO OCBEJOMJ/IEHbI O MY3blKa/IbHbIX HOBMHKAaX M COBPEMEHHbIX YBJEYEHUAX
aeter. OHM BbICAyWMBAOT Npo6JieMbl MOAPOCTKOB M COYYBCTBYWOT MM. Ho
MOCTEMEHHO 3/10YMbILLIJIEHHUKM BHOCAT B CBOM 6ecebl OTTEHOK CEKCYaJ/IbHOCTU MU
JEMOHCTPUPYIOT MaTepuasibl OTKPOBEHHO 3SPOTUYECKOTO COJIEPXKAaHMUSA, MbITAACh
0CNabuTb MopasibHble 3anpeTbl, CAEPKMBaKLIME MOAOAbIX NoAen. HeKotopble
MPEeCTYNHUKU MOTYT JEUCTBOBaTb ObiCTpee JpyrMx M Cpasy e 3aBOoAUTb
CeKcyanbHble 6ecenbl. [pecTynHMKM MOryT TaKXKe OLUEeHMBaTb BO3MOXKHOCTb
BCTPEYU C IETbMM B PEAJIbHOM KM3HM.

—



SPEJOHOCHBIE ITPOI'PAMMBI

K BpeaoHOCHbIM MporpamMmam OTHOCATCS BMPYCbl, YEPBU U «TPOSIHCKME
KOHW» - 3TO KOMMbIOTEPHbIE MPOrpaMmbl, KOTOpPblE MOMYT HAHECTU Bpep
BalLEMY KOMMbIOTEPY M XPAHALMMCS Ha HEM JaHHbIM. OHM TaKKe MoryT
CHMATb CKOPOCTb O6MEHA AaHHbIMM C MHTEPHETOM U AarKe UCMOo/1b30BaTb
Ball KOMMbIOTEP AN PACMpOCTPaHEHUSA CBOMX KOMWUM Ha KOMMbLOTEPHI
BalUMX ApYy3€eM, POACTBEHHMKOB, OJIHOKNACCHMKOB M MO BCEM OCTa/IbHOM
rnobanbHon Cetu. [C

xoauTte B nabopoTopuio u
0OHOBUTE aHTUBUPYCHI!




HHTEPHET-MOIIEHHHAYECTBO
H XUINTEHHUE JAHHBIX C KPEIJUTHOH KAPTHBI

B YEM COCTOUT MOLLEHHUYECTBO?

Cpeay MHTEpPHET-MOLIEHHWYECTB LUMPOKOE PacrnpoCTpaHEeHWe MoJyYmia
NMPMMEHSEMAsA XaKepamMM TexHuKa «phishing»,cocTodlas B ToOM, 4TO B
danblUMBOE 3S/IEKTPOHHOE MMCbMO BKJIOYAETCHA CCblJIKa, Beayllas Ha
MONYNSAPHbIA Y3€, HO B AEMCTBUTENIBHOCTU OHa MPMBOAMUT MOJIb30BaTENS
Ha MOLLUEHHMYECKUM Y3€/l, KOTOPbIM BbIIAAMT TOYHO TaK e, KakK
odbuLManbHbIM. Y6eaMB MONb30BaTeNIA B TOM, YTO OH HaxoAMTCA Ha
odULIMANIBHOM Y3/1€, XAKEPbl MbITAlOTCSA CKJAOHMTb €ro K BBOJY MApOJIEN,
HOMEPOB KpeAMUTHbIX KapT M APYroM CEeKpeTHoM MHpOopMaLMM, KoTopas
MOTOM MOXKET M ByAeT UCNONb30BaHa C yLlepboM ANA NoJib3oBaTesiA.




A3BAPTHBIE HUTI'PBI

PasHuLa MeXay WrpoBbIMM CaMTaMM M CaMTaMM C a3apPTHbIMM MIPaMM
COCTOMUT B TOM, YTO HA UIrPOBbIX CaMTax 0ObIYHO COZEPKATCA HACTOJIbHbIE M
CJIOBECHbIE UIPbl, apKazbl U r0JIOBOJIOMKM C CUCTEMOM HAYMUCIEHUSA OYKOB.
37ecb He TpaTATCA [EHbrM: HM HACTOSILUME, HM UrpoBble. B oTanume ot
MIPOBbIX CAaMTOB, CaMTbl C a3apPTHbIMM MIPAMM MOTYT AOMYyCKaTb, YTO JIOAM
BbIMIPbIBAOT MM MPOMIPbIBAOT UrpoBble AeHbrn. CanTbl C Mrpamm Ha
JE€HbIM O0ObIYHO COJZEpPXAT WUrpbl, CBA3AHHbI C  BbIUIPbILEM WU
MPOMIPbILLIEM HACTOALMX AEHET.

MecoyHHUa KOHTEHT-pesaKTORa

HouHasa cMeHa



OHAAWHOBOE ITUPATCTBO

OHNaMHOBOE  MNUPATCTBO - 3TO  HE3aKOHHOE  KOMMPOBaHWE MU
pacnpocTpaHeHMe (Kak Ans JeNoBblX, TaK M AN JIMYHBIX Lenen)
MAaTEepMAsIOB, 3allMILIEHHbIX AaBTOPCKMM MpPABOM - HAMpMMEp, My3blKM,
bUNbMOB, UTp MK NporpaMm - 6e3 paspelleHus NpaBoobiajaTens.




HHTEPHET - THEBHHKH

YBneyeHue  Beb-)KypHanamm  (MAM,  KMHa4ye  roeopdA,  6s10ramu)
pacrnpocTpaHAETCA CO CKOPOCTbIO MoKapa, 0CO6eHHO cpean NMoApPOCTKOB,
KOTopble MOpoM BeAyT MHTEPHET-AHEBHMKM 6€3 BeAOMa B3POC/IbIX.
[MocnepgHue nccnegoBaHMA MNOKasbIBaOT, YTO CEroAHA NPUMEPHO MOJIOBMHA
BCEX BEO-XXYpPHAJZIOB NpUHaANEXKaT noApocTKam. lNpn 3ToM ABoe U3 Tpex
PACKpbIBAlOT CBOM BO3PAcCT; TPOE M3 MATU NYGJIMKYIOT CBEAEHMA O MECTE
MPOXMBAHUA U KOHTAKTHYH MHMDOPMALMIO, a KaXKAblM NATbIM COOOLLAET
CBO€ NnosiHoe nMA. He cekpeT, 4To NoApOOHOE pacKpbITUE IMYHBIX AaHHbIX
NOTEHLUMa/IbHO ONacHO.
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HHTEPHET-XYAHUTAHCTBO

TaK e Kak U B 06blY4HOM XM3HW, B MHTEpHETEe NOSABMIMCL CBOM
XYJIMraHbl, KOTOpPble OCJIOXKHAIT XM3Hb APYrMM MoJib30BaTeNAM
UHTepHeTa. [lo CyTU, OHM Te Xe ABOPOBble Xy/MUraHbl, KOTOpble
Noly4aloT YA0BO/IbCTBME, XaMA U FPYOA OKPYKAOLLMM.




HEOJOCTOBEPHASYI HHPOPMAIIHUA

MHTEpHET npeanaraeT KOJ0CCa/IbHOE KOJIMYECTBO BO3MOXKHOCTEM ANA
00y4YeHMA, HO eCTb U 6onbluasa Aoasa MHDOPMaLMM, KOTOPYHO HMKAK Hesb3A
Ha3BaTb HWM MOJIE3HOM, HM HajaeHoM. [lonb3oBatenm CeTU AOIKHbI
MbIC/IUTb KPUTUYECKM, YTOObI OLEHMTb TOYHOCTb MaTEpPMasIoB; MOCKOJIbKY
abCoOTHO /1I060M MOXKET ony6/IMKoBaTb MHOpMaLUio B MHTepHeTe.




MATEPHAABI
HEXEAATEABHOI'O COOEPXAHMHS

K MaTepHaiaM HeXeJ1aTeJIbHOIro cogepixKaHuA OTHOCATCA:

MaTepuHaibl nopHorpadmyeckoro, HEeHaBUCTHUYECKOrO
coAepKaHus,  MmaTepuanbl  CyMUMAA/IbHOM  HAMpaB/IEHHOCTM,
CEKTAaHTCKMMM  MaTepuasibl, MaTepuanbl C HEHOPMaTUBHOM
JIEKCUKOMN.
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IIPECTYIIHHUKH B HHTEPHETE

[peKkpalwjamte Abble KOHTAKTbl MO 3/1EKTPOHHOM MOYTE, B CUCTEME
OOMEeHa MrHOBEHHbIMM COOOLEHUAMM MM B 4aTax, €C/IM KTO-HMOYAb
HaYyMHaeT 3aJaBaTb BaM BOMPOCHI JIMYHOIO XapaKTepa MM coaeprKalme
CeKcya/ibHble HaMeKM. HMKoraa He corsallamTechb Ha IMYHYIO BCTPEYY C
N0AbMM, C KOTOPbIMU Bbl MO3HAKOMMAUCL B MHTEpPHETE.




BPEAJOHOCHDBIE IIPOI'PAMMBI

A) HuMKoraa He OTKpbiBaUTE€ HMKAKMX BJIOKEHWUM, MOCTYMUBLUMX C
3/IEKTPOHHbIM MMCbMOM, 3@ UCKIIOYEHMEM TEX C/yYaeB, Korja Bbl
OXMAAETE MONYYEHUE BJ/IOKEHMA M TOYHO 3HAETE COAEPKMMOE
Takoro damna.

b) CkaunBanTe pannbl M3 HaZEKHbIX MCTOMHMKOB M 06A3aTe/IbHO
yuTamTe nNpeaynpexaeHns 06  OMacHOCTH,  JIMLEH3MOHHbIE
COrIalLEHUA U MONOXKEHMS O KOHDUAEHLUMANBHOCTH.

B) PerynspHo ycTaHaB/MBaMTE HA KOMMbIOTEpPE MNoOC/AeAHUE
06HOBJIEHMA 6E€30MaCHOCTU U aHTUBUPYCHbIE CPeACTBa.




HHTEPHET-MOIIEHHHAYECTBO
U XHINIEHUE NJAHHBIX C KPEIHUTHOH KAPTbBI

A)llocewas Be6G-CaMTbl, HYKHO CAMOCTOAATE/IbHO HabupaTb B
obo3peBaTene ajpec Beb6G-caMTa MWAM NOJb30BATbCA CCbIIKOM U3
«M36paHHOro» (Favorites); HMKorga He HY)KHO LeJsIKaTb Ha CCbIKY,
coZepKaLlyca B Nog03pUTENIbHOM 3/IEKTPOHHOM MUCbME.

B) KoHTponmpyute cnmcaHmMe CpeAcTB C BalMX KPeAUTHbIX MM
MuUeBbIX cyeToB. JnA 3TOro0 MOXHO MCMNOJIb30BaTb, Hanpumep, YyCayry
MH(POPMUPOBAHMA 06 onepauusax Cco cyetoB no SMS, KoTopble
NpeAoCTaBAAT MHOMMe 6aHKM B Poccum.




A3SAPTHBIE HUI'PBI

[TOMHUTE, YTO HeNb3s UrpaTb Ha AeHbru. Beab B OCHOBHOM MOA06HbIE
Pa3BJ/IEYEHUSA MCMOJIb3YIOTCA co3JaTensMm ANsa MONYyYeHUs MpUBbIIN.
Urpokn 6onblie TepsloT AEHbrU, HEXEeNu BbiUrpbiBaloT. WrpalTe B He
MEHEe YyB/IeKaTe/lbHble WUrpbl, HO KOTOpPble He npeAanonarakT
MCNO/Ib30BaHME HaJIMYHbIX MW 6E3HANIMYHbBIX NPOUTPbILLEN/ BbIMIPbILLEN.

MecoyYyHHUa KOHTEHT-peaakTopa

_ HouHaa cMeHa




OHAAHWHOBOE ITUPATCTBO

[TomHuTe! lMNupatcTBo, NO CyTH, 0O6bLIYHOE BOPOBCTBO, U Bbl, CKOpee BCEro, BpAL
JI1 3aXOTUTE CTaTb BOPOM. 3HaMTe, YTO MOA/IMHHbIE (IMLUEH3MOHHbIE) NPOAYKTI
BCErAa BbIFOJHEE W HaJeXHee nMpaTckoM npoaykumn. OdurumanbHbIN
NPOM3BOAMTE/Ib HECET OTBETCTBEHHOCTb 3a TO, YTO OH BaM NMpoJaeT, OH AOPOXKMUT
CBOEM penyTaumMen, Yero Hesb3A CKasaTb O KOMMAaHMAX - pacrnpoCTpaHUTENAX
NMPATCKMX NPOAYKTOB, KOTOpbIe npecaeaytoT TOJIbKO 0A4HY Uesb - 060ratuTbCa U

3a CcYyeT noTpeobutensa, M 3a CYEeT MpOU3BOAMUTENA. Mcnonbsyifﬁe
JIMUEeH3NOHHbIE MNMPOAYKTbI U BCeria y|<a3b|Ba|71Te CCblJIKY
Ha UCTOYHUKMU, Mchopmau,mo n3 KOTOPbIX Bbl
McnosiblyeTte, YTo6bl He HapylaTb aBTOPCKME npasa!

—



HHTEPHET - AHEBHHUKH

Hukoraa He ny6/IMKyMTe B HMX KaKYl-/IMBO JIMYHYIO MH(OPMaLMo, B TOM
yncne paMmanio, KOHTAKTHYH MHMOpMaLMio, AOMaLUHMK agapec, HoMepa
TenedoHoB, Ha3BaHME LIKOJbl, AAPEC 3/EKTPOHHOM MOYTbl, aMMINK
ApY3en WM pPOACTBEHHWMKOB, CBOM MMEHA B MpOrpaMmax MrHOBEHHOIO
OOMeHa COOOLEeHUAMMU, BO3pacT MAM JaTy PpoxAeHuA. HuKoraa He
NMOMELlamMTe B KYpHasie NPoBOKaLMOHHble doTorpacdmm, CBOM MAU YbM-
6o ellle, M Bcerja npoBepaAnTe, HEe PacKpbiBalOT M M306parKEHUS MU
Jaxke 3aHMM NnaH poTorpadmm Kaky-1M60 IMYHY MHDOpMaLMIO.

Bcé 4yTo nonano B MHTEpHeT oCcTaeTCcA TaM HaBcerja,

YAA/INTb 3TO HEBO3MOXKHO!!!  meee




HHTEPHET-XYAHUT'AHCTBO

UrHopupymTe Takmx XysmraHoB. Ecam Bbl He 6yJeTe pearMpoBaTtb Ha MX
BO3/EMNCTBUSA, GO/bLUMHCTBY rpuUdEpPOB 3TO, B KOHLIE KOHLOB, HaZl0ECT U

OHU YUAYT.
Ecnn yrposbl u ockopbneHusa nosTopsioTcs, COXPaHAU CTpaHMLUbl U
OBPALLANCA 3A NMOMOLLUDBIO Kk poanTenam UAU YYUTENAM, 3aKOH Ha

TBOEeU cTopoHe!




HEJOCTOBEPHASY NHPOPMAILIHUSA

Bceraa nposepsmMte cobpaHHyio B CeTn MHDOpmauMio Mo
APYrMM  MUCTOYHMKaM. /Jlna  npoBepkuM  matepuasioB
obpaTutecb K JApyrMm camtam uam CMU - rasetam,

JKYpHa/slaM U KHMMam




MATEPHAABI
HEXEAATEABHOI'O COOEPXAHMHUS

Mcnonb3ymte cpeactBa (puAbTpaLuM HexenatesibHOro martepuana
(Hanpumep, MSN Premium’s Parental Controls vau BCTpOeHHble B
Internet Explorer®). HayunteCb KpUTUYECKM OTHOCUTbCA K
coAep:KaHMI0 OHJTAMHOBLIX MaTEPUAJIOB U HE JIOBEPATbL UM.

He nepexogute no CcCblIKaM M3 HEMNPOBEPEHHbIX MCTOYHMKOB,
NoA03pUTENIbHbIX CAaUTOB.




") IIOMHHUTE!

HHTEPHET moixkeT OBITH
NPEKPACHBIM H IOAE€3HBIM
CPEACTBOM JIASI OOYUEeHHS,

OTAbIXa HAH OOILEHHSI C APY3bAMH.

HO - xax = peaAbHBIH MHP —
CeThb TO3Ke MOIKeT OBITH ornacHa!



