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Ticket:

 TGT — Ticket Granting Ticket

e TGS — Service Ticket

Kerberos Ticket

Kerberos Version (3)
Server Realm Server Name

flags Session Key A% 2
= 4
Client Realm Client Name 59
=42
Validity Start Time Validity End Time E 3

¥y ™

e

* Realm = administrative domain

* Kerberos Tickets and all messages are ASN.1 encoded

* Tickets contain some additional, optional fields
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LLiIndopoBaHMe OTKPbLITLIM KIMHOYOM
Y. OAndodun, M. XennmaH «HoBble HanpaBneHus B
COBpeMeHHOU KpunTtorpadumn» 1976 .

RSA (Rivest, Shamir 1 Adleman).
X -> f(x)

y = f(x) -> ? x.

SIN

. MpeobpasoBaHne NCXoOHOro TekcTa A0SHKHO ObIThb

YCJ10BHO HeO6paTI/IMbIM N UCKITKOYaTb €ero
BOCCTAHOBJ1IEHNE Ha OCHOBE OTKPbITOIO KJ1HO4a.

. OnpepnenexHne 3aKkpbITOro Krnto4a Ha OCHOBE OTKPbITOrO

TaKKe JOIMKHO ObITb HEBO3MOXXHbIM Ha coBpeMEHHOM
TEXHOJIION'M4YeCKOM YPOBHE.



Tunbl OAHOCTOPOHHUX NpPeodpa3oBaHUMN.

1. Pa3noxeHne 0onbLUMX YMCEN Ha NPOCTbIE MHOXUTENMW (anropuTm

RSA).

2. BblancneHue gnuckpeTHoro norapudpma nnv gUCKpPETHOE BO3BEAEHME
B cTeneHb (anropntm duddpu-XenmaHa-Mepkna, cxema Onb-

[amans).
3. 3apgaya 00 yknagke ptok3aka (paHua) (aBTopbl XenmaH n Mepkn).
4. BbluncneHne KopHen anredbpanyeckmx ypasHEHUN.
5. icnonb3oBaHMe KOHEYHbIX aBTOMAaTOB (aBTOp Tao PeHxn).
6. Vicnonb3oBaHne KOAOBbIX KOHCTPYKLM.

7. \cnonb3oBaHme CBOUCTB ANNTUNTUYECKUX KPUBBIX.



RSA

Ne n/n OnucaHue onepaunu [Mpnmep
1 Bbibupatotca aBa npocTbiX Ynucna p u q. p=7,q=13
2 Beluncnaerca nponssegeHne n = p * Q. n=91

3 Boluncnsaerca pyHkuma dunepa @¢(n).  ¢(n) = (7-1)(13-1) = 91-7-13+1
=72

4 BeiObupaetcs oTKpbITbIW KoY e - e=5
npounsBosibHoe Yncno (0 < e < n),
B3aWMHO MPOCTOe C pe3ysibTaToM
dyHKuMn dunepa (e L ¢(n)).

5 Bbluncnaerca 3akpbiThin Krtod d - (d*5)mod 72=1,d =29
obpaTHOe 4Yncno K e no moayno ¢(n) ns3
cooTHoweHus (d * e) mod ¢(n) = 1.



[Tpouenypbl WngppoBaHna 1 gelingppoBaHns
BbLINOMTHAKOTCSA NO crie4yoLwmm dopMynam

C=T"modn

T=Cmodn

roe T, C - YyuCnoBble SKBUBASIEHTLI CUMBOSIOB
OTKPbITOrO M LUMAPOBAHHOIO COOOLLEHMS.

CuvmBon |[A|B|P|AIM|O|B
Kon 112 118[1]14]16]( 3

[Tudporpamma, C = T mod 91 1132]44]1(14|74|61
Otkpbitoe coobmenne, T=C* mod 91|12 [18]1|14|16] 3

OtkpeiToe coodmenne, T




[lepepaya coobLueHnsa RSA

Client A
(Pub A, Scr A)

Scr A

Pub B

Pub B

\ Client B

(Pub B, Scr B)

Coo0bOLeHune

Pub A

Scr B




N OUTNTITVDITNITDINVD QJ I UHVI 1 1VILJI

LLNJPPOBaAHUA

RSA ( Ron Rivest, Adi Shamir, and Leonard Adleman Algorithm) — kKpuntorpaguyeckmn
anropuTM C OTKPbITbIM KITHo4OM. RSA

DES (Data Encryption Standard) — CUMMETPUYHBIN anrOPUTM LLMAPOBAHMS,
pa3paboTaHHbIn rupmMon IBM 1 yTBEpKAEHHbIN NpaBuTensctBoMm CLUA B 1977 roay
Kak odomumanbHbi ctaHaapT (FIPS 46-3). DES nmeet 6510ku no 64

3DES (Triple Data Encryption Standard) — CUMMETPUYHBLIN BNOYHbLIN LLINAP, CO30aHHbLIN
Yutcoungom dudpdoun, MaptuHom XennmaHom n Yontom TadmaHHOM B 1978 roay Ha
OCHOBe arnroputma DES

AES (Advanced Encryption Standard), Takke N3BeCTHbIM KaK Rijndael — CUMMETPUYHbLIN
anroputm 6noyHoro wndpoBaHus (pasmep dnoka 128 6uT, kN4 128/192/256 6umT)

PKI (Public Key Infrastructure, UHdppacTpyKTypa OTKPbITbIX KIHOYen) — TEXHOSOrg
ayTeHTUdUKaLNUM C NOMOLLbIO OTKPbITbIX KIHOYen. OTO KOMMSIEKCHAA CUCTEMAa,
KOTOpas CBA3bIBAET OTKPbITbIE KMNHO4YN C NIMYHOCTLIO NOfb3oBaTensi NocpeaCcTBOM
yaocToBepstoLlero ueHtpa (YL).

Certificate — UM POBON UNU DyMaXXHbIM OOKYMEHT, NOATBEPXKAAOLMA COOTBETCTBUE
MEXAY OTKPbITbIM KIHOYOM U MHOpMaUmen, uaeHTMdnumMpyowen sBnagensLa Kroda.
CoaepxunT nHopmaLuo o BrnagensLie Knoya, cBeaeHns 00 OTKPbLITOM KITo4e, ero
Ha3Ha4YeHun n obnacTu NPUMEHeHUs1, Ha3BaHWe LieHTpa cepTudukaumm v T. a.



Kerberos
Operation

Authentication Server

Step 2

TGT : service, [client, client address, validity, KeYciien. os1]Ke¥ras)
Authenticator : [client, timestamp]Key ciicm, TG5)

Step 3
Ticket {client, service) - service. [client, client address, Vahd“}ﬂ KechIicm. scrvic:c)] Key(stn-u:c)
[KCY(clian scn‘ic\:b] Kcy(clicm_ TGS)

=

(SN

Client Ticket Granting €

1) service is the networked resource that the client is trying to access (e.g. Print Server);

2)TGS is the Ticket Granting Server Copyright ©2005. Sagib

Print Server hitp:/fwww. xmi-dev.co



KDC

client
1 _ AS Request .
? - Preauth Request
Drossth Reh. AS Regisat Authentication Server
3 | AS ch.l TG'[fl = (35)
4 P1y,
7 f 2 T
Service [ticket | 6 GS Request
Authenticator Ticket Granting Server
(TGS)
TGS Reply

' 8 | confirmation

Application server




Authentication procedure:
(npouenypa ayTeHTUPUKaLUN)

1. KnneHT nocbinaerT user principal name (kerberos account) -> KDC.
2. KDC (AS) oTBe4aerT pre-authentication request.
3. KnneHt nocbinaet Authenticator: the client's principal and the time stamp,
3alndpoBaHHbIe NPy NoMoLLUU user's key (password hash).
4. KDC (AS) nocbinaer:

the Ticket Granting Ticket (TGT), 3alundpoBaHHbIN NpK NOMoLLM the TGS
key

and a client/TGS session key, 3aLLindpoBaHHbIN MPU NOMOLLN the user's
key.
KnueHT pacwundpoBbiBaeT the session key 1 kawinpyet the TGT.
The TGT BKnto4vaeT: the TGS copy of the client/TGS session key, client principal,

ticket lifetime, KDC timestamp, client IP address.



Kerberos services request procedure:

5. KnneHTt nocbinaet KDC (TGS):

TGT

Authenticator: client principal and the time stamp, 3aLundpoBaHHbIE C MOMOLLLIO the client/TGS session
key

3anpawimBaemMoe service principal name.
6. KDC (TGS) cpaBHuBaeT TGT and the Authenticator, U NOCbINAET KINUEHTY:

Service ticket, 3aLLMdpoBaHHbIN C NOMOLLLIO the Server key.

Service ticket: client/Server session key, client principal, ticket lifetime, KDC timestamp, client IP address.
client/Server session key Lungpyetca ¢ nomoLubto the client/TGS session key.
7. KnneHT nocblniaet cepsepy NpUnoXeHUn:
the Service ticket U Authenticator (the client principal and time stamp , 3alundpoBaHHbIE C MOMOLLLIO
the client/Server session key).
8. CepBep npunoxeHnn pacwmdpoBbIBaET the Service ticket CBOMM KITHOHYOM, XpaHALWLMMCS B
keytab, /etc/krb5.keytab, cBepsaeT Authenticator KnueHTa 1 NocbinaeT a confirmation (client time stamp
+ 1), 3amdopoBaHHbIE C MOMOLLLIO the client/Server session key.
9. KnueHT pacwmnpoBbiBaeT the confirmation ¢ nomoLbto the client/Server session key 1 npoepsieT
NpaBUITIbHOCTb N3MEHEHMUA client time stamp . B cny4ae ycnexa, KnneHT nocblfiaeT 3anpoc cepeepy.



