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PaszButue LMPpPoBbIX TEXHOMOrMN B pamMKax peanusauum
rocygapctBeHHon nporpammbl «UndcdpoBonm KasaxcrtaH»,
aKTUBHO nNepeBOOUT rocyAapCTBeHHble U KOMMep4YecKue
opraHunsaumm PK Ha uHTepHeT-nnatdopmbl. Kpome ToOro,
aKTyanbHOCTb  pa3BUTUA  LUUPPOBLIX YyCnyr pes3Ko
noagHAnacb Ha ¢oHe cyllecTByloWENA KOPOHABUPYCHOM
naHgemMuMm, BblHYXAawwWen MUHUMU3NPOBATL KOHTAKTbI
Mexay nroabMu.

OpaHako Bce 3TU LU pOBbIe TEXHOMOrMMU UMEHT CBOMU
YyA3BUMOCTW, YTO co3faeT pasgonbe Ansa  Knobep-
npecTtynsieHMn, B T.4. ¢ ncnonb3osaHnem DDoS-atak Ha
MH(OPMaALIMOHHbIE pecypCbl U CUCTEMBL.




AHann3 kubeprnocsiratenbCTB B CTpaHe, a TaKxe
ocdhmumanbHble AaHHble rOCyAapCTBEHHOro LeHTpa B ccepe
knoepbesonacHoctu «KZ-CERT» nokasbiBalwT, 4YTO MUX

KONIM4eCTBO HEM3MEHHO pacTeT U3 roga B rog. 3To HarnagHo
BUAHO B NnpeAcTaBeHHON AMarpamMme:

25000




B KkayecTBe npumepa MOXHO NPUBECTU KpynHeuwmne
XaKepCcKkue aTaku Ha BaXHble ANA Hawen CTpaHbl
MHTEPHET pecypcCbl, YTO MNOBJEK/I0O UX BPEMEHHYIO
napanu3auuio. Tak B mae 2020 roga xakepCKomn atake
noaBeprcA CcanT TrocygapCTBEeHHbIX 3aKyrnokK, B
pe3synbraTte 4ero, HU rocyfapcTBeHHble OpraHbl HWU
KOMMep4YecKkune npeanpusitusi He MOrfnv Nosnb30BaTbCH
CauToM, YTO B UTOre copBasio COTHMU TeHaepoB. [lpu
3TOM, 3aTpayuMBalOTCA  OFpPOMHbIe ycunNuUa U
¢donHaHcoBbIe cpeacTBa Ha BOCCTAaHOBJIIeHUue
paboTOCNOCOOHOCTN NOAOOHBLIX OO BLEKTOB.
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OceHblo 2019 roga atakoBaHbl UH(POPMAaLMOHHLbIE
pecypcbl MuHuctepcTBa obpasoBaHua PK (Kundelik.kz).
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B 2017 roay atakoBaHbl cantbl «9KCIMO0-2017» n «Halyk
Bank»
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C:27: CEHTSIﬁpiI Haﬁmo;.{ae'rc;l TIOBBIIIeHHAaA aKTHEBHOCTE XaKepOB Ha CepBepPEL

21 aerycta 2017, 14:10
PAfa KasaXCTaHCKHUX GaHKOB, B TOM YHCIe HUHTEepPHeT-IIopTal Homebank,

:’ﬁnm:g coofmmia mpecc-caykda Qazkom.

ontakte

H Facebook

B Twitter

B Omioxnaccimins "CrIeIaIUCTEI 0aHKa 27 ceHTI0pd 3adHKCHPOoBaIn
El Telegram MacinTabHyro0 DDoS-aTaky B BHJIE JI0KHBIX 3aIIpOCOB

OTHOBPEMEHHO C OTPOMHOI0 UHCIa IP-apecos, UTo GI0KHPYeT

MOAMNUCATLCH HA "
7 paboTy mopTasia’, — TOBOPUTCA B COOOIEeHHUH DaHKa.

KAHAJT HOBOCTEN
TENGRINEWS:

Google News
fAnpexc HosocTn

fAnpexc Asen

B npecc-cny)xﬁe OTMeTHJIH, YTO AJIA TapaHTUPOBAHHOI 3alllUTE] CUETOB

Y o T S e K/IHEeHTOB CIIeIHaIUCTE! OaHKa PeIPUHUMAKT He00X0AUMEIe
HosocTi Cawt EXPO-2017 nogseprca macluTabHoi xakepckoi atake, nepegaeT Tengrinews.kz co

o S S— i DR e e TeXHHYeCKHe MephI 110 HeHTpaIi3alliy JeiiCTBHII XaKepoB.

HosocTu Mupa




3JTOYMbILUJTIEHHUK

NHTepHET cpena

X
N

00BbEKTDI
nHopmaTnsaymm

X

NHopmauus

nonb3oBaTenu
ycnyru




MOHMTOPUMHI Ka3axCTaHCKOro pblHKa MO npeaocTaBfieHU0 yCnyr B
cchepe 3awmnTbl OT KubepnocsaraTenbCTB MOKa3an OTCYTCTBMUE
OTEeYEeCTBEHHbIX MpPOrpaMMHbIX MNPOAYKTOB, CMNOCOOHbLIX 3alWUTUTb
MHTEepHEeT - nnatopmMbl roCyAapCTBEeHHbIX U  KOMMEpP4YeCKUX
opraHusauumn PK oT xakepCKux aTtak.

B CTpaHe nmeeTtcs NULWb HEeCKOJ1bKO opraHusauuu
npenocTaBnALWMNX YCAYIrU No 3awuTe OT NOAOOHbLIX XaKepCKUX aTak
(TOO «Kazteleport», «Kcell», «<Hosting NLS»), Ho Aaxe oHu ucnonb3ayioTt
NporpaMMHbIN NPOAYKT POCCUNCKON pa3paboTKMu.

NMostomMy Hawen KomnaHuMen paspabotaH COOCTBEHHbIN
OTe4YeCTBEeHHbIN nporpaMmmMmHbin  npoaykt «Cerberus AntiDDoS»,
BHeApeHne KOTOPOro No3BOJSIUT 3alNTUTb U CBOEBPEMEHHOIO OTPa3UTb
XaKepckme artakm Ha WHcpoOpMaLUOHHbIE WHTEPHeT pecypchbl
rocyaapcTBeHHbIX U KOMMepP4YeCKUX opraHusauumn.

B sAHBape TeKywero roga Hamum 3alMLIEHO aBTOPCKOe npaBoO M
Nnorly4yeH COOTBETCTBYHOLIMM cepTuUUKaT B HaUMOHANIbHOM UHCTUTYTE
MHTenMneKTyanbHon cobctBeHHocTU MuHuctepctBa roctuumum PK.
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NMPEUMYLLECTBA HALLEN KOMNAHUW

ANHaMun4yeckKu passuBarouleecs uudgpposoe npoctpaHcTBO KazaxcTtaHa
OCTPO HYyXAaeTcs B Haf4eXXHOU 3aliuTe OTe4eCTBEHHbIX UHTEePHeT
nnardgopm

Hannuue ceptTudmnkKaTa UHTEsNNeKTyaribHOM COGCTBEHHOCTU NO3BONSAET
3aKn4yaTb A0OroBopa c rocyaapctBeHHbIMU opraHamMu Cnoco6om u3
OQHOro UCTOYHUKA, 6e3 Bbixoaa Ha nopTan roc. 3aKynok

OTCYTCTBME KOHKYPEHTOB Ha Tepputopuun AKMONTMHCKOM obnacTu
otcyTcTBMe B KazaxcTtaHe oTe4eCTBEHHbIX MPOrpaMMHbIX MPOAYKTOB Mo
3aWmTe OT XaKepCKUX aTak

rocygapcTBeHHasi nogaepKka orpacnu B cpepe pa3paboTku
nporpamMmMHoOro odecrne4yeHus

cunbHas KomaHaa it-cneynManucToB U HaULEeNeHHOCTb Ha ycnex




