be3onacHocTb backend
NPUNOXEeHUN
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BBeneHue

» [ocTtaTto4Ho N caenaTb paboTatowmnim cepeBuc?

« CDN Akamai: 83% Bcero web-Tpadpduka npuxoantca Ha Bbi3oBbl AP

» Poctenekom: bonee 70% B30-NpunoxXeHnn cogepxaT KpUtTuyeckme
YSA3BMMOCTMU
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» 3a4eM U1 OT KOro Hy>XHO 3aluuaTbcsa?
* [loyemy 100% Ge3onacHOCTU He CyLLEeCTBYeT?

* be3onacHoOCTb — OTBETCTBEHHOCTb KaXaoro y4aCTHUKaA KOMaHdbl
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[MocneaHue 6onbLne hakanbl

e Meltdown, spectre

e logdshell

TUWHBbKODD
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- Cross-Site Scripting

- Security Misconfiguration

Insecure Transport a ici i itori
 Cross-Site Request Forgery P Insufficient Logging & Monitoring
N
User Internet \
Client Cloud
Browser N4 Platform
f—=)
* RESTAPI i Plnsecurz
P server »| Users DB a3sworcs
\ / 3
p| Authorisation
/v Server
Insecure Cookies & Lack of Resources &
Local Storage Rate Bimiting Broken User Authentication
Improper Assets Broken Object Level Broken Function Level
Management Authorization Authorization
HTTP method: /api/version/objects/{objectID}/role Insecure
P
Header: X-Powered-By: Express Headers

"balance":150,

"run":"mkdir name", «———

"secret":"HelloWorld" «___
} ied

Mass
Assignment

Injection

Excessive Data Exposure




[TomoLwb npodreccnoHanos

« OWASP (Open Web Application Security Project)

e API Security Top 10

TUWHBbKODD

2017 2021
A01:2017-Injection = A01:2021-Broken Access Control
A02:2017-Broken Authentication . :)oé'/’ A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure N ’\/ > A03:2021-Injection
A04:2017-XML External Entities (XXE) o (New) A04:2021-Insecure Design
A05:2017-Broken Access Control -~ “}7_, % A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration [ 7 A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) "\ A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization ew) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities — > A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring e (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey




A01 Broken Access Control

* 94% BCeEX NPUNOXEHUI

HepocTtaTo4yHbI KOHTPOMb JOCTYNa

K OObeKkTam GET/accountsﬁdl/ﬁnancial=info A

—

» Hebe3onacHble NpsMbIE CCbISTKM
Ha 0ObEKTHI

--------
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A01 Broken Access Control

MonyunTb ogHoro nosnb3oBartens ¢ userlD:

GET /users/{userID} Mony4yaeM AaHHble ApYyroro nonb3oBartens

Ynanutb nonb3osartensa ¢ useriD :

DELETE /users/{userID} Ypansem gpyroro nosib3oBarersis
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HekoTopble NOHATUSA

e AyTeHTUdUKaUMUA

e ABTOpM3aUUA

TUWHBbKODD



HekoTopble NOHATUSA

* AyTeHTUdUKaLUA — NpoBepPKa NOANMHHOCTU (Tbl TOT, KEM
npeacraBnaeLbes)

e ABTOpM3aAUUA

TUWHBbKODD



HekoTopble NOHATUSA

* AyTeHTUdUKaLUA — NpoBepPKa NOANMHHOCTU (Tbl TOT, KEM
npeacraBnaeLbes)

* ABTOpM3aUMA — NPoBEPKA NpaB Ha AeNCTBUS U pecypcbl (Tebe
paspeLleHo aenaTtb TO, YTO Thl NbiTAaELUbCH cAenatb)

TUHbKODD



AO01: Kak bopoTbcs

« [lpoBepsaem npaBa gocTyna npu Kaxxgom 3arnpoce
* He poBepsiem ID, nonyyeHHbIM OT KrnneHTa. [lpoBepsieMm 41O
3asioOrMHEHHbIN Nonb3oBaTtesib UMeeT A0CTYN K 3anpoLUeHHbIM

obbekTam

* BHewHune ID 06bekTOB AOMKHbI ObITH CIIOXKHLIMUK ANa nogbopa,
Hanpumep B Bnae UUID, a He npocTada nocnenoBaTenbHoCcTb 1, 2, 3

TUWHBbKODD



AO01: Kak bopoTbcs

Mopenu KoHTpona goctyna, Access Control Cheat Sheet

Role-Based Access Control (RBAC) — ¢ nomoLubto ponu

Attribute-Based Access Control (ABAC) — Ha ocHOBaHUK aTpubyToB nornb3oBartens
Organization-Based Access Control (OrBAC) — Ha ocHOBaHWK opraHusaumm
Discretionary Access Control (DAC) — no nn4yHocTn unu rpynne

Mandatory Access Control (MAC) — no 4yBCTBUTENLHOCTU OaHHbIX

Permission Based Access Control — no paspeLueHunam

TUWHBbKODD



A02 Cryptographic Failures

[Monyyaem nHgopmaLmio o rnorb3oBarerne:

GET /users/1

OTBET MOXET coaepxaTb U3ObITOYHbIE AaHHbIE:

{"userName":"Alex",
"age":25,
"secretAnswer";"HelloWorld"}

Ecnn donnetpauma gaHHbIX Ha CTOPOHE KIMEHTAa,
MOXXEM MONy4YnTb NMNULWHWUE OAHHbIE
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A02: Cryptographic Failures

Mcnonb3oBaHne HebesonacHoro NPOTOKOJ1a
YTeuka YYBCTBUTESIbHbIX OaHHbIX

XpaHeHue naponen AS IS
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A02: Kak bopoTbcs

*  Wcnonb3dyem DTO ans Bblgaum gaHHbIX Ha (PPOHT
 [Jlob6asnsiem B DTO TONbKO HEOOBXOAUMbBIE NONA

« Peanusyem puneTpaunio JaHHbIX Ha cepeepe

- 1ILS

» [1na xpaHeHna naponen ncnonbadyem salted hashing functions

TUWHBbKODD



TLS handshake

Client
- CornacoBaHue Bepcum npoTokona Server
- Cepsep B 0TBETE OTNpaBNseT CBOW
cepTudukaT n cnocob LWndpoBaHus
- KnueHT npoBepseT ceptucmkar y CA,
ecnu ceptTudukat BanuaHbli —

OTNPABISET CIy4YalHy0 CTPOKY, \

3aKOOMPOBAHHYIO MyONWYHbIM KNkO4OM M3 | T

Mony4YeHHoro ceptTudukara _ (—’//
- CepBep AeKkoanpyeT CTPOKY CBOUM

34
T iEe s escsonnssaas saace 33
NPVBATHBLIM KIOHYOM ClientHello corvertielln e
- KnwueHT n cepBep reHepupytot session oo = Certificate
ServerHelloDone
key (0gouvH u TOT Xe), NCNOMb3ys ClientKeyExchange n
OTNpaBIIeHHY0 CTPOKY Cha"g?c.'r:lhzfspec (=TT ga
. Inishe
- Handshake 3aBepLueH, session key - : 2
___________________________ _ . ChangeCipherSpec
KINOY CUMMETPUYHOIO LINGPOBaHUS Finished

TUWHbKODD Tinkoff.ru



Salted hashing

Password Hash Salting

Hashing
User Password Salt Added Algorithm Hashed Password + Salt
Apple — AppleyrtZd — a —
yrtZd
\ Password Store

£53107b3a79cc2f718b9526aa6bd40c34

yrtZd
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A03 Injection

BBoa nepenaetcs HanpsiMyto UHTepNpeTaTopy:

« SQL
« NoSQL

- LDAP
 Komanabl OC
« XML Parser

« ORM

POST/api/my _info u
legit_property a : “foo” ‘o

legit_property a : “bar;

TUWHBbKODD



SQL injection

GET http://.../items/items.asp?itemid={idemId}

SELECT item_name, item_description FROM items
WHERE item_number = #{itemld}

GET http://.../items/items.asp?itemid=999

SELECT item_name, item_description FROM items
WHERE item_number = 999

TUWHBbKODD



SQL injection

GET http://.../items/items.asp?itemid=999 OR 1=1

SELECT item_name, item_description FROM items
WHERE item_number = 999 OR 1=1

GET http://.../items/items.asp?itemid=999; DROP TABLE users

SELECT item_name, item_description FROM items
WHERE item_number = 999; DROP TABLE users

TUWHBbKODD



SQL Injection — kak 6opoTbcs

Mcnonb3oBaTb napamMmeTpmn3npoBaHHbl€ 3anpocChbl:

Prepared Statement

ORM (nocnegHsas sepcusi)

Code Review

Whitelist server side validations

TUWHBbKODD



OS command Injection

POST /run

{"mkdir":"name"

Ecnn cepBep BbIMNOJTHAET KOMaHObl oes3 NPOBEPKU, TO 3JTOYMbILLJIEHHUK MOXET MNMocCiaTb
cnegywLlyro KomMmaHay € oonbLion BEPOATHOCTbLIO BbiBOAA CepBepa U3 CTPOA:

POST /run

{"mkdir":"name && format C:/"}
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OS command Injection — kak 6opoTbCH

« He nepenaBaTtb nonb3oBaTeENbCKUI BBOA B KOMaHAbI

« [enaTb NpoOBEPKN, PUNLTPaLINIO, OYUCTKY AAHHbIX
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A04 Insecure design

» BoccTtaHoBreHne naponsi C NOMOLLbIO KOHTPOSbHOIo Bonpoca
* Jlornyeckue owmnbkm (bonbLue ogHOro AENCTBUS B “O4HN PYKK”)

* Hert 3awmTtbl oT 60TOB (OrpaHn4eHne Ha ncnonb3osaHue API)

TUHbKODD



A04: Kak bopoTbcs

» HaHaTtb AppSec cneumannctoB ©
*  YHuduumpoBatb security Aus3anH natTepHbl
* KHTerpauyuoHHoe 1 unit TecTMpoBaHue

* OrpaHunyeHne noTpebnsaemblx KIMeHToM pecypcoB - Rate Limiting

TUWHBbKODD



A05 Security Misconfiguration

* Mcnonb3yoTcsa HAaCTPOMKN NPUSTOXKEHUWN MO YMOMYaHUIO
( AOCTYNbI, aKKayHTbl U Naponu, NopThl)

* B npoge ncnonb3yoTcss HACTPONKKU Anst pa3paboTku 1 oTnaaku

* AgmMunHuctpaTuBHbIEe NaHenu/endpoint’sl BbiCTaBneHbl 6€3 orpaHn4yeHnn

« Stacktrace’bl B coobLueHusax ob owmbkax

TUHbKODD



A05: Kak bopoTbcs

» LleneHanpaBneHHo uiem npobnemsl B KOHGUrypaumm
*  OTKNYaeM HeHyXHble OYHKLNK

* OrpaHnymBaem agMUHUCTPATUBHbLIN AOCTYI

» CraHpgapTusmpyem coobuieHna ob owmbkax

* OTKpbIBaem TONbKO HEOOXOAUMbIE CETEBbBIE NOPThI U NYTN Ha
BanaHcupoBLmMKax
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A06 Vulnerable/Outdated Components

* He oOHOBNAKTCA CUCTEMbBI/ONONNOTEKU

« 3aBMCMMOCTM cogepxart ya3BMMOCTHU

TUWHBbKODD



A06: Kak bopoTbcs

* PerynapHo obHosnsem OC u 10O

* Wcnonb3dyem ckaHep yassumocten B CI/CD

TUWHBbKODD



AO07 Identification/Authentication Failures

HesawuuieHHble/BHYTpeHHMe API
* HeHagexHblW/HeCcTaHOAPTHbIN MEXaHN3M ayTEHTUUKaLNK
OTcyTCcTBUE ABYX(paKTOPHOM ayTeHTUdrKaLmnm
« Cnabble kntoun APIl/naponu
MogBepkeHHOCTL brute force atakam
* [laponwu/kntoun B URL
HeTt Banngauunmn access-token
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AO07 Identification/Authentication Failures

Buabl ayTeHTUdmkauum

TUWHBbKODD



AO07 Identification/Authentication Failures

Buabl ayTeHTUmKaumm

* APl key
e Basic Authentication

» Cookie-Based Authentication

 Token-Based Authentication

TUWHBbKODD



AO07 Identification/Authentication Failures

API Key

POST https://my-api.com/my-service?key=AP|_KEY

TUWHBbKODD



AO07 Identification/Authentication Failures

Basic auth

Ncnonbayetca HTTP 3aronosok 'Authorization’:

« Kno4yeBoe crnoso Basic

» [lpoben

* base64 3akoampoBaHHasi CTpoKa username:password

Authorization: "Basic dXNIlcm5hbWU6cGFzc3dvemQ="

MexaHn3am nogaepxuBaetcs 6paysepamu

TUWHBbKODD



AO07 Identification/Authentication Failures

Cookie-Based Authentication

B oTBeT Ha 3anpoc ayTeHTUdMKaummn cepeep nocbiriaet 3aronosok Set-Cookie, KOTopbin
COAEPXMUT UMS U 3HaYeHne cookie, a Takke JOMNOMNHUTENbHbIE aTpubyThl: expires, domain,
path, secure, httponly

Set-Cookie: JSESSIONID=123456789; Path=/; HttpOnly

[Mocne aToro KNMeHT aBTomMaTuyeckn ByaeTt nocbinaTtb 3aronoBok Cookie Npu Kaxxaom 3anpoce

Cookie: JSSESSIONID=123456789

TpebyeTcs XpaHUTb Ceccumn Ha cepBepe

TUHbKODD



AO07 Identification/Authentication Failures

Token-Based Authentication

B oTBeT Ha 3anpoc ayTeHTUdMKaummn cepsep nockinaeT 3aronoBok Authorization, koTopbin
COLEPXUT KntodeBoe cnoso Bearer n TokeH

Authorization: Bearer eyJhbGciOiJSUzI1NilsImtpZCI6ljl4Y

MoxeT ncnonbsoBarbca kak 4actb OAuth 2.0 nnm OpenID Connect npoTokonos, Tak u
cepBep camMm MOXET ChopMMpoBaTb TOKEH

[na 6eszonacHOro NCnosib30BaHMA OOMKEH UCMONb30BaTLCS NPOTOKOS, KOTOPbLIN obecrneynsaeT
lwngpposaHne gaHHblx, HT TP 3aronoskos n URL, Hanpumep HTTPS

TUHbKODD
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LocalStorage

access token
refresh token

MySite

Server

Login with social network

Social network
Login form

\2)

(Do

access token
refresh token
A o o e e e e e e e e e

>— access token

O,

Get Data from DB

User data

Check db

Login Ok ———-Q

access token

OK

o

f=~~:Data from DB

=

s _access token
= refresh token

access token
refresh token

Google (AS + RS)

- Exchange with server
- Check user

Check token

Check token

token expired

C)— refresh token ————p




AQ07: Kak bopoTbcs

* MynbTudgakTopHaa ayteHTugmkauma
» [lpoBepsTb cnabble naponu

« 3awuTy oopmMbl fIorMHa 1 BoCCTaHOBEHUSA OT account enumeration attacks

» Capcha & Rate-limiting
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A08 Software and Data Integrity Failures

» AsToo6HoBneHne sepcun MO (OS, libraries, plugins etc)

*  YA3BUMOCTb Aecepuanmsauum

TUWHBbKODD



A08 Software and Data Integrity Failures

public class BadThing implements Serializable {
private static final long serialVersionUID = OL;

Object looselyDefinedThing;
String methodName;

private void readObject(ObjectInputStream ois) throws ClassNotFoundException, IOException {
ois.defaultReadObject();
try
Method method = looselyDefinedThing.getClass() .getMethod(methodName) ;
method. invoke (looselyDefinedThing) ;
} catch (Exception e) {

// handle error...
}
}
¥
BadThing badThing = new BadThing();
badThing. looselyDefinedThing = new MyCustomAttackObject();
badThing.methodName = "methodThatTriggersAttack";

Method method = looselyDefinedThing.getClass() .getMethod(methodName) ;
method. invoke (methodName) ;
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A08: Kak bopoTbcs

* Wcnonb3oBaTb UMGPOBLIE NOAMUCU U KOHTPOSbHbLIE CYMMbI, YTOObI yOeanTbes
YTO UCTOYHUK MO He ckoMNPOMETUPOBaH

 Code review HOBbIX 3aBUCUMOCTEN
» [lakeTHbI MeHeoKep MOXET 3arpykaTb TONbKO N3 NPOBEPEHHbIX PEMO3UTOPUEB

* Het aBTO0OHOBNEHMUS CTOPOHHEro 0O
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A09 Insufficient Logging & Monitoring

HepnocTtaTtkn XXypHannmpoBaHUA N MOHUTOPUHTA:
« JloroB 1 MeTpuk HET

* Jlorn He uenocTHble

» Jlorn HegocTaTo4HO NOAPOOHbLIE

TUWHBbKODD



A09: Kak bopoTbcs

» JlormpoBaTtb BCe HeyaadHble NOMbITKM ayTeHTUdUKaLMN, OTKasbl B 4OCTYMNE,
owmnbKM Banuaaumm BXOAHbIX AaHHbIX

« ObecneuynTb LENOCTHOCTbL NOroB, YTobLI NPegoTBpaTUTb BO3MOXKHOCTb NX
noanenku

*  MOHUTOPUTL HE TONBLKO NPUIOXeHUs 1 BbI3oBblI API, HO n nHpacTpyKTypY,
CEeTeBYH0 aKTUBHOCTb, 3arpy3Ky BblYUCINUTENBHbBIX PECYPCOB

+ Ob6ecneunTb onepaTUBHOE OMNOBELLEHME O HApYLUEeHUSX WTaTHOW paboThl
cUCTEMB
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A10 Server-Side Request Forgery (SSRF)

Web Server

* He BanugupylotTca napameTpbl 3anpoca
KnneHTa, kotopble doopmupytoT URL T
BHYTPEHHUX BbI30BOB

» Het whitelist'a Ha ucnonssyembie Web Server makes @ ®

a request on behalf
of the user.

OOMEHDbI

Direct request is

blocked by the firewall.

4 \/

- N\ ( '

« KnueHTy BO3BpaLLaoTCs rpsi3Hble
AaHHble
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SSRF

GET /?url=http://images.com/image.jpg

* GET /?url=http://localhost/server-status - Apache HTTP
*  GET /?url=http://169.254.169.254/latest/meta-data/ - AWS

» GET /?url=file:///etc/passwd
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